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1 Introduction

1.1 Introduction to Industrial Managed Switches

Welotec’s RSAGS (Rugged Substation Automation Gigabit Switch) series are product lines of powerful industrial
managed switch which are referred to as Open Systems Interconnection (OSI) Layer2 bridging devices. Unlike an
“unmanaged” switch, which is normally found in homes or in Small Office/Home Office (SOHO) environments and
runsin “auto negotiation” mode, each port on a “managed switch” can be configured forits link bandwidth, priority,
security, and duplex settings. The managed switches can be managed by Simple Network Management Protocol
(SNMP) software, web browsers, Telnet, or serial console. Since every single port can be configured to specific
settings, network administrators can better control the network and maximize network functionality.

Welotec’s managed switch is also an industrial switch and not a commercial switch. A commercial switch simply
works in a comfortable office environment. However, an industrial switch is designed to perform in harsh indus-
trial environments, i.e., extreme temperature, high humidity, dusty air, potential high impact, or the presence of
potentially high static charges. Welotec’s managed switch works fine even in these environments.

Welotec’s managed switch is designed to provide faster, secure, and more stable network. Advantages that make it
a powerful switch are that it supports security such as IP Source Guard, DHCP Snooping, ARP Spoof Prevention and
ARP Spoof Prevention as well as Access Control List (ACL) and network redundancy protocols/technologies such as
Ethernet Ring Protection Switching (ERPS), iA-Ring, Rapid Spanning Tree Protocol (RSTP), Multiple Spanning Tree
Protocol (MSTP), and Media Redundancy Protocol (MRP). These protocols provide better network reliability and
decrease recovery time down to less than 20 ms.

Welotec’s managed switch supports a wide range of IEEE standard protocols. This switch is excellent for keeping
systems running smoothly, reliable for preventing system damage or losses, and friendly to all levels of users. The
goal of this innovative product is to bring users an enhanced network management experience.

Note: Throughout the manual, the symbol * indicates that more detailed information of the subject will be provided
at the end of this manual or as a footnote.

1.2 Software Features

Welotec’s industrial Layer-2 Managed switches come with a wide range of network protocols and software features.
These protocols and software features allow the network administrator to implement security and reliability into
their network. These features enable Welotec’s switches to be used in safety applications, and factory and process
automation. The followings are the list of protocols and software features.

User Interface; Web browser; Telnet Console; Serial Console

e Dynamic Host Configuration Portocol (DHCP) Server/Relay/Client with Option 66/67

Time Synchronization
- Network Time Protocol (NTP) Server/Client
- Simplified Network Time Protocol (SNTP)
- IEEE 1588 Precision Clock Synchronization Protocol (PTP) v2 hw-E2E TC and sw-Boundary Clock

Port Mirroring

Quiality of Service (QoS) Traffic Regulation

Link Aggregation Control Protocol (LACP)

Medium Access Control (MAC) Filter

Welotec GmbH www.welotec.com
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e Generic Attribute Registration Protocol (GARP)/ GARP Multicast Registration Protocol (GMRP)/ GARP VLAN Reg-
istration Protocol (GVRP)

e Internet Group Management Protocol (IGMP)

e Simple Network Management Protocol (SNMP) v1/v2/v3 (with MD5 Authentication and DES encryption) K SNMP
Inform

e Spanning Tree Protocol (STP)/ Rapid Spanning Tree Protocol (RSTP)/ Multiple Spanning Tree Protocol (MSTP)/
Media Redundancy Protocol (MRP)

e Virtual Local Area Network (VLAN)

e |EEE 802.1x/ Extensible Authentication Protocol (EAP)/ Remote Authentication Dial-In User Service (RADIUS)/
Terminal Access Controller Access-Control System (TACACS+)

e Security feature including IP Source Guard, DHCP Snooping, ARP Spoof Prevention and ARP Spoof Prevention
and Access Control List (ACL)

e Ring

Ethernet Ring Protection Switching (ERPS)

iA-Ring

Compatible-Ring

Compatible-Chain
- U-Ring
e Link Layer Discovery Protocol
e Alarm System (with E-mail Notification or Relay Output)
e Industrial Protocols
- Modbus/TCP
- Profinet (including MRP Ring)

Welotec GmbH www.welotec.com
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2 Configuring with a Web browser

Chapter 2 explains how to access the industrial managed switch for the first time. There are three ways to configure
this Ethernet Switch:

1. Web browser
2. Telnet console
3. Serial console

The web browser and the telnet console methods allow users to access the switch over the Internet or the Ethernet
LAN, while the serial console method requires a serial cable connection between the console and the switch. There
are only a few differences among these three methods. Users are recommended to use the web browser method
to configure the system because of its user-friendly interface.

2.1 Web-based Management Basics

Users can access the managed switch easily using their web browsers (Internet Explorer 8 or 11, Firefox 44, Chrome
48, or later versions are recommended). We will proceed to use a web browser to introduce the managed switch’s
functions.

2.1.1 Default Factory Settings

Below is a list of default factory settings. This information will be used during the login process. Make sure that the
computer accessing the switch has an IP address in the same subnet and the subnet mask is the same. Please pay
attention that username and password are case sensitive.

IP Address: 192.168.2.1/24
Subnet Mask: 255.255.0.0
Default Gateway: 0.0.0.0
Username: admin

Password: RSAGS@Welotec

2.1.2 Login Process and Main Window Interface

Before users can access the configuration, they must log in. This can simply be done in the following steps.
1. Launch a web browser

2. Typein the siwtch IP address (e.g.: http://192.168.2.1, as shown in Figure 2.1.) Note: When the username and
the password are left empty, the login prompt will not show.

< C @ hup//192.168.2.1/index.cgi

3. Ifitis the first time that the users access the managed switch, the web browser such as Google Chrome may
detect that the switch does not have a valid certificate authority. The users can proceed by clicking on the Ad-
vanced button as shown in Figure 2.2.

Welotec GmbH www.welotec.com
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A

Ihre Verbindung ist nicht privat.

Angreiler versuchen mighichenseise thre Informationen von 182.188.2.1 1u stehlen (2. B

Kenmweteter, Machrchien oder Eneditharten:

4. Once the Advanced button is clicked, an explanation text will appear below the button as shown in Figure 2.3.
Here at the bottom of the web page, there is a hyperlink that the users can click to access the web GUI of the
managed switch.

A

lhre Verbindung ist nicht privat.

Angreder wesuchen moghohervweise thee Inlomabones von 15218821 pu sieblen (2 B
Kenmwiiter, Hachnchten oder Eneditrhen)

Ermriten? suniblencen m

Dupgaar Sorver koenie nichit nachnetsen, dass of sich bel im um 192.168.2.1 handeit. Das
Sicherhaitszemifilcat wird vom Bstneberystem thees Computers nicht als verirssenmsirdig
eingestuit. Dies lann uf eine FehlkonSiguration zurGcioufiihnen sein oder auf cinen
Angreifer, der hee Verbindung sbfingt

5. After proceeding through the invalid certificate warning and clicking on the Proceed to 192.168.2.1/24 (unsafe)
hyperlink, a login page will be presented shown in Figure 2.4. The user must enter a Username and a Password
to access the managed switch. Then press Login.

Maodel Name: FEAGS
MAC Address: T8 7052 00:00-AE

Ligin Rasat

6. Forsecurity purpose, if the user did not enter the username and the password within 30 seconds, the login page
will time-out and an error notification page will show up. Even though the user entered the correct username
and password, the login procedure will not succeed if the login was done more than 30 seconds after the login
page was first accessed. The notification page is shown in Figure 2.5. The user can click on the Try again button
to access the login page again.

Welotec GmbH www.welotec.com
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Erros

Legin

Login timecut, pleass try sgain

Ifthe user entered wrong passwords more than three times within 3 minutes, the account will be temporary blocked
for 15 minutes. An error pop-up notification will be shown as in Figure 2.6. The user can click the Try again button
to access the login page after the duration of 15 minutes.

O Ernrar

Login

Your socount i block. please wail swhile and
lagin again

Note:

1. Anyunauthorized login to the managed switch will be recorded to device’s syslog. A pop-up notification is shown
in Figure 2.7.

2. After the user logins to the main interface if the user is idle or inactive for more than 5 minutes, the user will be
logged out automatically.

Auf 192.168.2.1 wird Folgendes angezeigt:

Warning! You are now accessing a monitored device, and any

unauthonzed login will be recorded.
| Ok

After the login process, the main interface will show up, as shown in Figure 2.8. The main menu (left side of the
screen) provides the links at the top-level links of the menu hierarchy and by clicking each item allows lower-level
links to be displayed. Note that in this case the Port 2.1 is highlighted in green, indicating that the port is being
connected. Detailed explanations of each subsection will be addressed later as necessary.

Welotec GmbH www.welotec.com
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Basic
Administration
Forwarding
Redundancy

Port

Trunking
Unicast/Multicast MAC
GARP/GVRP/GMRP
IP Multicast

SNMP

Spanning Tree
VLAN

Security
ERP&/Ring

LLDP

upLD

Client IP Setting
SynckE

System

weLoTec

1.1 [ 1.2]
1.3 |[14]

B copperviinkup | Fiber Link Up HSR/PRP
l Link Down l Hol Available
— Basic System Information

Device name switch
Model name RSAGS
Device Description RSAGS
MAC address T8 T0.52:00:00AE
Application Version 7.82
Kamel Version 7.82
Image Build Info. Thu Mar 23 11:09:56 CST 2023
Memory :azgﬁ:;i( used, 134343K free, 0K buff, 48592K
CPU Usage 18%
Board Temperature 48 25 Cenfigrade
FPGA Verzion 21
System Uptime 0 days 2 hours 7 mins 30 sec
Serial ID A2186400000002

2.2 Basic Information

To help users become familiar with the device, the Basic section provides important details of the switch. This is
also the main welcome screen once the user has logged in. The details make it easier to identify different switches
connected to the network. The Basic section is categorized into six subsections as shown in the left panel of Figure

2.9.
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14][12] ----‘ ‘---- (41 [42
weLoTrec EAEENn | [ | @ | [ | | | |

B copperviinkup | Fiber Link Up HSR/PRP
l Link Down l Mol Available
+ Basic — Basic System Information
+ Administration
+ Forwarding Device name switch
+ Redundancy Model name RSAGS
+ Port . Device Description RSAGS
+ Tm-nmngm . MAC address 78:70:52:00:00:AE
+ Unicast/Multicast MAC Application Version 782
+ GARP/GVRPIGMRP Kamel Varsion 782
+ IP Multicast ; u
+ SNMP Image Build Info. Thu Mar 23 11:09:56 CST 2023
120644K used, 134348k frea, 0K buff, 48592K
+ Spanning Tree Memory cached
+ VLAN CPU Usage 18%
+ Security Board Temperature 48.25 Cenfigrade
+ ERPS/Ring FPGA Version 21
+ LLDP System Uptime 0 days 2 hours 7 mins 30 sec
+ UDLD Serial ID A2186400000002
+ Client IP Setting
+ SyncE
+ System

2.2.1 SysInfo

This subsection provides basic system information of Welotec’s industrial managed switch. The user can check the
device name, model name, device description, MAC address, firmware version, image build information, memory
usage of the switch, and current board’s temperature. Note that Welotec’s firmware generally consists of applica-
tion version and kernel version. Figure 2.10 depicts an example of Basic System Information of RSAGS. Table 2.1
summarizes the description of each basic information.

Welotec GmbH www.welotec.com
Zum Hagenbach 7 info@welotec.com
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Device name
Maodel name

MAC address

Kernel Version

Memaory
CPU Usage

FPGA Version

Serial ID

— Basic System Information

Device Description

Application Version 782

Image Build Infa.

Board Temperature

System Uptime

O weLoTec

switch

RSAGS

RSAGS
TET0:52:00:00AE

7.42
Thu Mar 23 11:09:56 CST 2023

120644K used, 134348K free, 0K buff, 48592K
cached

18%

48 25 Centigrade

2.1

0 days 2 hours 7 mins 30 sec
A2186400000002

Table 2.1 Descriptions of the Bassic Information:

’ Description

Label
Device name The device’s given name which can be set by the user.
Model name The device’s complete model name

Device Description

The model type of the device

MAC address

The MAC address of the device

Application  Ver-
sion

The current application version of the device.

Kernel Version

The current kernel version of the device.

Image Build Info.

Information about the firmware image such as date of creation

Memory

The current RAM’s availability and the size of cached and shared memory.

CPU Usage

The current CPU usage information.

Board Tempera-
ture

The current temperature of the board inside the chassis in degree Celsius a.k.a. Centi-

grade.

FPGA Version

The FPGA version of the device.

System Uptime

The current bootup time of the device.

Welotec GmbH
Zum Hagenbach 7
48366 Laer
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2.2.2 Device Information Setting

Users can assign device’s details to Welotec’s switch in this subsection. By entering unique and relevant system
information such as device name, device description, location, and contact, this information can help identify one
specific switch among allother devices in the network that supports SNMP. Please click on the “Update” button to
update the information on the switch. Figure 2.11 shows Device Information Setting page of an RSAGS managed
switch model. Table 2.2 summarizes the device information setting descriptions and corresponding default factory

settings.

— Device Information Setting

Device Name |5witch |
Device Description | RSAGS |
Location |Swit{:h's Location |
Contact | support@welotec.com |

Table 2.2 Descriptions of the System Setting:

Label Description Factory
Default
Device Specifies a particular role or application of different switches. The name entered here | switch
Name will also be shown in Welotec’s Device Management Utility with the max. length of 63
characters.
Device Detailed description of the unit with the max. length of 63 Characters. Managed
Descrip- Switch
tion
Location | Location of the switch with the max. of length of 63 Characters. Switch’s
Location
Contact | Provides contactinformation for maintenance. Enter the name of whom to contactin | sup-
case a problem occurs with the max. length of 63 Characters. port@Welotec.com

2.2.3 Banner Information Setting

A banner is a message presented to a user who is using the switch. Based on the type of banner you configured
for use, the message will be shown to users of switch. Users can assign device’s banner information to Welotec’s
switch in this subsection. You can configure the switch to display login banner when user manage switch through
the following methods:

Console

SSH Login

Web GUI Logout

Telent Login

Please click on the “Update” button to update the information on the switch. Figure 2.11 shows Banner Information
Setting page of managed switch model.

Welotec GmbH
Zum Hagenbach
48366 Laer

www.welotec.com
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+49 2554 9130 00
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— Banner Information Setting

Warning!
Management Switch banner information testing!

| Update |

10.0.50.1 says

Warning!
Management Switch banner information testing!

Management Switch banner information testing!

admin

q-]

how banner

banner information testing!

Welotec GmbH www.welotec.com
Zum Hagenbach 7 info@welotec.com
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100501 - Tera Term VT

hle Ednt Setup Comtral VWindow Help

information testing!?

sr information testing!

ent Switch banner information testing!

admin

information testing!

2.2.4 Console

In this chapter, we use a web browser for configuring the switch. For the serial console method, please go to
Chapter 3 Configuring with Serial Console for more detail on how to connect console to the switch. The Con-
sole here only shows the setting parameters of a serial console’s connection, which can be used by a console
software such as Tera Term. Figure 2.17 below shows an example of the serial console’s connection parameters.

- COnsole-

Baud Rate 115200 bits/second

Stop 1 bit

Data 8 bits

Parity Mone

Flow Control Mone
Welotec GmbH www.welotec.com
Zum Hagenbach 7 info@welotec.com
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2.2.5 Protocols Status

Protocols Status subsection reports status of all protocols in the switch.

O weLoTec

While users can view status

of all protocols at once in this webpage, the detailed explanation of each protocol and method will be

provided in the following sections.

SNTP
PTP
LACP
GVRP
GMRP
IGMP
SHNMP
STP
RSTP
MSTP
B02.1x
ERPS
iA-Ring
Compal
LLRing

LLDP R

— Protocol Status

Protocol

ible-Ring

LLDP Tx

X

Compatible-Chain

Status
Disabled
Digsabled
Disabled
Disabled
Disabled
Digabled
Disabled
Dizabled
Disabled
Digabled
Disabled
Disabled
Disabled
Dizabled
Disabled
Enabled
Enabled

Disabled

2.2.6 Power Status

Welotec’s managed switch features dual VDC power supply inputs. For Non-PoE models, 9 - 57 VDC can be sup-
plied to Power Input 1 (V1+ and V1- pins) and/or Power Input 2 (V2+and V2- pins). For PoE models, 45 - 57VDC
should be supplied under 802.3af mode and 51 - 57 VDC should be supplied under 802.3at mode. For instance,
the RSAGS has the following three power ratings: 9 - 57 VDC with a maximum current of 2.8 Amperes (No PoE
mode), 45 - 57 VDC with a maximum current of 1.7 Amperes (802.3af mode), and 51 - 57 VDC with a maxi-
mum current of 2.3 Amperes (802.3at mode). Figure 2.19 shows the status of each power input. A “Fault” sta-
tus means that the power on that supply input is either not connected or the power is not supplied properly.

— Power Status

Power

Status
OK
Fault

Welotec GmbH

Zum Hagenbach 7

48366 Laer

www.welotec.com
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Figure 2.18 shows the web interface for the Protocol Status page.
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2.2.7 Temperature Log

This subsection provides user and system temperature logs. There are summary statistics and distribution of tem-
perature information for each log. The highest temperature, the lowest temperature and the average temperature
are reported in degree Celsius. Additionally, there is a recorded time which shows the time since the temperature
log were recorded. Under the summary statistics, there is a table showing the ranges of temperature, percentages
of time in each range, and amount of time in each range. The user can reset the user statistics by clicking on the
Reset button at the bottom of User Temperature Log. However, the system temperature log cannot be reset by the
users. Note that the information is not automatically update. Information provided in this webpage will help the
users to monitor the status of the industrial managed switch in harsh environment. The users must click reload
on the web browser to update for the latest statistics. Figure 2.20 shows the User Temperature Log box and Figure
2.21 shows the System Temperature Log box.

Note that there is a sensor component in the industrial managed switch which can detect the inside temperature.
The software inside the switch can read the sensor’s data and transform it into temperature in a unit of degree
Celsius. Because the device is airtight, the inside temperature will be higher than the outside temperature around
20 degrees. For the industry level switches, the lowest operating temperature (outside) will be around -20 to -40
degrees Celsius, and the highest operating temperature (outside) will be around 70 to 85 degrees Celsius.

— User Temperature Log
Highest Temperature 48.50
Lowest Temperature 48.00
Average Temperature 4823
Recorded Time Oy 0d Oh 45m
Degrees Range Percent Timea
~20 0% Oy Od Oh Om
-20~-10 0% Oy 0d Oh Om
=10~ 0 0% Oy Od Oh Om
0= 10 0% Oy 0d Oh Om
10- 20 0% Oy 0d Oh Om
20~ 30 0% Oy 0d Oh Om
30= 40 0% Oy 0d Oh Om
40~ 50 100% Oy 0d Oh 45m
50= &0 0% Oy 0d Oh Om
G0~ 70 0% 0y 0d Oh Om
TO- 80 0% Oy 0d Oh Om
80~ 0% 0y 0d Oh Om
raset
Welotec GmbH www.welotec.com
Zum Hagenbach 7 info@welotec.com Page 14
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— System Temperature Log

Highest Temperature
Lowest Temperature
Average Temperature
Recorded Time

Degrees Range  Percent

~-20 0%
=20~-10 0%
-10~0 0%
0=~ 10 0%
10~ 20 0%
20~ 30 0%
30~ 40 6%
40~ 50 52%
50~ 60 26%
60~ 70 4%
70~ 80 0%

80~ 8%

Oy 20d 17h 50m

86.50
21.50
51.86

Time
Oy Od Oh Om
Oy 0d Oh Om
Oy Od Oh Om
Oy Od Oh Om
Oy Od Oh Om
Oy 0d Oh 41m
Oy 1d Sh 55m
Oy 10d 21h 34m
Oy 5d 13h 15m
Oy 0d 23h 53m
Oy 0d 2h 1m
Oy 1d 18h 31m

2.3 Administration

In this section, users will be able to configure Account, Auth Server Setting, IP Settings, IPv6 Setting, Ping, Ping6,
Mirror Port, System Time, Modbus Setting, PTP, SSH, Telnet, and HTTPS. Figure 2.22 shows the Administration
section with the list of its subsections on the left of the screen.

- Basic
Sys Infp
Dav Info Setling
Consoke
Protocols Sialus
Power Status

— Account kst

admin

Access Right
adenin

Temperature Log — Add account

+ Administration
+ Forwarding
+ Refiundancy [

Username

Password Access Right
|[user v

+ Port
+ Trunkhu

+ Unicast/Multicast MAC
+ GARPIGVRP/GMRP

— Change password

1P Multicast
* e Username Hew password Confirm password
+ Spanning Tree |a¢m'm hs | |
+ VLAN | Change Password |
+ Sacurity
+ ERPSRing — Pasgword strength configuration
+ LLDP
+ UDLD Minimum length Maximum kength
+ Client IP Setting [8 30 || Config |
+ SyncE N I
+ System
— Change password reminder
Days
[30 Config |

Welotec GmbH
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2.3.1 Account

The users with administration access right can create and delete accounts through Administration->Account Sec-
tion. As shown in Figure 2.23, there are total of four section boxes inside Administration->Account page as the
followings: Account list, Add account, Change password, and Password strength configuration. In Account List box
(1st row of Figure 2.23), the users and their access rights are listed. There are five types of access right: admink
user®maintenancel®maintenance2 and maintenance3. Table 2.3 describe permission level of each user. If the
user with administration access right would like to delete any account, the user can select the account that would
like to be deleted and click “Delete” button. Note that the user without administration access right cannot delete
his/her own account. The user whose account was deleted will be logged out immediately.

Table 2.3 Description of each user permission level:

Level Name ’ Definition

1 User 1. User can read the configure. 2. User cannot set any configure.

2 Maintenance- | 1. User can read the configure. 2. User can use Reboot command.
1

3 Maintenance- | 1. User can read the configure. 2. User can use Reboot command.
2

4 Maintenance- | 1. User can read the configure. 2. User can set all the configures but cannot set security
3 command.

5 Admin 1. User can read the configure. 2. User can set all the configures.

Note: Security commands
1. Account Setting

2. Telnet Setting

3. SSH Setting

4. SNMP Setting

5. x509 certificate

6. Auth Server Setting
7. 802.1X Setting

In the Add account box (2nd row of Figure 2.23), the user can input a username in the Username textbox as well as
input a password in the Password textbox. Then the user can select an appropriate Access Right from the dropdown
list for the user before clicking Add button. After clicking it, a new account will be created in the Account List box.
A username “admin” with an “admin” Access Right is created as the default. The maximum number of accounts is
15 accounts.

If the user wishes to change password for any account, the user can do so in the Change password box (3rd row
of Figure 2.23). Here, the user has to select a username from the Username dropdown box first. Then, input a
password that user would like to change it to in new password textbox before re-entering the same password in
the Confirm password textbox. The Minimum length and the Maximum length of each password can be configured
through the Password strength configuration box in the 4th row of Figure 2.23. The latest row of Figure 2.23 can
change password reminder timer, the default days setting is 30 days. Note that the users will be reminded when
default setting during the login procedure with a notification to change their passwords if the passwords have not
been changed over the last 30 days. Figure 2.24 shows the pop-up notification for changing the password.

Welotec GmbH www.welotec.com
Zum Hagenbach 7 info@welotec.com
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— Account list

Username Access Right

admin admin
— Add account
Username Password Access Right
I || user v
— Change password
Username Hew password Confirm password
admin hd || H ]
|  Change Password |
— Password strength configuration
Minimum length Maximum length
8 |30 | Config |

— Change password reminder

Days

[30 [ Config |

10,0501 says

Passwornd has not been changed fior mare than 30 days. Flease change
password.

oK

Connection The Connection sub-menu under the Account menu lists the users who currently access the device un-
derthe Connection Management box. Inside the box, the table lists the information of the users with four columns:
Username, Access Right, Session, and Source IP is shown in Figure 2.25. Note that logged user will be kicked out
automatically when there is no activity for more than 5 minutes.

Connection managemant
Username Access Right Session Source [P Logout
ademin dmin 1 192.168.2.10
Welotec GmbH www.welotec.com
Zum Hagenbach 7 info@welotec.com
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2.3.2 Auth Server Setting

In addition to the local authentication, the switch can be configured to request for authentication through a cen-
tralized RADIUS or TACACS+ server when the local authentication fails. Figure 2.26 shows the setting parame-
ters for authentication server while Table 2.4 summarizes the authentication server settings. For the RADIUS and
TACACS+ comparison, please refer to Table 2.5 so that you can choose the solution that best suits your needs.

— Auth Server Setting

Authentication Server | Enabled
Server Type RADIUS w
Senver IPMName
Server Port 1812
Shared Key PR
Confirmed Shared Key
Authentication Type MD5 w
Server Timeout (1~255 sec) 5

MOTE :

FADIUS vsually runs on port 1812, TACACS usually runs on port 49.

Table 2.4 Authentication Server Settings:

Description Factory De-

fault

Authentica- | Enable/disable authentication through a remote authentication server Disabled

tion Server

Server Type | ChooseAuthentication Server type: RADIUS or TACACS+. See notes below fora | RADIUS

detailed explanation.

Server IP address of the authentication server NULL

IP/Name

Server Port | Communication port of the authentication server 1812

Shared Key | The key used to authenticate with the server. Max. 15 characters. 12345678

Confirmed Re-type the shared key. Max. 15 characters. NULL

Shared Key

Label Description Factory De-
fault

Authentica- | Authentication mechanism. For RADIUS: MD5. For TACACS+: ASCII, PAP, CHAP, | RADIUS is

tion Type MSCHAP. MD5 TACACS+
is ASCII

Server The time out period of waiting for a response from the authentication server. | 5

Timeout This will affect the time that the next login prompt shows up in case that the

(1~255sec) | serveris notavailable.

When configuring RADIUS as the authentication server, the system administrator of thr RADIUS server must
also make sure that the RADIUS’s service-type attribute of each new user matches that particular user. For
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example, if a user has an administrative right that user should have read/write priviledge, this user should
be set Service-Type attribute on RADIUS server as “Administrative-User”. On the other hand, if a user has
only normal privilege that is only read permission, this user should be set Service-Type attribute on RA-
DIUS server as “NAS-Prompt-User”. Note that NAS is referred to Network Access Server or the RSAGS Man-
aged Switch in this case. NAS is a client of RADIUS server. Depicts an example of a user called “ad-
minl” with Cleartext-Password attribute of “defaultl” and Service-Type attribute of “Administrative-User”.

Cleartext-Password :=

Service-Type = Administrative-User

*NOTE:
RADIUS (Remote Authentication Dial in User Service):

RADIUS is an access server that uses authentication, authorization, and accounting (AAA) protocol for authenti-
cation and authorization. It is a distributed security system that secures remote access to networks and network
services against unauthorized access. The RADIUS specification is described in RFC 2865, which obsoletes RFC
2138.

Note:

RADIUS support two level account

Service-Type: value “6” Administrative as Admin level
Service-Type: value “7” NAS Prompt as User level

TACACS+ (Terminal Access Controller Access-Control System Plus):

TACACS+ is a security application that provides centralized validation of users attempting to gain access to a router
or network access server. The TACACS+ specification is described in Cisco’s TACACS+ RFC draft.

Table 2.5 Comparison of Authentication Server Settings between RADIUS and TACACS+:

Transport Protocol UDP TCP
Authentication and Autho- | Separates AAA Combines authentication and authorization
rization
Multiprotocol Support No Yes, support AppleTalk Remote Access (ARA) and Net-
BIOS protocol
Confidentiality Only passwordis en- | Entire packet is encrypted
crypted

2.3.3 IP Setting

This subsection is divided into two parts: IP Setting and Current IP address information. In this subsection, the
user may modify network settings of Internet Protocol version 4 (IPv4) for the managed switch, e.g.: Static IP Ad-
dress, Subnet Mask, Gateway, Primary DNS (domain name server), and Secondary DNS. As shown in Figure 2.28,
the user can choose to enable DHCP (Dynamic Host Configuration Protocol) by checking the box behind it. That
is the IP address and related information can be automatically obtained from a DHCP server in the local network
thus reducing the work for an administrator. By disabling this function (DHCP’s box is unchecked), the user has
an option to setup the static IP address and related fields manually. Please click on the Update button to update
the IP configuration on the switch. A system reboot is required after each update, so the new network settings can
take effect. The user will need to manually update the new IP address in the URL field of the web browser if the IP
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address of the managed switch is changed.

— IP Setting

Waming: Change static IP address will cause the Web disconnect.

DHCP ]

Static IP Address 1192.168.2.1 |

Subnet Mask 255 255 255 () |

Gateway | |

Primary DNS | |
|

Secondary DNS |

The second part of IP Setting section is the Current IP address information part as shown in Figure 2.29. In this part,
the current IP address information of the managed switch is listed. The description of each field and its default
value are summarized in Table 2.6.

— Current |P address information

1P Address 192.168.21
Subnet Mask 255.255.255.0
Gateway

Frimary DNS

Secondary DNS

Table 2.6 Descriptions of IP Settings:

Description Factory
Default
DHCP By checking this box, an IP address and related fields will be automatically assigned. | Uncheck
Otherwise, users can set up the static IP address and related fields manually.
Static IP | Display current IP address. Users can also set a new static IP address for the device. 192.168.2(1/24
Address
Subnet Display current Subnet Mask or set a new subnet mask. 255.255.0/0
Mask
Gateway | Show current Gateway or set a new one. 10.0.0.254
Primary | Setthe primary DNS IP address to beused by your network. 168.95.1.1
DNS
Sec- Set the secondary DNS IP address. The Ethernet switch will locate the secondary DNS | NULL
ondary server if it fails to connect to the Primary DNS Server.
DNS
Welotec GmbH www.welotec.com
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2.3.4 IPv6 Setting

This subsection enables Welotec’s industrial managed switch to operate in Internet Protocol version 6 (IPv6) net-
work. The webpage is subdivided into two parts: IPv6 Setting and Current IPv6 address information. The first part
called IPv6 Setting is shown in Figure 2.30 and allows the users to configure the Domain Name Service (DNS) for
IPv6 network. The users have a choice to enable or disable the Manual DNS by checking the box behind it. When
the Manual DNS option is checked, the users will be able to enter the IPv6 addresses of the Primary DNS and the
Secondary DNS. If the users change any DNS setting, please clicking on the Update button to allow the new con-
figuration to take effect. Table 2.7 explains each field in the IPv6 Setting webpage.

— IPv Satting
Waming: Change static IPvG address will cause the Web disconnect,
Autoconfig L
DHCPvi O
Manual ]
Global Unicast Address
Prefix Length

Gateway

Manual DNS []
Primary DNS

Secondary DNS

| Update |

The second part called Current IPv6 address information is shown in Figure 2.31. This part of the web page summa-
rizes the current IPv6 address information of the managed switch, which are the Global Unicast Address, Link-Local
Address, Gateway, Primary DNS, and Secondary DNS.

— Current IPvE address information:

Global Unicast Address

Link-Local Address fel0:7a70:52 fe00.ae/64
Gateway

Primary DNS

Secondary DNS

Table 2.7 Description of IPv6 Setting:
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Description

Auto- '

By checking this box, all IPv6 setting will be automatically configured for the users. This op- | Uncheck
con- | tionisbased onthestateless autoconfiguration in which the switch usesinformationin router
fig advertisement messages to configure an IPv6 address. The address will be a concatenation
of first. 64 bits from the router advertisement source address with the Extended Unique Iden-
tifier (EUI-64).
DHCPvp By checking this box, an IPv6 address and related fields will be automatically assigned from | Uncheck
a DHCPv6 server in the network. This is a stateful auto configuration in which the switch will
generate a DHCP solicit message to the ALLDHCP-agents multicast address to find DHCPv6
server. Otherwise, users can set up the IPv6 address manually.
Man- | By checking this box, users must provide Global Unicast Address, Prefix Length, and Gateway | Uncheck
ual address in the following fields. Note that when this option is checked, the next three fields
will become active for setting.
Global| Set an IPv6 address that is routable across the Internet and its three high-level bits are 001. | NULL
Uni- The IPv6 address is in the format 2XXX::/3.
cast
Ad-
dress
Link | AnIPv6 unicast address that can be automatically configured on any interface using the link- | fe80::1260:e9ff:fe26:balf/6
Local | localprefix FE80::/10(11111110 10) and the interface identifier in the modified EUI-64 format.
Ad- Not necessarily bound to the MAC address.
dress
Pre- Set a prefix length for the IPv6 address in previous field. NULL
fix
Length
Gate- | Setthe IPv6 address of an IPv6 Gateway NULL
way
Man- | By checking this box, user must manually provide Primary and Secondary DNS addresses for | Uncheck
ual IPv6. Note that when this option is checked, the next two fields will become active for setting.
DNS
Pri- Set the primary DNS IPv6 address to be used by your network. NULL
mary
DNS
Sec- Set the secondary DNS IPv6 address. The Ethernet switch will locate the secondary DNS | NULL
ondary server if it fails to connect to the Primary DNS Server.
DNS
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Welotecs managed switch provides a network tool called Ping for testing network connectivity in this subsection.
Ping is a network diagnostic utility for testing reachability between a destination device and the managed switch.
Note that this utility is only for IPv4 address. The Ping utility for IPv6 will be provided in the next subsection. Figure
2.32 shows the user interface for using the Ping command.

— Fing

Address of network host

Users can enteran IP address oradomain name into the field to verify network connectivity as shown in Figure 2.33.
After entering the IP address/name, please click “Ping” button to run the ping function. Example of successful ping
results shown in Figure 2.34 while a failure ping result is depicted in Figure 2.35.

— Fing
Address of network host |ww.guogle.{:um
— Ping statistics

Ping again!

— Ping statistics

Ping again!

Note: If users enter a domain name instead of IP address, they should assign a DNS first. This can be done through
Administration->IP Setting as shown in Section “IP Setting”.
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2.3.6 Ping6

Ping6 is a corresponding network diagnostic utility for testing reachability between a destination device and the
managed switch in IPv6 network. Figure 2.36 shows the user interface for using the Ping command.

— Pinga

Address of network host |

Users can enter an IPv6 address into the field to verify network connectivity. After entering the IPv6 address, please
click “Ping6” button to start the ping function. Examples of successful ping6 results are shown in Figure 2.37.

— Ping6 statistics

Ping6 5 again! |

2.3.7 Mirror Port

To help the network administrator keeps track of network activities, the managed switch supports port mirroring,
which allows incoming and/or outgoing traffic to be monitored by a single port that is defined as a mirror port.
Note that the mirrored network traffic can be analyzed by a network analyzer or a sniffer for network performance
or security monitoring purposes. Figure 2.38 shows the Mirror Port webpage. The descriptions of port mirroring

options are summarized in Table 2.8.

— Mirror Port

Session ID [1+]
Mirrored direction | Disabled -

WER 1.2 [WFX] Ozz2 Ca2z C2a Cas FY: Clar 2s
Mimored ports (3.1 a2 (HEE] mEY COas Oas Oaz Oas

Ca1 a2 a3z Caas

Miror-topot [ 1.1 +|

Note: Overflow will occur in the total throughput of the monitoring ports exceeds what the mirror port can support.

Table 2.8 Description of Port Mirroring Options
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Description

Mir- Select the monitoring direction. -Disable: to disable port monitoring. -Ingress: To monitor | Dis-
rored | input data stream of monitored ports only. -Egress: To monitor output data stream of moni- | abled
direc- | tored portsonly. -Ingress/Egress: To monitor both input and output data stream of monitored
tion ports.

Mir- Select the ports that will be monitored. Unchetcked
rored all

Port

Mirror- | Select the mirror port that will be used to monitor the activity of the monitored ports. (Port)1.1
to-

port

2.3.8 System Time

Welotec’s industrial managed switch has internal calendar (date) and clock (or system time) which can be set man-
ually or automatically. Figure 2.39 shows the System Time and SNTP webpage. The users have options to configure
Current Date and Current Time manually. There is a drop-down list of Time Zone which can be selected for the local
time zone. If the switch is deployed in a region where daylight saving time is practiced (see note below for expla-
nation), please check the Enable option for Daylight Saving Time. Then, the users will have to enter the Start Date,
End Date, and Offset in hour(s).

Mote:When changing date or time, you might be logout.

— System Time and SNTP
Current Date (2017 s[4 U | (ex: YYYYMM/DD)
Current Time 13 |29 |:|a6  |(ex: 18:00:30)
Time Zone | (GMT+01:00)Amsterdam, Ber v |
Daylight Saving Time L_Enable
Start Date = W [ - w [ - w [ v (Month/Week/Date/Hour)
End Date - v f - v w [~ v (Month/Week/Date/Hour)
Offset 0 ~ hour(s)
Enable SNTP O
NTP Server 1 time.nist.gov {ex: time.nist.gov)
NTP Server 2 time-A timeireq bldrdoc.gov {ex: time-A timefreq.bldrdoc.gov)
Time Server Query Period 259200 seconds(60~259200), (72:00:00)
Enable NTP Server O
NTP Server Stratum [10 |Levei(0-15)
| Update || Refresh

For automatically date and time setting, the users can enable Simple Network Time Protocol (SNTP) by checking
the Enable SNTP option (see note below for explanation). Then, the users must enter the NTP Server 1 and NTP
Server 2 which will be used as the reference servers to synchronize date and time to. The users can specify the Time
Server Query Period for synchronization which is in the order of seconds. The value for this period will depend on
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how much clock accuracy the users want the switch to be. Finally, the managed switch can become a network time
protocol server for the local devices by checking the box behind the Enable NTP Server option. Description of each
option is provided in Table 2.9.

Table 2.9 Descriptions of the System Time and the SNTP:

Label Description Factory
DISET

Current | Allows local date configuration in yyyy/mm/dd format None

Date

Current | Allows local time configuration in local 24-hour format None

Time

Time The user’s current local time (GMT+08:00)

Zone Taipei

Day- Enable or disable Daylight Saving Time function Uncheckec

light

Saving

Time

Start Define the start date of daylight saving NULL

Date

End Define the end date of daylight saving NULL

Date

Offset Decide how many hours to be shifted forward/backward when daylight saving time be- | 0

gins and ends. See note below.

Enable Enables SNTP function. See note below. Uncheckec

SNTP

NTP Sets the first IP or Domain address of NTP Server. time.nist.gov

Server1

NTP Sets the second IP or Domain address of NTP Server. Switch will locate the 2nd NTP | time-

Server2 | Server if the 1st NTP Server fails to connect. Atimefreq|bldrdoc.gov

Time This parameter determines how frequently the time is updated from the NTP server. | 259,200

Server If the end devices require less accuracy, longer query time is more suitable since it will | seconds.

Query cause less load to the switch. The setting value can be in between 60 - 259200 (72 hours)

Period seconds.

Enable This option will enable network time protocol (NTP) daemon inside the managed switch | Uncheckec

NTP which allows other devices in the network to synchronize their clock with this managed

Server switch using NTP.

Note: Daylight Saving Time: In certain regions (e.g. US), local time is adjusted during the summer season in order
to provide an extra hour of daylight in the afternoon, and one hour is usually shifted forward or backward. SNTP:
Simple Network Time Protocol is used to synchronize the computer systems’ clocks with a standard NTP server:
Examples of two NTP servers are time.nist.gov and time-A.timefreq.bldrdoc.gov.
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2.3.9 Modbus Setting

Welotec’s managed switch can be connected to a Modbus network using Modbus TCP/IP protocol which is an in-
dustrial network protocol for controlling automation equipment. The managed switch’s status and settings can
be read and written through Modbus TCP/IP protocol which operates like a Management Information Base (MIB)
browser. The managed switch will be a Modbus slave which can be remotely configured by a Modbus master. The
Modbus slave address must be set to match the setting inside the Modbus master. To access the managed switch,
a Modbus Address must be assigned as described in this subsection. A Modbus memory mapping table, which
lists all the register’s addresses inside the managed switch and their descriptions, is provide in Chapter 6 Modbus
Memory Map. Figure 2.40 shows the Modbus Setting webpage.

— Modbus Setting

Modbus Address(Unit Identifier / Slave Address)
Modbus Address (1~247) |1 |

Figure 2.40 shows the webpage that users can set up the Modbus ID address. Users can use Modbus TCP/IP com-
patible applications such as Modbus Poll to configure the switch. Note that Modbus Poll can be download from
http://www.modbustools.com/download.html. The Modbus Poll 64-bit version 7.0.0, Build 1027 was used in this
document. Welotec does not provide this software to the users. Tutorial of Modbus read and write examples are
illustrated below.

Note: The switch only supports Modbus function code 03, 04 (for Read) and 06 (for Write).

Read Registers (This example shows how to read the switch’s IP address.)

Address Data Read/Write Description

Type

IP Address of switch
Ex: IP = 10.0.50.1
Word 0 Hi byte = 0x0A
Word 0 Lo byte = 0x00
Word 1 Hi byte = 0x32
Word 1 Lo byte = 0x01

0x0051 (81) 2words R

1. Make sure that a supervising computer (Modbus Master) is connected to your target switch (Modbus Slave) over
Ethernet network.

2. Launch Modbus Pollin the supervising computer. Note a registration key may be required for a long term use of
Modbus Poll after 30-day evaluation period. Additionally, there is a 10-minute trial limitation for the connection
to the managed switch.

3. Click Connect button on the top toolbar to enter Connection Setup dialog by selecting Connect... menu as
shown in Figure 2.42.
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e R T Tl B NN W .
File Edtt [Connection | Setup Functions Display View Window Help

Dad

W Disconnact
w= 0 E Auto Connect
o Conmi Quick Connect

F3 06 15 16 22 23 |00 B N2

b on0ms
F5

e | | b | e | ra ]

] ’J: Aliu:.‘ :i .

10.0.50.1: 502

.I.Ei:nﬁééi

o

weLoTec

4. Select Modbus TCP/IP as the Connection mode and enter the switch’s IP address inside the Remote Modbus

Server’s IP Address or Node Name field at the bottom as shown in Figure 2.43. The Port number should be set
to 502. Then click OK button.

Connection Setup

-

Connechion

| todbus TCR/AP

=
?{ E

Cancel

Serial Settingz

| COm1 < Made

- @ RTU ASCH
(9600 Baud |

T ———— Reszponze Timeout
| 3 Data btz - | P
— 1000 [ms]
Ewven Parity |
Delay Between Pollz

|15topBit  ~| | Advanced.. 10 [ms]
Remate Server

IP Address Part Connect Timeout

100501 A0z 3000 [ms]

5. Onthe window Mbpolll, select multiple cells from row 0 to row 2 by clicking on cells in second column of row 0
and row 2 while holding the shift key as shown in Figure 2.44.
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Lo Modbus Poll - Mbpoll1 - oS
File Edit Connection Setup Functions Display View Window Help

DS E&|x|™ =2 1 |os061516172223|Tckl| ? W

&) Mbpoll1 Bl ES
|Tx=321:Err= 0:ID = 1: F = 02: SR = 1000ms
| Alias | 00000 A

| |w pa|l=|o

For Help, press F1. [10.0.50.1): 502

6. SetDisplay mode of the selected cells in previous step to HEX (hexadecimal) by selecting Display pulldown menu
and choosing the Hex as shown in Figure 2.45.

File Edit Connection Setup Functions | Display | View Window Help

Colors... Alt+Shift«C 5 16 17 22 23 | TC 2L | B W2
I Font. Alt+ShiftsF
(=l

Signed Alt+5hift+5 oo
Unsigned Alt+5hift+U

v | Hex Alt+Shift+H
Binary Alt+Shift+B
Long AB CD
Long CD AB
Long BA DC
Long DC BA
Float AB CD
Float CD AB
Float BA DC &
Float DC BA I 502

~N He= (T

. Click on the Setup pull-down menu and choose Read/Write Definition... as shown in Figure 2.46.
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I File Edit Connection | Setup | Functions Display View Window Help
Read/Wite Definition.. ;8 |&|/L|oso61516172223|TCh.| B W2
Read/Write Once F&
Read/Write Disabled Shift+F&
= 03: SR = 1000ms

Excel Log... Alt+X
Excel Logging Off Alt+0 =
Log... Alt+L ]
Logging Off Alt+0 L
Reset Counters F12
Reset All Counters Shift+F12  |367
Use as Default

7 11296

8 17736 "

Read/write definttion [10.0.50.1]: 502

8. Enterthe Slave ID in the Modbus Poll function as shown in Figure 2.47, which should match the Modbus Address
=1entered in Figure 2.40 in Section 2.3.9 (Modbus Setting).

Read/Write Definition B
sweir: (1)

Function: 03 Read Hdu:ing Registers (4x) v | Cancel
Addess: |81 Prmootaddma E.g. 400711 -> 10

Quant: [2 |
Scan Rate: 1000 | [ms] Aoply |
Dizable

[ ] Read/write Disabled . B .
[ ] Disable on eror | ReadMwiite Once |
View

Rows

@1 20 (O50 (100 O)Fitto Quantiy

[] Hide Alias Columns ] PLC Addresses [Base 1)

[] Address in Cel [ Enton/D aniel Mode

9. Select Function 03 or 04 because the managed switch supports function code 03 and 04 as shown in Figure 2.48.
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Read/Write Definition

Slave ID: |1 oK
Function: (03 Read Holding Registers (4x) v) | Cancel
Addess: |81 | Protocal address. E.g. 40011 > 10
Quantity: |2
ScanRate:|1000 | [ms] Apply

Disable

[] Readwhite Dizabled

[ Digable on error | ReadMwiite Once

View

Rows

@10 20 (O50 (100 C)Fitto Quantily

[ ] Hide Alias Colurmnns [ PLC Addresses [Base 1)
[ ] Address in Cel (| Enron/D aniel Mode

10. Set starting Address to 81 and Quantity to 2 as shown in Figure 2.49.

Read/Write Definition

SlavelD: |1 [ ok
Functior: | 03 Read Holding Registers (@) ¥ | Cancel
Address Pratocol address. E.g. 40011 -> 10
Quarity

Scan Rate: | 1000 [ms] Apply
Dizable
[ Readfwite Dizabled
L] Disable on ermor  Read/wiite Once
Yiew
Rows

@10 (D20 (O50 (100 O Fitto Quantiy

"] Hide Alias Columns [] PLC Addresses [Base 1)
[] Address in Cell ["] ErwonsD aniel Maode

11. Click OK button to read the IP address of the switch.
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[ #] Modbus Poll- Mbpolil = i RS
File Edit Connection Setup Functions Display  View Window Help
DEFE& XD |2 1050615162 23w F W2

Tx=323:Err=0:100=1:F = 04: 5A = 1000ms

Alias 000E0 =

(MO0
3201

dlow|wm|a|lw|lw|lr o

For Help, press F1. 10.0.50.1: 502

12. Modbus Poll will get the values 0x0A, 0x00, 0x32, 0x01, which means that the switch’s IP is 10.0.50.1as shown in
Figure 2.50.

Write Registers (This example shows how to clear the switch’s Port Count (Statistics).).

Address Read/Write  Description

Type

Clear Port Statistics

M 0023) L L 0x0001: Do clear action

1. Check the switch’s Port TX/RX counts in Port Statistics page (described in Section 2.6.4) as shown in Figure 2.52.
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— Port Statistics
[ Clear || Refresh |

Port Enabled Link T

OK (framas) Error (frames)  Rate (Bps) OK (frames) Error (frames)
1.1 Yes HSR/PRP 4204067204 o 0 4204967294 1]
1.2  Yes HSRPRP 4204067204 0 0 4204067294 0
1.3 Yes HSRAPRP 42054067204 0 0 4204067294 0
14*  Yes HSRPRP 4204967204 0 4204967294 0
21 Yes Up 18382 o 1584 51650 ]
22 Yos Down 15922 0 0 7304 0
2.3 Yes Dhowm 0 0 0 0
2.4 Yes Dowm 0 0 0 0 0
2.5 Yes Dhowim 0 0 0 0 0
26 Yes Down 0 0 0 0 0
2.1 Yes Dhowin 0 0 0 0 0
28 Yes Down o 0 0 0 0
i1 Yes Down 0 0 0 0 0
32 Yes Do o 0 0 0 0
33 Yes Dowin 0 0 i} 0 0
34 Yes Down 0 0 0 0 0
35 Yes Dhowii 0 0 0 1] 0
36 Yas Down 0 0 0 0 0
AT Yes Do 0 0 0 0 0
38 Yes Do o 0 0 0 0
4.1 Yes Dowm 0 o 0 0 0
4.2 Yes Down o 0 0 0 0
4.3 Yes Dowmn 0 0 0 1] 0
4.4 Yes Down o 0 0 0 0

[ Ciear |[ Refresh |

Rate (Bps)

&
L5 - R~ -~ )

L=~ I - A~ - R — - A~ T - B~ A - = - - - - - R - B -

2. Click function 06 on the toolbar as shown in Figure 2.53.

(¥4 Modbus Poll - Mbpol1.

)

File Edit Conmection Setup Functions Display View Window Help
D Ed& X|O|®a 06115 16 22 23 [wo1| B W2
ij e ,'..

Te =323 Err=0: 10 = 1: F = 04: 5R = 1000ms

T |
| (=) .3

| »

1
2 | 03201 iE

3. Set Address to 256 and Value (HEX) to 1, then click “Send” button.
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| Addess |26

J [ Conce

l

Walue [HEX] [:

Result
Nk
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4. Check Port Statistics (described in Section2.6.4) in the managed switch’s Web Ul. The packet count is now

cleared.

Port Statistics

Port
Port1
Pori2
Port3
Portd
PortG1
PoriG2

5

k Tx

??EQ??g
K

2.3.10 TraceRt

Welotec’s managed switch also provides another network diagnostic tool called TraceRT or traceroute for checking
possible network’s routes or paths and determining transit delay of packets across an IP network. TraceRT webpage
is shown in Figure 2.56. The users can enter the URL or IP address of a destination in the Destination Address
field. After clicking on the Trace button, the switch will report a list of Trace Statistics as shown in Figure 2.57 as an
example. Each entry in the report will provide an address of each successive host along the route or path until it
reaches the destination together with sum of the mean times (in milliseconds) in each hop.

o 0 e o o0 O

Tx Rate(Kbps) Rx

(=TI = B = R = = I =

2 e e @ 2

Clear || Refresh

—Trace

Dastination Address

Tracea
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—Trace Statistics

traceroute to www.google.com (172.217.27.132), 30 hops max, 38 byte packets

1 211.72.229.254 50.252 ms 54.119 ms 58.006 ms

2 168.95.210.130 48638 ms 57.510ms 56274 ms

3 22001288166 64.335 ms 55044 ms 51878 ms

4 220128.8.13 55646 ms 60.037 ms 220128817 52.753 ms

2 714,213,890 59,437 ms 57080 ms Fd.14.215.0 48,988 ms

G 108.170.244.97 60.040 ms 10.23.200.126 74.370 ms 65.690 ms

7 2008514213 58.3%6 ms 209.85.254.232 50639 ms 209.85.240.15 59.642 ms

B 209.85.240.15 59177 ms 1T221727.132 56.614 ms 108.170.244.77 42,356 ms

Trace Again

2.3.11 Precision Time Protocol (PTP)

The Precision Time Protocol (PTP) is a high-precision time protocol. It can be used with measurement and control
systems in local area network that require precise time synchronization. This menu is divided into two submenus:
PTP Setting and Output Module as shown in Figure 2.58.

- PTP
PTF Setting
Cutput Module
PTF Advanced Setting
S5H
Telnet
HTTF3
sFlow

PTP Setting

The PTP can be set in this PTP Setting webpage. Figure 2.60 shows the PTP Configuration webpage in which the
user can configure PTP and check its status. The lower part of Figure 2.60 allows the users to enable or disable the
PTP function per port and check their status.

To enable PTP on the managed switch, please check the Enabled box behind the State option as shown in Figure
2.60. Note that the PTP will not be enabled per port if this State option is not checked. Please see description of
PTP configuration in Table 2.10 and description of PTP port information in Table 2.11. Note that after setting the
desired PTP options, please click Update button to allow the new configuration to take effect.
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State

PTF Profile
Version

Clock Mode
Transport

viD

Sync Interval
Anncunca intenval

Domain

Clock Class
Clotk Atcuracy
priarity 1
prigrity 2

UTC Offset
Oftzet Te Master

Fareni ULID
Clock Idantifier

Anncunca Timeout
FiDelay Request interval

Grandmaster UUID

[ Enabled

[ Mo Profile

End-to-End -
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;
1

HHEHH B

el -l =

SERSEIE BLEEE

- RERERIRERIRERERINEE

HUUHEHEHE % 1

Table 2.10 Description of PTP Setting
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Description

State Enabled/Disable the PTP function. This is the main option that needs to be enabled so that | Unchecked
the port’s PTP function will work according to other parameters defined in this table.
PTP Select PTP Profile, RSAGS support “No Profile”, “Default Profile”, “61850 Power Profile” and | No
Profile “C37.238 Power Profile” Pro-
file
Version | Setthe PTP operation version. Note only v2 (IEEE 1588-2008) are supported in RSAGS. 2
Clock Select clock type of the PTP (Precision Time Protocol). The switch has four modes: End-End | End-
Mode Boundary Clock, End-End Transparent Clock (TC), Peer-Peer Boundary Clock, and Peer-Peer | to-
Transparent Clock (TC). End
Trans- Select Ethernet (layer 2) multicast transport or layer 3 (UDP/IPv4) multicast transports for PTP | IPV4
port (Precision Time Protocol) messages.
VID Set the VLAN tagged ID in PTP Frames 0
Sync In- | Set the interval time of the sync packet in second. The smaller the interval, the frequent the
terval sync packet, which will cause more load to the device and network.
An- Set the interval time of the packet announcement. The smaller the interval, the frequent the | 2
nounce | announce, which will cause more load to the device and network.
Interval
An- Set the timeout value for receiving announce messages. 2
nounce
Time-
out
PDelay | Set the interval time of the PDelay request packet. The smaller the interval, the frequent | 2
Request | the sync packet, which will cause more load to the device and network. Note this is only
Interval | supported in RSAGS.
Domain | Setthe domain number field in 1588 packet 0
Clock Clock Class represents clock’s accuracy level. It is an attribute of an ordinary or boundary | 248
Class clock. It denotes time traceability or frequency distributed by the grandmaster clock. Please
refer to IEEE 1588-2008, Table 5 for definitions, allowed values, and interpretation.
Clock The PTP master issues according to the standard, an announce packet describing its proper- | 25
Accu- ties. This is relevant for BMCA (Best master clock algorithm) to correctly designate the best | ns
racy clock on the network.
priority | Set the clock priority 1 (PTP version 2). The lower values take precedence to be selected as | 128
1 the master clock in the best master clock algorithm (BMCA), 0 = highest priority, 255 = lowest
priority.
priority | Set the clock priority 2 (PTP version 2). The lower values take precedence to be selected as | 128
2 the master clock in the best master clock algorithm (BMCA), 0 = highest priority, 255 = lowest
priority.
UTC Off- | Coordinated Universal Time (UTC) offset value 0
set
Offset The offset time to the master clock None
to Mas-
ter
Grand- The Grandmaster identity for PTP version 2 None
master
Identity
Parent The parent master identity for PTP version 2 None
uuiD
Clock The clock identity for PTP version 2 Empty
Wé_f!)@&:t&:’mbl- www.welotec.com
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Note: The Best Master Clock Algorithm (BMCA) is a key to the resiliency of the Precision Time Protocol (PTP). In the
time synchronized network, there usually is a Grandmaster clock who synchronizes its clock with the accurate UTC
clock from Global Positioning System (GPS). If a Grandmaster clock loses its GPS synchronization or gets discon-
nected due to a network fault or for other unknown reasons, the BMCA will allows another clock to automatically
take over the duties of the Grandmaster clock and continue as a new Grandmaster.

Table 2.11 Description of PTP Port Setting:

Description Factory

Default

Port Port number -

En- This is the port’s mode information which indicates whether the port’s PTP function is | Disabled
abled | enabled or disabled.

Sta- This is PTP’s per port operation status. If the per port function is enabled, but the statusis | Disabled

tus still disabled, please enable the PTP master option.
Mode | Enabled/Disabled PTP per port function Disabled
Output Module

RSAGS can be equipped with optional output modules. These output modules support multiple legacy standards,
such as IRIG-B, BCD, BJT, ST with checksum, ST which can be enabled and selecting the desired format as shown
in Figure 2.61.

— Cutput Module Setting

State (| Enabled

Format IRIG-B w

2.3.12 Secure Shell - SSH

The managed switch can be managed using command line interface (CLI) as described in Chapter 4. The users
have option to remotely connect to the managed switch using either secure shell (SSH) or Telnet through any of
its port. In this subsection, SSH will be introduced and then Telnet will be discussed in the next subsection. SSH
was designed to replace Telnet and other insecure remote shell protocols that sends data or command in plaintext.
SSH uses encryption to secure its data or command over an unsecure network.

To enable the SSH, please check the Enabled box behind the SSH option in Figure 2.62. At the beginning, the Server
will send a public key to a client, and the Client will check if the received public key is correct. If it is not correct,
the Server will refuse the connection. Please click “Generate” button to change and regenerate the Server.

Key then obtain another public key from Server as shown in Figure 2.62. And the managed switch also supports
user upload x.509 certificate as asymmetric key.
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S5H Setting
Generates New Server Kay
SSH Enabled

— Downlead SSH sener X.500 certificate

Server Type

Server ip

User Name

Certificate Source File Path

|
|
Passowrd |
|
Frivate Key Source File Path |

Table 2.12 Descriptions of SSH copy certificate:

Label Description

Server Type Choose server type to copy file, support options: SFTP/ SCP
Server IP Server IP address

Password User password for the file server

User Name Username for the file server

Certificate Source File Path

The path of certificate file stored on the file server

Private Key Source File Path

The path of the private key file stored on the file server.

Download

To download file from the file server to device

Note:

1. The managed switch supports SSH version 2 (SSH2)

2. The server key is re-generated when the managed switch is reset to its factory default setting, or a received key

is non-existent.

SSH version 2 has the following features:

1. Client programs that use SSH can perform remote logins, remote command execution, and secure file copying

across a network.

o > W N

Several selectable encryption algorithms and authentication mechanisms are supported by the SSH.

An SSH agent can cache keys for easy access in later session.

Encryption ciphers, e.g.: Triple Data Encryption Standard (3DES) and Advanced Encryption Standard (AES).
The use of sound cryptographic Message Authentication Code (MAC) algorithms for integrity checking. Exam-

ples of secure hash (functions) algorithms which are MAC algorithms in SSH version 2 are the Message Digest
algorithm5 (MD5) and Secure Hash Algorithm 1 (SHA-1).

6. Support for public key certificates.
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2.3.13 Telnet

This subsection allows the users to set the Telnet option for the managed switch. The command line interface (CLI)
configuration using Telnet (as described in Chapter 4) or SSH (previous section) are the same except that the SSH
encrypts the communication data. For the Telnet administration, the managed switch only provides the enable or
disable function selectable in this webpage. The default setting for Telnet is enabled. Clicking on the Update button
when you change the option to update it on the managed switch. Figure 2.63 shows the Telnet setting webpage.
Note that the users are recommended to use SSH instead of Telnet for higher security protection of your managed
switch.

Telnet Sedting

Teinet Enabled

| Update

2.3.14 HTTPS

This subsection enables the users to set the HTTPS (Hypertext Transfer Protocol Secure) for the web-based man-
agement user interface of the switch as shown in Figure 2.64. This option will encrypt the normal HTTP message
between the switch and the client PC to secure their communication over the network. To access the web GUI when
this option is enabled, the users must access the switch via https://192.168.2.1/24 for enhanced security during de-
vice configuration. Note that once this option is enabled, every HTTP request for web console of the managed
switch will be forced to redirect to https connection. Clicking on the Update button when you change the option
to update it on the managed switch. And HTTPS creates a secure channel over an insecure network via certificate
key, user can download x.509 certificate as asymmetric key.

HTTFS Seiting

Redirect to HTTPS & Enabled

[ Update

— Dovwnload wab sender X508 cartificale via ssh

Server Type SCP__v|
Sarver ip

Liser Hame

Fassowrd

Certificate Source File Path |
Frivate Key Source File Path . |

Download

Table 2.13 Descriptions of HTTPS copy certificate:
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Server Type Choose server type to copy file, support options: SFTP/ SCP
Server IP Server IP address

Password User password for the file server

User Name Username for the file server

Certificate Source File Path

The path of certificate file stored on the file server

Private Key Source File Path

The path of the private key file stored on the file server.

Download

To download file from the file server to device

2.3.15 sFlow

sFlow, short for “sampled flow”, is an industry standard for packet export at Layer 2 of the OSI model for monitoring
switched networks through random sampling of packets on switch ports and time-based sampling of port counters.
The sampled packets and counters (referred to as flow samples and counter samples, respectively) are sent as
sFlow UDP datagrams to a central network traffic monitoring server. This central server is called an sFlow receiver

or sFlow collector.

The UDP payload contains the sFlow datagram. Each datagram provides information about the sFlow version, the
originating device’s IP address, a sequence number, the number of samples it contains and one or more flow and/or

counter samples.
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Seitrg
sFLow [ Enabied
Updata
— Recaiver Configuration
NOTE 1: If UDP port is et 1o 0, the default port 6343 is used.
NOTE Z: If max datagram size is set to 0, the default value 1400 is used.
Setting
IP AddressiHostname | |
UDF Port [ |
Max. Datagram Size (bytes) [0 ]
— Port Configuration
MOTE: It max header is set to 0, the default value 128 is used.
Setting
oo Fiow Sampler Counter Sampilar
Enabled  MaxHeader  Sampling Rale  Enabled Interval
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Table 2.14 Descriptions of sFlow Setting:

Description Factory
Default

sFlow Configuration

Enabled Check the box to enable/disable sFlow feature Uncheck

Receiver Configuration

IP Ad- The IP address of sFlow receiver Null
dress/Hostname

UDP Port The UDP port number of sFlow receiver 0
Max. Datagram The maximum number of data bytes that can be sent in a single | 0
Size (bytes) sample datagram

Port Configuration

Flow Sampler Enabled | Check the box to enable/disable the status of flow sampling on | Uncheck
specific port(s).
Max The maximum number of bytes that should be copied froma | 0
Header sampled packet to the sFlow datagram
Sam- Set to N to sample on average 1/Nth of the packets transmit- | 0
pling ted/received on the port
Rate

Counter Sampler | Enabled | Check the box to enable/disable the status of counter pollingon | Uncheck
specific port(s).

Interval With counter polling enabled, this specifies the interval - in sec- | 0
onds

2.4 Forwarding

There are many network technologies for forwarding packets over network. In this industrial managed switch,
three main technologies are implemented: QoS, rate control, and storm control. Figure 2.67 depicts the submenus
under the Forwarding section.
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— 085 Sutting

Mode O Serict Priority  ® weighted Round-Robin ) peficit Round-Robin
Q0 : 2 | packets ad: 4 kbylas
at:| 1| packets a1 2 kiytes
az:[ 4|packets Q2 8 koytes

Weights Q3: & | packets Q3: 16 | kbytes
04 16 | packets Q4 32 koytes
Q5: 32 packets Q5: 64 kioytes
o6 G4 |packets Qs 128 koytes
Qr. 127 | packats ar: 254 kbytes
Packet Classification Scheme

Classification Type [802.1p Co5 only v|

2.4.1 QoS

Quality of Service (QoS) is the ability to provide different priority to different applications, users, or data flows. QoS
guarantees a certain level of performance to a data flow by using the following metrics: transmitted bitrate, bit
error rate, delay, jitter, and probability of packet dropping. QoS guarantees are important if the network capacity
is insufficient, especially for application that requires certain bit rate and is delay sensitive. For any network that
is best effort, QoS cannot be guaranteed, except that resource is more than sufficient to serve users. Controlling
network traffic needs a set of rules to help classify different types of traffic and define how each of them should
be treated as they are being transmitted. This managed switch can inspect both 802.1p Class of Service (CoS)
tags and DiffServ tags called Differentiated Services Code Point (DSCP) to provide consistent classification. In the
QoS section, three QoS mechanisms are included: queuing methods or packet scheduling disciplines in Setting
section, CoS Queuing Mappingsection, and DSCP Mapping section, as shown in Figure 2.68. Table 2.15 summarizes
the descriptions of QoS Setting.

- Forwarding
- QoS
Setting
CoS Queus Mapping
DSCP Mapping
Rate Control
Storm Control

Table 2.15 Descriptions of QoS Setting:

Label  Description Factory

Default
Set- Queuing Methods (packet scheduling disciplines) includes Strict Priority, Weighted | Strict Prior-
ting Round-Robin, and Deficit Round Robin. See notes in the following subsection for de- | ity

tailed descriptions and comparison.

Header | CoS Queuing Mapping and DSCP Mapping For 802.1p CoS only, switch only checks | Both
Map- Layer 2 (L2) 802.1p CoS priority bits. For DiffServ, switch checks DiffServ Code Point | 802.1p

ping (DSCP). See notes below for a detailed description. CoS and
DiffServ
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QoS Setting

Three types of queuing methods are configurable in this managed switch: Strict Priority, Weighted Round-Robin,
and Deficit Round-Robin. In Strict Priority, the QoS scheduler allows the highest priority queue to preempt other
queues as long as there are still packets waiting to be transmitted in the highest priority queue. This mode guar-
antees that traffic in the highest queue is always transmitted first. Only if the high priority queues are empty, the
lower priority queues can be transmitted. Queue 0 (Q0) to Queue 7 (Q7) are ranked from the lowest priority queue
to the highest priority queue. Therefore, packetsin Q7 will be all transmitted first before packets in Q6, and packets
in Q6 will all be sent first before packets in Q5, and so on in this order. Weighted Round Robin (WRR) is the sim-
plest approximation of generalized processor sharing (GPS). In WRR, each packet flow or connection has its own
packet queue in a network interface controller. It ensures that all service classes have access to at least some con-
figured amount of network bandwidth to avoid bandwidth starvation. However, WRR has a limitation, as it is unfair
with variable length packets. It only provides the correct percentage of bandwidth to each service class only if all
of the packets in all the queues are the same size or when the mean packet size is known in advance. Usually, a
weight of each queue is set proportion to requested bit rate. Each queue is served proportionally to its weight for
a service cycle. Deficit WRR (DWRR) addressed the limitation of WRR on unfairness over variable size. Each queue
is configured with a weight, a deficit counter (total number of bytes that the queue is permitted to transmit each
time visited by the scheduler), and a quantum of service (bytes). DWRR scans all non-empty queues in sequence.
When a nonempty queue is selected, its deficit counter is incremented by its quantum value. Then, the value of the
deficit counter is the maximal number of bytes that can be sent at this turn. If the deficit counter is greater than
the packet’s size at the head of the queue, this packet can be sent, and the value of the counter is decremented by
the packet size. Then the size of the next packets is compared to the counter value. Once the queue is empty or the
value of the counter is insufficient, the scheduler will skip to the next queue. If the queue is empty, the value of the
deficit counter is reset to 0. If the packet size is too small, the scheduler has to visit queues too many times before
serving a queue. But if the packet size is too large, some short-term unfairness may arise. It is fair only over a time
scale longer than a round time. At the shorter time scale, some flows may get more service. Small packet size or
high transmission speed reduce the round time. Figure 2.69 depicts the QoS Setting webpage. By default, the QoS
in the managed switch works under the Strict Priority mode. For Weighted Round Robin, packet weights of QO to
QT are set in term of packet as followings.

e COS QO =2 packets

e COSQ1=1 packet

e COS Q2 =4 packets

e COS Q3 =28 packets

e COS Q4 =16 packets
e COS Q5 =32 packets
e COS Q6 =64 packet

e COS Q7 =127 packets

Weight of Deficit Round Robin is double the number of packets of WRR, but it is in term of Kbytes instead as shown
in the last column of Figure 2.69.
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— Q03 Setting

Mode () Strict Priority ® Weighted Round-Robin ) Deficit Round-Robin
ao: 2 | packets Qo: 4 | kbytes
Q1:| 1| packets Q1 2 kbytes
Q2: ’:’;ﬁaci{ets Q2: 8 kbytes

Weights Q3: & | packets Q3 6 kbytes
4 16 | packets 04 32 kbytes
Q5 packets Q5 64 kbytes
Q6 : 64 | packets Q6 : 128 kbytes
QT : 127 | packets aTr: 254 | kbytes
Packet Classification Scheme

Classification Type | 802.1p CoS only v/
Update

At the bottom of the QoS Setting webpage in Figure 2.69, the users can select the packet classification scheme
that will be used by the managed switch. There are two classification types to choose from the drop-down list:
802.1p CoS only or Both 802.1p CoS and DiffServ. The default classification type is 802.1p CoS only. Note that
after changing the schedule discipline, setting the desired weights if any for the WRR or DWRR, or selecting the
classification type, please click on the Update button to enable them on the switch.

CoS Queue Mapping

802.1p CoS is the QoS technique developed by the IEEE P802.1p working group, known as Class of Service (CoS)
mechanism at Media Access Control (MAC) level. It is a 3-bit field called the priority code point (PCP) within an
Ethernet frame header (Layer 2) when using VLAN tagged frames as defined by IEEE 802.1Q. It specifies a priority
value between 0 and 7 that can be used by QoS to differentiate traffic. When this option is enabled, the switch
inspects the 802.1p CoS tagin the MAC frame to determine the priority of each frame. The switch can classify traffic
based on a valid 802.1p (CoS - Class of Service) priority tag. These options allow users to map Priority Code Point
(PCP) within an Ethernet frame header to different CoS priority queues as shown in Figure 2.70. The user can choose
the desired CoS Priority Queue from the drop-down list from Q1 to Q7 for each PCP value. Descriptions of priority
queue in CoS Queue Mapping page are summarized in Table 2.16.
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Table 2.16 Priority queue descriptions

Label Description Factory Default

PCP Priority Code Point within the Ethernet frame | PCP 0->Q0; PCP 1 ->Q0; PCP 2 ->Q1; PCP 3 -
header. PCP 0 is the lowest priority and 7 is the | >Q1;PCP4->Q2; PCP5->Q2; PCP 6->Q3; PCP
highest priority. 7->Q3;

CoS The priority queue that a specific Ethernet frame

Priority needs to be assigned into.

Queue

DSCP Mapping

DiffServ/ToS stands for Differentiated Services/Type of Services. It is a networking architecture that specifies a
simple but scalable mechanism for classifying network traffic and providing QoS guarantees on networks. DiffServ
uses a 6-bit Differentiated Service Code Point (DSCP) in the 8-bit differentiated services field (DS field) in the IP
header for packet classification purposes. The DS field and ECN field replace the outdated IPv4 TOS field in IPv4 to
make per-hop behavior decisions about packet classification and traffic conditioning functions, such as metering,
marking, shaping, and policing.

The RFCs (Request for Comments) do not dictate the way to implement Per-Hop Behaviors (PHBs). Welotec imple-
ments queuing techniques that can base their PHB on the IP precedence or DSCP value in the IP header of a packet.
Based on DSCP or IP precedence, traffic can be put into a particular service class. Packets within a service class are
treated the same way. DiffServ allows compatibility with legacy routers, which only supports IP Precedence, since
it uses the DiffServ Code Point (DSCP), which is the combination of IP precedence and Type of Service fields.

TOS (Type of Service) of the switch can be configured with the default queue weights as shown in Figure 2.71. Note
that the TOS consists of DSCP (Differentiated Service Code Point (6 bits)) and ECN (Explicit Congestion Notification
(2 bits)). Theusers canassign TOS values (DSCP) to predefined queue types (Priority) manually using DSCP Mapping
web page in Figure 2.71. The priority number can be between 0 to 7 where the number 7 is the highest priority and
0 is the lowest priority. After assigning any new priority to a DSCP, please click the Update button at the bottom of
the page to allow the new mapping to take effect.

— Message

DSCF doesn't support "802.1p CoS only".

Note here that QoS Setting must be set the Classification Type as Both 802.1p CoS and Diffserv and click Update
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button first, so that DSCP Mapping will be supported. Otherwise, Error message “DSCP does not support 802.1p
CoS only” will be presented.

2.4.2 Rate Control

The users have options to set the Rate Control for each port (Port 2.1,2.2, ..., 4.4) on the managed switch as shown
in Figure 2.72. The rate control mechanism will set a limit or maximum data rate which the port can transmit.
Moreover, the rate control can be imposed on both directions: the incoming traffic (Ingress) and the outgoing traffic
(Egress). However, there are some restrictions on the values that can be set on these two rate control parameters.
Here is the summary of the rules for Rate Control settings:

e The outgoing (Egress) and incoming (Ingress) values must be set between 0 and 102,400 (for 100 Mbps) or
1,024,000 (for 1000 Mbps).

e Thevalue 0 is set to turn off the rate control mechanism.

e The values must be integer and multiple of 64 when the transmission rate is less than 1,792 Kbps. For example:
64 Kbps, 128 Kbps, 512 Kbps, and 1,792 Kbps.

e The values must be integer multiple of 1,024 when the transmission rate is between 1,792 Kbps and 102,400
Kbps (for 100Mbps) or 106,496 Kbps (for 1000M). Ex: 2,048Kbps, 3,072 Kbps, ...,102,400Kbps.

e The values must be integer and multiple of 8,192 when transmission rate is greater than 106,496 Kbps.

— Reale Conbrod

Rain ControiKbps)

— Igtend Fgras
A
21
a2
23
24
FL]
8
17
18
a1
iz
33
a4
]
EL]
A7
8
41
4z
43
a4

oo o o|la|l|la|la||al|lalle|lalo|la||lac||al| oo o|a|a||a
cl|le o olael|lal|la|a|laellelalla|la|l|lae|ala o oo

Tiesl il RiiSE 2 i SE0d Incremants (Ex 84 133, #ic
Updala

Table 2.17 provides descriptions of rate control setting. Note that after configuring the rate control in each port,
please click on the Update button to enable it on the switch.

Table 2.17 Descriptions of Rate Control Settings:
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. Description

Factory
Default

Port (2.1, Port number on the managed switch. -
22,..4.4)
Rate Con- | Ingress Sets limits on its transmission rates for the incoming (Ingress) traffic. Note | 0 (Dis-
trol (Kbps) that the unit is inkilo-bits per second (Kbps). abled)
Egress Sets limits on its transmission rates for the outgoing (Egress)traffic. Note | 0 (Dis-
that the unit is inkilo-bits per second (Kbps). abled)

2.4.3 Storm Control

This subsection provides the storm control or storm filter features of the managed switch. Storm control prevents
traffic on a LAN from being disrupted by ingress traffic of broadcast, multicast, and destination lookup failure (DLF)
onaport(2.1,2.2,...4.4). Figure 2.73 depicts the Strom Control webpage. The users can impose the same limiting
parameters on all ports at the same time by clicking on the box in front of all line and set the storm control data
rate under each limiting column (DLF, Multicast, Broadcast). The storm control limiting can also be independently
control on each port. Note that the limiting value of 0 means that the storm control is disable and the value must
be in multiples of 64kbps. Additional ingress storm traffic will be dropped after the limit has reached. Table 2.18
summarizes the descriptions of storm control. Table 2.19 summarizes the descriptions of limiting parameters for
storm control.
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Table 2.18 Descriptions of Storm Control:
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Description

All | Enable or Disable the storm control o filter on all ports at the same time. The limiting | Uncheck
data rate for each type of storm packets (DLF, Multicast, and Broadcast) can be controlled | and
by changing the number under each column. Note that the value must be in multiples of | Dis-

64kbps. able
Port Set the limiting data rate of storm packets that can be controlled for each Port, which are | Dis-
(2.1, DLF, Multicast, and Broadcast. Note that the value must be in multiples of 64kbps. See notes | able
2.2, ... | below forthe detailed description and comparison.

4.4)

Table 2.19 Descriptions of Limiting Parameters:

Label Description ‘ Factory Default

DLF limiting (Destination Lookup Failure) | DLF limiting (0~9876480) Kb 0 (Disable)
Multicast limiting Multicast limiting (0~9876480) Kb | 0 (Disable)
Broadcast limiting Broadcast limiting (0~9876480) Kb | 0(Disable)

Type of Storm Packets:

e DLF: Destination Lookup Failure. The switch will always look for a destination MAC addressin its MAC Table first.
In case that a MAC address cannot be found in the Table, which means DLF occurs, the switch will forward the
packets to all ports that are in the same LAN.

e Multicast: This type of transmission sends messages from one host to multiple hosts. Only those hosts that be-
long to a specific multicast group will receive it. Network devices that support multicast send only one copy of
the information across the network until the delivery path that reaches group members diverges. At these di-
verging points, multicast packets will be copied and forwarded. This method helps reducing high traffic volumes
due to large number of destinations, using network bandwidth efficiently.

e Broadcast: Messages are sent to all devices in the network.

2.5 Redundancy

Welotec’s industrial managed switch provides full control on redundancy. In this section, the users can select re-
dundancy protocol for each port: either PRP (Parallel Redundancy Protocol) or HSR (High availability Seamless
Redundancy). All Redundancy’s setting for each port can be viewed in this section. Figure 2.74 illustrates the Re-
dundancy Setting webpage. The Redundancy section is subdivided into one subsection which is: Setting.

2.5.1 Setting

Both High-availability Seamless Redundancy (HSR) and Parallel Redundancy Protocol (PRP) are the methods of
network recovery which provide “zero recovery time” without any packet loss. PRP and HSR are standardized by
the IEC 62439-3:2016. Both methods are suitable for applications that require high availability and low switchover
time, such as the protection of an electrical substation, or the protection of high-power inverters.

HSR-PRP module is developed to be a part of RSAGS switch. The FPGA device licensed from Flexibilis is used to
organize the module. The basic operation of these protocolsis that the Ethernet packets are transferred from switch
to the FPGA. Then, the FPGA converts these packets into HSR or PRP format before forwarding the packets to two
of its redundant ports.
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EENEENQESN | | |
werLotTec 30 | -

B coppervinkup [ Fiver Link Up HSR/PRP

. Link Down I Hot Available
+ Basic — Redundancy Setting
+ Administration
+ Forwarding Port Redundancy LANId Netid
- Redundancy 11 [PRPv] [A +|0 ]

Setting 12 [PRPv| [A v|[0 +|
+ Port 13 |PRF B '
= w v | 0 L%

+ Trunking : — =
+ Unicast/Multicast MAC 14 [FRFv S -
+ GARPIGVRPIGMRP Update 1
+ |P Multicast

+ SNMP

Figure 2.74 shows the dropdown menu for HSR/PRP section on the RSAGS managed switch. User could modify the
redundancy type of each port by selecting either HSR or PRP type and choosing the configured LAN ID and Net ID
before clicking the update button.

2.6 Port-related settings

Welotec’s industrial managed switch provides full control on all its network interfaces. In this section, the users
can enable or disable each port and set preferred physical layer mode such as copper or fiber. Moreover, the users
will be able to configure negotiation mechanism, data rate (speed), duplexing, and flow control for each port. All
port’s status and statistics can be viewed in this section. Figure 2.75 illustrates the Port webpage. The Port section
is subdivided into five subsections which are:

e Port Setting
Port Status

Mini-GBIC Port Status

e Port Statistics

e Advanced
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« Forwarding F
- Redundancy Port Enabled Mode Negotiation Speed  Duplex . ore
- Port 1.1 Fiber  |Forcew| [1000 v | [Full «|[Of +|
Setting 17 Fiber |Forcew | [1000 »| |Full ||Off |
Port Status 1.3 Fiber  [Forcew| [1000 | [Full w|[Off |
Mini-GBIC Port Status 1.4° Fiber |Forcew| [1000 »]| [Full w|[Off |
Port Statistics
- Advanced 21 Copper  |Aute w| [1000 | [Full ~| |Off v
C73 Auto-Nego
« Trunking

22 Copper |Auto w| [1000 v | |Full v| [Off w

= Unicast/Multicast MAC
+ GARPIGVRPIGMRP

+ IP Multicast 23 Copper  |Auto v| [1000 v| [Full v| [Ofi v
= SNMP

* panung Tiee 24 Copper [Auto v| [1000 ] [Ful v] [Off v
« VLAN

+ Security

= ERPS/Ring 25 Copper  |Aute w| [1000v| [Full ~| |Off v
= LLDP

= UDLD

+ Client IP Setting 26 Copper |Auto w| [1000 v | [Full v| [Off w
+ SyncE

= System a7 Copper  [Auto ~| [1000 v | |[Full »| [Ofi v

28 Copper  [Auto w| [1000v| [Full »| |Off v

31 Fiver  |Auto v| [1000v]| [Full v| [Ofiv

2.6.1 Port Setting

Port Setting webpage is shown in Figure 2.76. The users can control the state of each port by checking on the
corresponding Enable box. The possible physical layer connections of each port are listed on the Mode column.
In some of Welotec’s managed switches (EH75xx Series), the users can select one of the physical media to be a
preferred mode of operation. However, the example in Figure 2.76 is based on RSAGS which does not have a combo
port and cannot select preferred mode of operation.
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— Port Setting
Port Enabled Mode Megotiation Speed Duplex C::)II";)IJ"WDI
1.1 Fiber  |Forcew| [1000 | |[Full ~||Off |
1.2 Fiber  |Forcew| [1000 | |Full ~||Off |
1.3 Fiber  |Forcew| [1000 | |Full ~||Off |
1.4° Fiber  |Forcew| [1000 w| |[Full ~||Off |
2.1 Copper |Auto v| [1000 ~| [Full v| |Off v|
22 Copper |Auto ~| [1000 v | |[Full v| |Off v|

23 Copper |Auto v| [1000 | |Full v| |Off v|

24 Copper |Auto v| [1000 | |Full v| |Off v|

Next on the fourth column of Figure 2.76, for Copper option port 1.1-1.4, user can select only Auto from the drop-
down list in the Negotiation mechanism. Port’s speed is unchangeable, and it is set at 1000 Mbps, full duplex, and
Flow control is set to off. The setting is more flexible for the user when it is the other Copper port and Fiber option.
Here, the users can select from the dropdown list the port’s Negotiation mechanism which can be either Auto or
Force. When selecting the Force negotiation, the port’s speed and duplexing will be locked to the settings config-
ured by the users. On the other hand, the Auto negotiation will allow the switch to determine the actual speed
and duplexing for that port. Note that the Gigabit Small Form-factor Pluggable (SFP) Port of the EH Series switch is
downward compatible with 125/155Mbps Transceivers; however, the speed needs to be set to 100 manually. The
Gigabit SFP Port of the RSAGS Series is not downward compatible.

On the fifth column, the transmission Speed of each port can be chosen from the dropdown list which could be 10,
100, or 1000 Mbps. The default speed is set to the highest possible rate in Mbps. Next the port’s duplexing (Duplex)
can be either Full duplex or Half duplex. The Half duplex option allows one-way communication at a time, while
the Full duplex option allows simultaneous two-way communication.

Each port can set the Flow Control mechanism to either On or Off on the eighth column. This flow control will be
useful to avoid packet loss when there is a network congestion. However, the Flow Control setting is Off by default.
After configuring the port setting, please click on the Update button to enable any of your new configuration on the
switch. Descriptions of port setting options are summarized in Table 2.20.

Table 2.20 Descriptions of Port Settings:
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Label : Description - Factory Default
Port Port number on the managed switch. -
Enable | Checkthe boxto allow data to be transmitted and received through this | All ports are enabled
port
Mode Copperand/or Fiber modes Depend
Negoti- | Choose from either Force or Auto. See description in the paragraph | Auto-negotiation is en-
ation above. abled to all ports.
Speed Select either 10, 100, or 1000Mbps Highest Speed
Duplex | Select either Half or Full Duplex. See description in the paragraph | Full-Duplex
above.
Flow Either on or off. The Flow Control mechanism can be enabled (On) to | Off
Control | avoid packet loss when congestion occurs.

2.6.2 Port Status

The overview of port status on the managed switch can be viewed in this webpage. The users can compare the
actual status and the configured options described in previous subsection for each port. The rate control (ingress
and egress) can be configured based on the instructions on Section 2.4.2. Figure 2.77 shows the Port Status web-
page. Note that the last column also reports the security status whether it is turned on or off on each port, which
can be either static security or 802.1x. To check the latest status of all port, click the Refresh button either on the
top or the bottom of the webpage.
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The header in each column and its possible values of the ports’s status are listed here:

e Mode (Copper (C) or Fiber (F))

e Enable (Yes or No)
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e Link (Up or Down)
e Negotiation (Auto or Force)
e Speed (unit: Mbps)
e Duplex (Full or Half)
e Flow Control (On or Off)
e Rate Control (On or Off)

e Security (On or Off): Either static security or 802.1x port security is turned on or off.

2.6.3 Mini-GBIC Port Status

The Small Form-factor Pluggable (SFP) port is sometimes referred to as a Mini-GBIC (Giga Bitrate Interface Con-
verter). In this subsection, all Mini-GBIC ports status can be shown if supported by the managed switch. Figure
2.78 depicts the Module (or Mini-GBIC Port) Status webpage. Here, the status provides the Ethernet compliance
codes, vendor name, vendor part number (PN), laser wavelength (L.W.), vendor serial number (SN), Connection
Type, temperature T(C), voltage V, transmitted (Tx) power and received (Rx) power. The link status (up or down)
can be viewed in the previous subsection.
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2.6.4 Port Statistics

The Port Statistics are summarized in this webpage as shown in Figure 2.79. The users can use this subsection
to help them diagnose the problem such as link quality of each port. The key statistics are the total number of
normal (OK) frames, the number of discarded (Error) frames, and the speed of the transmission (Rate in Bps) for
both transmitted (Tx) and received (Rx) traffic in each port. To clear or reset all the statistics to zero on this page,
click on the Clear button. To obtain the latest statistics on this page, click on the Refresh button.
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The header in each column and its possible values of the ports’s statistics are listed here:

e Enable (Yes or No): The portis enabled (Yes) or disabled (No).

Link (Up or Down): Actual link status of the port.

TxOK (frames): Total number of packets transmitted.

Tx Error (frames): The number of outbound packets which were chosen to be discarded even though no errors

have been detected to prevent them from being transmitted.

Tx Rate (Bps): Speed of transmission in Bytes per second.

RxOK (frames): Total number of packets (not including faulty packets) received.

Rx Error (frames): Total number of faulty packets (including Oversize, Undersize, Frame Check Sequence (FCS),

Alignment, Jabber and Fragment Errors in packets) received.

Rx Rate (Bps): Receiving speed in Bytes per second.

2.6.5 Advanced

Under the Advanced menu, the users can enable the Blackplane Ethernet Auto-Negotiation based on Clause 73
(C73) of the IEEE 802.3-2008 standard. To enable the C73 Auto-Nego, check the Enabled box and click on the Update
button as shown inFigure 2.80.
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Advance - Clause 73 Auto-MNegotiation setting

[_| Enabled

CT3 Auto-Nego

Note: Only for 4.1,4.2,4.3,4.4

New setting will be activated the next time you boot the switch.

Note: Only for4.1,4.2, 4.3, 4.4 New setting will be activated the next time you boot the switch.

2.7 Trunking

The managed switch supports Link Trunking, which allows one or more links to be combined as a group of links to
form asingle logical link with larger capacity. The advantage of this function is that it gives the users more flexibility
while setting up network connections. The bandwidth of a logical link can be doubled or tripled. In addition, if one
of links in the group is disconnected, the remaining trunked ports can share the traffic within the trunk group.
This function creates redundancy for the links, which also implies a higher reliability for network communication.
Figure 2.81 shows the Trunking dropdown menu.
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2.7.1 Trunking Setting

In this subsection, the user can create new trunking assignment(s) and remove existing trunking assignment(s).
Figure 2.82 illustrates the Trunking Setting webpage. The top part of the page called Trunking Status lists existing
trunk(s) which can be removed by pressing the Remove button in the last column. Each line of the trunking provides
information about the group of links (Trunk) based on Group ID labeled with Trkx where x is the integer number
from 1 to 8. The managed switch can support up to 8 trunk groups. Note that for the difference media types (for
example Fast Ethernet, Gigabit Ethernet, and Fiber), port trunking needs to be combined separately. Note that
(F) refers to the fiber port, while (C) refers to the copper port. There is a section called Available Port for creating
trunking as shown in the lower part of the webpage.
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The users have an option to enable Link Aggregation Control Protocol (LACP) which is an IEEE standard (IEEE
802.3ad, IEEE 802.1AX-2008) by checking on the box under the LACP column for each group. LACP allows the man-
aged switch to negotiate an automatic bundling of links by sending LACP packets to the LACP partner or another
device thatis directly connected to the managed switch and implements LACP. The LACP packets will be sent within
a multicast group MAC address. If LACP finds a device on the other end of the link that also has LACP enabled, it
will also independently send packets along the same links enabling the two units to detect multiple links between
themselves and then combine them into a single logical link. During the detection period LACP packets are trans-
mitted every second. Subsequently, keep alive mechanism for link membership will be sent periodically. Each
portin the group can also operate in either LACP active or LACP passive modes. The LACP active mode means that
the port will enable LACP unconditionally, while LACP passive mode means that the port will enable LACP only
when an LACP partner is detected. Note that in active mode LACPport will always send LACP packets along the
configured links. In passive mode however, LACP port acts as “speak when spoken to”, and therefore can be used
as a way of controlling accidental loops (if the other device is in active mode). To enable trunking over multiple
ports, the users can follow the steps below:

Step 1: Select Trkx (x = 1 to 8) from Group IDdropdown list.

Step 2: Choose whether to enable LACP (IEEE standard, Link Aggregation Control Protocol).
Step 3: Select the Hash Type from the dropdown list.

Step 4: Select specific ports to be in this trunk group from the text box.

Step 5: Select specific ports in this trunk group to be LACP active.

Step 6: Click Apply button to set the configuration on the managed switch.

Descriptions of trunking settings are summarized in Table 2.21.

Table 2.21 Descriptions of Trunking Settings:
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Label Description

Group Up to 8 trunk groupscan be created: Trk1~Trk8. Note that itis not possible to mix Fast Ethernet ports
ID and Gigabit Ethernet ports into the same trunk group.

LACP Enable/Disable LACP (Link Aggregation Control Protocol). Brief explanation of LACP is discussed in
previous paragraph.

Hash The hash result determines which port to use for a specific frame. The available hash options are:
Type Src MAC, Dst MAC, Src/dst MAC, Src IP, Dst IP, and Src/dst IP.
Ports Specify the member ports for this trunking group. Please hold Ctrl (control) key to select more than

one port at a time.

LACP Specify which ports within the group should bein LACP Active mode. The ports that are not selected
Active will be in LACP Passive mode.

Apply Click Apply button to confirm the changes.

Re- Click this button to remove any existing trunking group.
move

2.7.2 LACP Status

Figure 2.83 lists the current switch’s trunking information. At the top of the page, the status of LACP on the managed
switchis reported whether it is enabled or disabled. Next, the users can also specify the system priority here. LACP
uses the system priority with the switch’s MAC address to form the system ID and also during negotiation with its
LACP partner. The LACP system ID is the combination of the LACP system priority value (defined in this webpage)
and the MAC address of the managed switch. The system priority determines which managed switch makes the
decisions on ports that will be bundled into a logical link. The lowest value determines who has higher priority and
isin charge. The table of LACP status provides information per port which are port number, status of LACP, group
ID, and LACP partner. Table 2.22 explains the descriptions of LACP status.

To change system priority, enter the desired number in the number box behind the system priority field and then
click Update button. To obtain the latest status of the LACP, click on the Refresh button.
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LACP Disabled
System Priority (0~65535)
| Update || Refresh |

Port LACP Group ID LACP Partner
1.1 Dizabled

12 Dizabled

21 Dizabled

22 Disablad

23 Disabled

24 Disabled

25 Disabled

26 Disabled

27 Disabled

28 Disablad

31 Disabled

az Disabled

33 Disabled

34 Disabled

35 Disabled

36 Disabled

iT Disabled

38 Disabled

41 Disabled

42 Disabled

4.3 Disabled

44 Disabled

‘,?, weLoTec

Table 2.22 Descriptions of LACP Status

Description

Sys- | Indicate the system priority value of the managed switch in the range of 1 ~ 65535. System | 32768
tem priority is used during the negotiation with other systems. System priority and switch’s MAC
Pri- address is used to form a system ID. Note that a higher number means a lower priority.
ority
Group| Show which trunk group that this port belongs to. -
ID
LACP | Disabled: LACPisdisabled. Passive: LACP will only passively respond to LACP requests. Active: | -
LACP will be actively searching for LACP Partner.
LACP | Indicates whether a LACP Partner can be located on the other side. -
Part-
ner
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2.8 Unicast/Multicast MAC

The managed switch is a network device which operate at the OSI layer 2 or medium access control (MAC) layer.
It forwards frames of OSI layer 2 based on the MAC addresses. Generally, the layer 2 switch will learn about the
destination MAC addresses of the end devices which are connected to the switch over time based on the exchanged
traffic. For instance, in the beginning if the switch does not know which port a destination MAC address is, it will
forward or broadcast a frame to all its ports and wait for a response from end device connected to one of the ports.
This way the switch will learn of the MAC address and corresponding port number. Later, the switch will forward
the frame to the destination port only thus saving the traffic on other ports.

The managed switch typically maintains the learned MAC addresses in its memory which is usually called a MAC
Address table. In this section, the managed switch allows the users to control the MAC Address table by adding
static MAC addresses into the table or filtering certain MAC addresses so that they will not be forwarded by the
managed switch. Welotec’s manage switch also provides the users with the ability to set the MAC address age-out
manually. Note that the age-out period is a duration of time that a learned MAC address will be maintained in the
MAC address table before it was removed to save the memory.

The MAC addresses that can be managed by the switch can be both Unicast and Multicast MAC addresses. This
section will briefly explain the concept of Unicast and Multicast forwarding as well as their benefits. Please see
Figure 2.84 for illustrations of the Unicast versus the Multicast concept.

Unicast Multicast
O o
O O
o o
O o
O O
Q @)

e Unicast: This type of transmission sends messages to a single network destination identified by a unique MAC
address. This method is simple with one source and one destination.

e Multicast: This type of transmission is more complicated. It sends messages from one source to multiple des-
tinations. Only those destinations or hosts that belong to a specific multicast group will receive the multicast
packets. In addition, networks that support multicast send only one copy of the information across the network
until the delivery path that reaches group members diverges. At these diverging points, multicast packets will
be copied and forwarded. This method can manage high volume traffic with different destinations while using
network bandwidth efficiently. Multicast filtering improves the performance of networks that carry multicast
traffic.

Figure 2.85 shows the Unicast/Multicast dropdown menu which allows the users to manage and view the status of
MAC address table.
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2.8.1 Add Static MAC

The managed switch allows the users to manually add static MAC addresses into its memory. The static MAC ad-
dresses will enable the managed switch to forward the traffic based on the MAC addresses in its memory to the
destination port with specific virtual local area network (VLAN) identification (VID). Following the simple steps here
to add a static MAC address.

Step 1: Enter a MAC Address which can be either Unicast or Multicast MAC Address.
Step 2: Specify VLAN ID (VID).

Step 3: Select the ports to apply this static MAC address. Use Ctrl-key to add more than one port. Step 4: Click on
Add button.

Figure 2.86 depicts the Add Unicast/Multicast MAC webpage. There is an example of a table of static MAC address
in the upper part of the webpage where the last column of the table has Remove buttons for each entry. The users
can remove any existing static MAC address by clicking on the Remove button. The lower part of the webpage is
where the user can enter a new static MAC address along with its VLAN ID (VID) as outlined by the procedure above.
Table 2.23 summarizes the fields in this Add Static MAC webpage.
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—Add Static MAC
MAC Address ViD Type Paortis)
01:1B:19:00:00:00 1 Multicast All
MAC Address VID (1--4094)

[00:00:00:00:00:00 I |

Table 2.23 Description on fields in Add Static MAC Webpage:

Label Description ‘

MAC address | Enter a MAC address manually.

VID Specify VLAN ID that this static MAC belongs to (1 - 4096).

Type Multicast or Unicast MAC address

Port(s) Define which ports toapply this static MAC address.

Add Confirm and add the MAC addressby clicking on this button.

Remove Click on this button to remove existing static MAC addressinthe table.

2.8.2 Black-List MAC

As discussed earlier, the managed switch also allows users to set MAC filtering manually. Figure 2.87 shows the
Black-List MAC webpage. The upper part of the page is the table of existing filtered MAC address where the users
can remove the filter by clicking on the Remove button on each entry. The lower part of the page is where a new
source MAC address that the users would like to filter can be entered into the MAC filtering table (black list). Table
2.24 summarizes the fields in the MAC Filter webpage.

— Black-List MAC
The data from the MAC address listed below will he blocked

MAC Address
Empty

00:00:00:00:00:00||  Add

Table 2.24 Descriptions of MAC Filtering Webpage:

Label ‘ Description

MAC Address | Enter MAC address to be black-listed or filtered manually.
Remove Remove the corresponding entry in MAC filtering table.
Add Add a MAC addresses to the MAC filtering table.
Welotec GmbH www.welotec.com
Zum Hagenbach 7 info@welotec.com Page 63

48366 Laer +49 2554 9130 00



O weLoTec

2.8.3 MACAging Time

This function allows users to set MAC address age-out or aging time manually as shown in Figure 2.88. The users
can specify the Age-out Time between 0 and 600 seconds in the following field. Note that the default value of ageout
time is 300 seconds. In the managed switch, a MAC address table is stored in the memory to map a MAC address
and a port number to forward frames. The aging time is the duration of time to keep MAC addresses in the MAC
addresstable. For a longer aging time, the learned MAC address will stay in the memory longer. As a result, the
switch will be able to forward the frames to a specific port quickly instead of forwarding to all the ports to prevent
frame flooding. A shorter aging time will allow the switch to free up the old MAC addresses in the table to learn new
MAC addresses. This will be useful when there are large number of MAC addresses (or end devices) in the network
and when the traffic between any two end devices is short-lived.

— MAC Aging Time

Age-out Time (0~600 secs)
1300 |

2.8.4 MAC Table

Information of current Unicast and Multicast MAC addresses in the memory (MAC Table) of the managed switch is
displayedin this webpage as shown inFigure 2.89. The list of Unicast MAC addressesis shown first and follows by
the list of Multicast MAC addresses. If there are more entries to be displayed, the users can click on the Next Page
button to see other entries. The users also have an option to clear dynamic entries in the MAC address table by
clicking on the Clear Dynamic Entries button at the bottom of the webpage. The descriptions of the MAC Address
table are summarized in Table 2.25.
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Note: The static multicast address can be set from “Add Static MAC” (Section 2.8.1) in “Unicast/Multicast MAC”
(Section 2.8) or from “Static IP Multicast” (Section 2.10.2) in “IP multicast” (Section 2.10).

Table 2.25 Descriptions of MAC Address Table:

Label Description

Uni- Display MAC address.

cast/Multicast

MAC

VLAN Display VLAN ID.

Type Display whether the MAC address is dynamic or static. Note that dynamic is the address that is
learned automatically, while static is the address that is entered by the users.

Ports Display which port that this MAC address belongs to.

Clear  Dy- | Clear all Dynamic MAC addressesby clicking this button.

namic

Entries

Next Page Clicking on this button to continue to the next page when there are more MACs available.
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2.9 GARP/GVRP/GMRP

This page includes three options, GARP, GVRP, and GMRP settings as shown in Figure 2.90. Main concept of all three
protocols is to eliminate unnecessary network traffic by preventing transmission/retransmission to unregistered
users. These functions are enabled by default. They can only be disabled if no MAC addresses are added in the
multicast group table. GARP: Generic Attribute Registration Protocol, previously called Address Registration Pro-
tocol, is a LAN protocol that defines procedures by which end stations and switches can register and de-register
attributes, such as network identifiers or addresses with each other. Every end station and switch thus have a
record, or list, of all the other end stations and switches that can be reached at a given time. Specific rules are used
to modify set of participants in the network topology, or so-called reachability tree. GVRP: GARP VLAN Registra-
tion Protocol. GVRP is like GARP but work with VLAN instead of other network identifiers. It provides a method to
exchange VLAN configuration information with other devices and conforms to IEEE 802.1Q. GMRP: GARP Multicast
Registration Protocol provides a mechanism that allows bridges (or switches in this case) and end stations to dy-
namically register group membership information with the MACs of bridges (switches) attached to the same LAN
segment and for that information to be disseminated across all bridges (switches) in the Bridged (switched) LAN
that supports extend filtering services. GMRP provides a constrained multicast flooding facility like IGMP snooping.
The difference is that IGMP is IP-based while GMRP is MAC-based.

W B n—t=-ammecaneny | | | |§ [ [ | W [ |

I Copper Link Up ﬂ Fibear Link Up HERPRP
B unk ooum B not svaiapie
* B‘“"_: _ MuRicast Group Table
+ Administration
+ Forwarding ViD MAC Address Static Ports Dynamic Ports
+ Redundancy 1 01:18:16:00:00:00 All
Port = ,
' | Clear GMRP Dynamic Entries Refrash
+ Trunking
+ Unicast/Multicast MAC

- GARPIGVRP/GMRP
Kulticast Group Table
GARP Setting
GVRP Setting
GMRP Setting

P Multicast

+ SHMP

+ Spanning Tree

+ VLAN

+ Security

+ ERPS/Ring

+ LLDP

+ UDLD

+ Client IP Setting

+ SyncE

+ System

+
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2.9.1 Multicast Group Table

In this subsection, the list of MAC addresses which were dynamically registered by GMRP into the Multicast Group
Table can be viewed. The multicast group table in Figure 2.91 displays the following information for each MAC.
Address: VLAN ID (VID), Static Port(s), and GMRP Dynamic Port(s). The user can clear the table by clicking on the
Clear GMRP Dynamic Entries button or obtain the latest update on the table by clicking on the Refresh button.

Mutticast Group Table

ViD MAC Address Static Ports Dynamic Poris
1 01:18:19:00:00:00 All

| Clear GMRP Dynamic Entries |

2.9.2 GARP Setting

Figure 2.92 shows GARP Setting webpage where different Timers (Join, Leave, and Leave All) can be set. All devices
that are exchanging attributes must set these timers to the same values. Note that the GARP Timer values are in
multiple of 10 milliseconds. Table 2.26 summarized the descriptions and values of all Timers for GARP setting.
Please click the Update button after setting your new values.

— GARFP Setting
Join Time (10~65535) | 20 |in 10ms
Leave Time (10~65535) | 60 |in 10ms
LeaveAll Time (10~65535) | 1000 |in 10ms

Update
Rule of GARF Timer:

The Leave time must be == 2* the Join time
The LeaveAll time must be = the Leave time

Table 2.26 Descriptions of GARP Timer Settings:

Label Description Factory Default
Join Timer Indicates the GARP Join timer, in 0 ~ 65535 seconds. 200 milliseconds
Leave Timer Indicates the GARP Leave timer, in 0 ~ 65535 seconds. 600 milliseconds

LeaveAll Timer | Indicates the GARP Leave All timer, in 0 ~ 65535 seconds. | 10000 msor10s

2.9.3 GVRP Setting

In this section, GVRP can be enabled on the switchand then it can be enabled for all ports or specific port(s) and
trunking group(s). The multicast IP address with designated VLAN ID can be accessed from each port. Figure 2.93
and Figure 2.94 illustrate GVRP Setting and Statistics. When GVRP is enabled, the switch which is an end node of a
network needs to add static VLANSs locally. Other switches can dynamically learn the rest of the VLANSs configured
elsewhere in the network via GVRP.
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— GVRP Setting

GVRP [ Enabied

Port Enable GVRP

Al

11

1.2

21

22

23

24

25

26

27

28

31

32

i3

34

15

16

a7

38

4.1

42

43

44

Update
— GVRP Stafistics
Type Packets

R Join Empty 0
Tx Join Empty 0
R Join In 0
Tx Join In 0
Fx Empty 0
Tx Empty 0
Fx Leave In 0
Tx Leave In 0
R Leave Empty 0
Tx Leave Empty 0
Rz Leave All 0
Tx Leave All 0

To enable GVRP in Figure 2.93, check the Enabled’s box and then select the desired port(s) by flagging the corre-
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sponding checkbox(es). Please click Update button to save the change to the switch. Figure 2.94 provides summa-
rized statistics on the packet count of GVRP based on the following packet types: Rx Join Empty, Tx Join Empty, Rx
Join In, Tx Join In, Rx Empty, Tx Empty, Rx Leave In, Tx Leave In, Rx Leave Empty, Tx Leave Empty, Rx Leave All, and
Tx Leave All. To clear the statistics on this table, please click on the Clear button at the bottom of the table. Table
2.27 describes the GVRP setting’s options.

Table 2.27 GVRP Setting Descriptions:

Label Description Factory
7 : Default

GVRP Enables or disables GVRP protocol. Enables GVRP, the switch must be in 802.1q VLAN | Disabled
mode.

Port Enables or disables GVRP on each port. If users have already defined trunking group (e.g. | All ports
Trk1), it can also be selected to be enabled. If you check the All Port’s box, all ports will | are dis-
be enabled. abled

Clear Clears all GVRP statistics counts. Clears

Statis- the

tics record

2.9.4 GMRP Setting

The users can use this subsection to enable GMRP and enable GMRP for all ports or specified port(s) and trunking
group(s) as shown in Figure 2.95. To enable GMRP in Figure 2.95, check the Enabled’s box and then select the
desired port(s) by flagging the corresponding checkbox(es). Please click Update button to save the change to the
switch.
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| Update

The GMRP Statistics can also be viewed on the bottom of this page as shown in Figure 2.96. The GMRP Statistics
provides summarized statistics on the packet count of GMRP based on the following packet types: Rx Join Empty,
Tx Join Empty, Rx Join In, Tx Join In, Rx Empty, Tx Empty, Rx Leave In, Tx Leave In, Rx Leave Empty, Tx Leave Empty,
Rx Leave All, and Tx Leave All. To clear the statistics on this table, please click on the Clear button at the bottom of
the table. Table 2.28 briefly describes GMRP setting and statistics.
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— GMRP Statistics

Type Packets
R Join Empty
Tx Join Empty
Rt Join In
Tx Join In
Fux Empty
Tx Empty
Rx Leave In
Tx Leave In
Rx Leave Empty
Tx Leave Empty
Rx Leave All
Tx Leave All

[ =T = = I = T = I = T~ I = T = I = I = =]

Table 2.28 Descriptions of GMRP Settings and Statistics:

Label Description Factory
Default

GVRP Enables or disables GVRP protocol. Enables GVRP, the switch must be in 802.1q VLAN | Disabled
mode.

Port Enables or disables GVRP on each port. If users have already defined trunking group (e.g. | All ports
Trk1), it can also be selected to be enabled. If you check the All Port’s box, all ports will | are dis-
be enabled. abled

Clear Clears all GVRP statistics counts. Clears

Statis- the

tics record

2.10 IP Multicast

The managed switch supports Internet Group Management Protocol (IGMP) which is a communication protocol
used on IP version 4 networks to establish multicast group memberships among switches in the network. IGMP is
an integral part of IPv4 multicast. It operates above the network layer of OSI model. One of the most important
features related to this protocol is IGMP snooping, which is supported by the managed switch and greatly strength-
ens network functionality. The IGMP snooping is a process of “listening” to IGMP network traffic. By listening to
conversations between different devices, it maintains a map of links and IP multicast streams. This means that
multicast traffic may be filtered from the links of the managed switch which do not need them. Therefore, IGMP
snooping enables the managed switch to only forward multicast traffic to the links that have requested it. This
section contains three submenus as shown in Figure 2.97 which are:

e IGMP

e Static IP Multicast

e MLD
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2.10.1 IGMP

The IGMP (Internet Group Management Protocol) submenu is further divided into three options which are: Setting,
IP Multicast Table, and Statistics. Figure 2.98 shows the three options under the IGMP submenu.

- IGMP
Setting
IF Multicast Table
Statistics

IGMP Settings

This webpage allows the users to set IGMP features on the managed switch as shown in Figure 2.99. There are
three features that can be enabled: IGMP Snooping, IGMP Proxy, and IGMP Fast-leave. After checking the desired
feature’s boxes, please click on the Update button to allow the options to take effect. The lower part of the page
lists Router and Multicast Groups Information which are router’s IP and port information. Table 2.29 summarizes
the descriptions of IGMP’s Settings.
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— IGMFP Setting
IGMP Snooping []
IGMP Proxy [l
IGMP Fast-leave ]
Update
— Router and Multicast Groups Information
Fouters IP 0.0.0.0
Router's Port none
Table 2.29 Descriptions of IGMP’s Settings:
Label Description Factory Default
IGMP Snooping | Check the box to enable IGMP snooping. Disabled
IGMP Proxy Check the box to enable IGMP proxy. See note below. Disabled
IGMPFast-leave | Check the box to enable IGMP Fast-leave. See note below. | Disabled
Router’s IP Display the multicast router’s IP address. -
Router’s Port Display the port that is connected to multicast router. -

*Note: IGMP Proxy works as an intermediate server, as shown in Figure 2.100. When it receives a membership query
message from the router, it sends a membership report message to the router port. When it receives a membership
report message from a computer in a new multicast group, it sends a membership report message back to the
router port. When it receives a leave group message from a computer which is the only one in the group, it sends a
leave group message to the router port and removes the computer from multicast group. Proxy is like a middleman
that handles information about multicast group in between routers and computers.

£

Computer A
E < <
- -
-
Computer B
Prosxy

m "4

Comgaitar C

Router

IGMP Fast-leave: When a leave group message is received, the ports in the group will be immediately removed from

the IP multicast entry.
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IGMP IP Multicast Table

This webpage provides information about IGMP membership table and IP multicast table. Figure 2.101 depicts
the IGMP’s IP Multicast Table webpage. The upper table is an IGMP membership table, and the lower table is IP
multicast table which contain both static configured IP multicast addresses and dynamically joined IP multicast
addresses. The static configured port is manually added by the users, while the dynamically joined port is added
by the managed switch’s IGMP snooping feature. To get the latest update information on each table please click on
the Refresh button.

— IGMP IP Multicast Table

IGMP membership table (0 entries)
IP Multicast Address vID Joined Port Life Time
Empty

IP multicast table
IP Multicast Address vID Jaoined Port

Empty
[ Refrash ]

Figure 2.102 shows examples of IGMP membership table and IP multicast table. Note that the display format in
Figure 2.102 is from an early version of managed switch firmware which may have a slightly different display format
from Figure 2.101. These tables are based on the information in the memory of the managed switch. The IGMP
membership table contains IP Multicast Address, VLAN ID (VID), Joined Port (port number) and Lifetime. Note that
the Lifetime is in the unit of second. The IP multicast table has only IP Multicast Address, VLAN ID (VID), and Joined
Port. Note that the joined port can be labelled with (S)or (D) which refers to as Static Configured or Dynamically
Joined, respectively.

IP Multicast Table

IGMP membership table: (The total entry iz )

IP Multicast Address Vian ID Life Time Join Port
224.0.0.251 1 214 10
224.0.1.60 1 220 10
230.255.255.250 1 219 10

IF multicast table:

IP Multicast Address Vian ID Join Port
224.0.0.251 1 10(D)
224.0.1.80 1 10(D)
230.255,255.250 1 10(D)

Join Port - (S):.Static Configured, (DxDynamic Joined
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IGMP Statistics

This webpage provides information about IGMP statistics as shown in Figure 2.103. The users can view the number
of IGMP packets in different categories: Rx Total, Rx Valid, Rx Invalid, Rx General Queries, Tx General Queries, Rx
Group-Specific Queries, Tx Group-Specific Queries, Rx Leaves, Tx Leaves, Rx Reports, Tx Reports, and Rx Others.
The users can reset the numbers in all categories by clicking on the Clear button.

— IGMP Statistics

Type Packets
R Total
Fx Valid
R Invalid
Rx General Queries
Tx General Queries
Rx Group-specific Queries
Tx Group-specific Queries
Rx Leaves
Tx Leaves
Fx Reports
Tx Reports
Rx Others

o o o o o o o o o o o o

Clear

Example of IGMP statistics are shown in Figure 2.104. Note that the display format in Figure 2.104 is from an early
version of managed switch firmware which may have a slightly different display format from Figure 2.103. It shows
the statistical values of IGMP packets which the managed switch received and transmitted over time. Table 2.30
summarizes the descriptions of the IGMP statistics.

—IGMP Statistics

Type Packets
Rx Total
RxValid
R nvalid
Rx General Queries
Tx General Querias

Rx Group-specific
Queries
Tx Group-specific
Cueries

Rx Leaves

o & & O ©

Tx Leaves
Rx Reporis
Tx Reports
R Cthers

o g & O O O

Clear

Table 2.30 Descriptions of IGMP Statistics:

Welotec GmbH www.welotec.com
Zum Hagenbach 7 info@welotec.com

Page 75
48366 Laer +49 2554 9130 00



Statistics Label

o

Description

5 weLoTec

Factory De-

fault

Rx Total Total number of IGMP packets received by the managed switch -
Rx Valid Number of valid IGMP packets received by the managed switch -
Rx Invalid Number of invalid IGMP packets received by the managed switch -

Rx General Queries

Number of IGMP’s Membership General Query packets received by the
managed switch

Tx General Queries

Number of IGMP’s Membership General Query packets transmitted by the
managed switch

Rx Group Specific
Queries

Number of IGMP’s Membership Group Specific Query packets received by
the managed switch

Tx Group Specific
Queries

Number of IGMP’s Membership Group Specific Query packets transmitted
by the managed switch

Rx Leaves Number of IGMP’s Leave Group packets received by the managed switch | -

Tx Leaves Number of IGMP’s Leave Group packets transmitted by the managed | -
switch

Rx Reports Number of IGMP’s Membership Report packet received by the managed | -
switch

Tx Reports Number of IGMP’s Membership Report packet transmitted by the man. | -
switch

Rx Others Number of IGMP’s other packets received by the managed switch -

2.10.2 Static IP Multicast

This subsection allows the users to manually add new or remove existing static IP multicast and the joined port(s).
Figure 2.105 shows the Static IP Multicast webpage where the upper part of the pageis a table of existing IP Multicast
Address entries, and the lower part of the page contains the fields for adding new IP Multicast Address entry to the
table. The users are required to supply the IP Multicast Address, VLAN ID (VID), and the lists of the port numbers
which will join the static IP multicasting group (joined port).

— Static IP Multicast

IP Multicast Address ViD
Empty

Joined Port

IP Multicast Address viD

Example of IP Multicast Address:
IP Multicast Address; 2242 3 4

An example of an entry of IP multicast group is shown in Figure 2.106 where there is an existing IP Multicast Address
of224.2.3.4 which belongs to VLAN 1 and has port number 2,3, and 6 in the group. The following procedures outline
how to add a new IP multicast group. For example, an IP multicast group address is 224.1.1.1 and the joining ports
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e First, the users should enter the IP=224.1.1.1 in the IP Multicast Address column.

e Then, the users should enter the VLAN ID = 1 in the VLAN ID (VID) column.

e Then, while holding the “Ctrl” key on the keyboard, click on all corresponding port numbers under the Join Port
column (Portl, Port2, and Port5 in this example) to select which port(s) will join in the IP multicast group.

e Finally, click on the “Add” button. The IP address is then added as it shows on Figure 2.106.

e To remove an existing static IP multicast address from the table, click the “Remove” button of that entry.

These procedures are like the procedures for adding or removing the Unicast/Multicast MAC address explained
in Section 2.8.1. The only difference is that the IP multicast address has the form of 224.XX.XX.XX. Note that IPv4

multicast address (Class D) is in between 224.0.0.0 and 239.255.255.255.

— Static 1P Multicast

224234 1

IP Multicast Address

Example of [P Multicast Address:
IP Multicast Address: 22423 4

IP Multicast Address viD

Joinad Port

21,331,356, 41

viD

Joinad Port
1.1

Remave

2.10.3 MLD

Multicast Listener Discovery (MLD) is a protocol used by RSAGS in Internet Protocol Version 6 (IPv6) network to
discover nodes on its directly attached interfaces that would like to receive multicast packets. These neighboring
nodes are called multicast listenters.MLD is embedded in ICMPv6 (Internet Control Message Protocol Version 6) as a
part of IPv6 protocol suit. Itis like Internet Group Management Protocol (IGMP) in IPv4 as described in Section 2.10.1
above. The protocol speficifically discovers which multicast addresses are of interest to its neighboring nodes.
For IPv6, the address range of FF00::/8 are reserved for multicast addresses. Then, MLD provides this information
to the active multicast routing protocol on the RSAGS so that multicast packets can be delivered to all relevant
interfaces and eventually to the subscribed multicast listeners. Note that MLD is an asymmetric protocol in which
it specifies different behaviours for multicast liteners and for routers (or managed switches in our case). The MLD
section, which is under the IP Multicast menu, contains three submenus which are Setting, IPv6 Multicast Table,
and Statistics as shown inFigure 2.107.

- P Multicast

- IGMP
Setting
IP Multicast Table
Statistics

Static IP Multicast

- MLD
Setting
IFvE Multicast Table
Statistics
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Typically, MLD device can be classified as one of the follows: a querier, a snooper, or a proxy. An MLD querier
is a device that coordinate multicast streams and MLD membership information. The MLD querier can generate
membership query message to check which nodes are group members. It can process membership reports and
leave messages. An MLD snooper is a device that spies on MLD messages to create flow efficiencies by allowing only
subscribed interfaces to receive multicast packets. The MLD snooper can decide on the best path to send multicast
packets at Layer 2; however, it cannot alter those packets or generate its own MLD messages. An MLD proxy is a
device that passes membership reports upstream towards a source in anoter subnet. On the downstream, the MLD
proxy will forward multicast packets and queries towards one or more IP subnets.

MLD Setting

The MLD’s Setting webpage as shown in Figure 2.108. To configure the MLD on RSAGS, the users need to configure
a VLAN in the second box of the webpage called MLD VLAN Setting first. To configure the options under the MLD
VLAN Setting. First, select a VLAN ID from the drop-down list of VLAN. This VLAN will be configured with the MLD
snooping function. Second, the user can enable or disable MLD snooping’s Fast Done function by checking the box
behind this option. This function willimmediately remove the membership of a multicast listener when the switch
received an MLD done message. Third, the MLD Snooping function can be enabled or disabled for the selected
VLAN by checking the box behind the Snooping option.

— MLD Status Setting

[ lglobal MLD Snooping
Update

—MLD VLAN Setting

VLAM VLAN
Fast Done &2 Snnoping

Node Timeout (1~16711450)
Done Timer (1~16711450)
Update

— Current MLD Setting

VLAN Fast Done Snooping Ti':no:neut Eiﬁ]“:r

Fourth, the user can specify the amount of time that a node on a port will no longer be considered as a multicast
listener. Thisis called Node Timeout. The default value for Node Timeout is 260 seconds. Fifth, the user can specify
the amount of time that a multicast group will remain in the switch after the switch receives a done message of
the multicast group without receiving a node listener report. This is called Done Timer. The default value for Done
Timer is 2 seconds. Finally, clicking on the Update button to update the configuration of MLD on the selected VLAN
ID. The entry of the configured VLAN should be listed in the next part of the webpage.

After setting the VLAN in the step above, the user can enable the Global MLD Snooping option inside the MLD Status
Setting box. Then, click Update button to enable the MLD protocol on RSAGS. Note that the MLD snooping is the
key to efficient multicast traffic flow in a Layer 2 network of RSAGS managed switch. If no MLD VLAN Setting was
done on any VLAN, the user will encounter an error message as show in Figure 2.109.

Welotec GmbH www.welotec.com
Zum Hagenbach 7 info@welotec.com

Page 78
48366 Laer +49 2554 9130 00



O weLoTec

Message
’7Error' Mo vians configured

The current VLANs with MLD setting are listed in the last part of the webpage under the Current MLD Setting box.
The setting is summarized as a table with all the options associated with VLAN ID. To remove any entry of the MLD
setting, the user can click on the Delete button for that entry.

MLD IPv6 Multicast Table

This webpage provides information about IPv6 Multicast Table and MLD membership table. Figure 2.110 shows
the MLD’s IPv6 Multicast Table webpage. The table inside the box is an MLD membership table which contains
entries of MLD memberships. Each entry consists of Port Listener, VLAN (VLAN ID), Multicast group, MAC address,
Reports, and Lifetime columns. The Multicast group column shows the IPv6 address of the multicast group in each
entry. The MAC address column shows the corresponding MAC address of the multicast group in that entry. The
Reports column displays the number of group reports for that multicast group. The Port Listener column lists the
Port number for each entry. To get the latest update information on each table please click on the Refresh button.

— IPv6 Multicast Table

MLD membership table (0 entries)
Port Vian Multicast group MAC address Reports Life Time

Refresh

MLD’s Statistics

This webpage provides information about MLD’s statistics as shown in Figure 2.111, which is like the IGMP statis-
tics. The users can view the number of MLD packets in different categories: Rx Total, Rx Valid, Rx Invalid, Rx General
Queries, Tx General Queries, Rx Group-Specific Queries, Tx Group-Specific Queries, Rx Leaves, Tx Leaves, Rx Re-
ports, Tx Reports, and Rx Others. The users can reset the numbers in all categories by clicking on the Clear button.
Table 2.31 summarizes the descriptions of the IGMP statistics.

— MLD Statistics

Type Packets
R Total
R Valid
R Invalid
R General Queries
Tx General Cueries
R Group-specific Queries
Tx Group-specific Queries
Fx Leaves
Tx Leaves
Fx Reporis
Tx Reports
Rx Others

o o o o o o o o o o o o

Clear

Welotec GmbH www.welotec.com
Zum Hagenbach 7 info@welotec.com

Page 79
48366 Laer +49 2554 9130 00



o

Table 2.31 Descriptions of MLD’s Statistics:

Statistics Label

Description
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Factory De-

fault

Rx Total ' Total number of MLD packets received by the managed switch -
Rx Valid Number of valid MLD packets received by the managed switch -
Rx Invalid Number of invalid MLD packets received by the managed switch -

Rx General Queries

Number of MLD’s Membership General Query packets received by the
managed switch

Tx General Queries

Number of MLD’s Membership General Query packets transmitted by the
managed switch

Rx Group Specific
Queries

Number of MLD’s Membership Group Specific Query packets received by
the managed switch

Tx Group Specific
Queries

Number of MLD’s Membership Group Specific Query packets transmitted
by the managed switch

Rx Leaves Number of MLD’s Leave Group packets received by the managed switch -

Tx Leaves Number of MLD’s Leave Group packets transmitted by the managed | -
switch

Rx Reports Number of MLD’s Membership Report packet received by the managed | -
switch

Tx Reports Number of MLD’s Membership Report packet transmitted by the managed | -
switch

Rx Others Number of MLD’s other packets received by the managed switch -

2.11 SNMP

Simple Network Management Protocol (SNMP) is a protocol for managing devices on IP networks. It exposes man-
agement data in the form of variables on the managed systems which describe the system configuration. These
variables can then be queried or defined by the users. The SNMP is used by network management system or third-
party software to monitor devices such as managed switches in a network to retrieve network status information
and to configure network parameters. The Welotec’s managed switch support SNMP and can be configured in this
section. The SNMP setting has four categories, and its dropdown menu is shown in Figure 2.112, which are:

e SNMP Agent
SNMP V1/V2c Community Setting

SNMP Trap Setting

SNMP V3 Authentication (Auth.) Setting
SNMP Trap Event Setting
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+ Basic
+ Administration
+ Forwarding
+ Redundancy
+ P('.Il't
+ Trunking
+ Unicast/Multicast MAC
+ GARP/GVRP/GMRP
+ |P Muilticast
- SNMP

Sefting

Trap Event Setting
+ Spanning Tree
+ VLAN
+ Security
+ ERPS/Ring
+ LLDP
+ UDLD
+ Client IP Setting
" SyncE
+ System

o

[t1][12]
[13[14]

weLoTec

e e e

B coppertinkup [ Fiber Link Up HSRUPRP
B Link Dowm B not svailable
— SNMP Agent
SNMP L) Enabled

— SNMP V1/v2c Community selting

String Permission Type
pubdic read-all-only
private read-write-all

String Permission Type

Remove

— Trap-made Setting

Trap Mode | Trap

2.11.1 SNMP Agent

To enable SNMP agent on the managed switch, please check the Enabled box and click Update button as shown in
Figure 2.113. The SNMP version 1 (V1), version 2c (V2c) and version 3 are supported by Welotec’s managed switches
as summarized in Table 2.32. Basically, SNMPV1 and SNMP V2c have simple community string-based authentica-
tion protocol for their security mechanism, while SNMP V3 is improved with cryptographic security.

SHMP Agent

SMNMP

|| Enabled

Table 2.32 Description of SNMP Setting:

Label

Description

| SNMP | Check the box to enable SNMP V1/V2¢/V3. | Disabled

Factory Default
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2.11.2 SNMP V1/V2c Community Setting

The managed switch supports SNMP V1, V2c, and V3. SNMP V1 and SNMP V2c use a community string matching for
authentication. This authentication will allow network management software to access the information or data
objects defined by Management Information Bases (MIBs) on the managed switch. Note that this simple authen-
tication is considered a weak security mechanism. It is recommended to use SNMP V3, if possible. There are two
levels of authentications or permission type in EHG75XX series, which are read-all-only or read-write-all. For ex-
ample, in our default setting as shown in Figure 2.114, an SNMP agent, which is a network management software
module residing on the managed switch, can access all objects with read-all-only permissions using the string pub-
lic. Another setting example is that the string private has permission of read write-all.

This community string option allows the users to set a community string for authentication or remove existing
community string from the list by clicking on the Remove button at the end of each community string item. The
users can specify the string names on the String field and the type of permissions from the dropdown list as shown
in Figure 2.114. Table 2.33 briefly provides descriptions of SNMP’s community string setting.

— SNMP V1/V2c Community setting

String Permission Type

public read-all-only
private read-write-all

String Permission Type

| |

Table 2.33 Descriptions of Community String Settings:

Label Description Factory Default
(Commu- Define name of strings for authentication. Max. 15 Characters. Public (read-all-only) Pri-
nity) Strings vate (read-write-all)
Permission | Choose a type from the dropdown list: read-all only and read- | -
Type write-all. See notes below for a briefed explanation.

*Note:

Read-all-only: permission to read OID 1 Sub Tree.

Read-write-all: permission to read/write OID 1 Sub Tree.

2.11.3 SNMP Trap Setting

The managed switch provides a trap function that allows switch to send notification to agents with SNMP traps or
inform. The notifications are based on the status changes of the switch such as link up, link down, warm start, and
cold start. For inform mode, after sending SNMP inform requests, switch will resends inform request if it does not
receive response within 10 seconds. The switch will try re-send three times.
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SNMPv2 Trap

This option allows users to configure SNMP Trap Setting by setting the destination IP Address of the Trap server,
Port Number of the Trap server, and Community String for authentication. Figure 2.115 shows these Tap Setting’s
options. The first line enables the users to select the Trap Mode which can be either Trap or Inform. Please click
on the Update button after selecting the desired Trap Mode. After entering all required fields for Trap Setting in the
last line, please click on the Add button. Table 2.34 summarizes the descriptions of trap receiver settings.

— SNMPv2 Trap Setting
Trap server IP address Port Community String
Empty
Trap server IP address Port Community String

162 |

Table 2.34 Descriptions of SNMPv2 Trap Setting:

Label Description Factory Default

Trap Mode Choose between Trap and Inform Trap

Trap server IP address | Enter the IP address of your Trap Server. NULL

Port Enter the trap Server service port. 162

Community String Enter the community string for authentication. Max. 15 characters. | NULL
SNMPv3 Trap

1. SNMPv3 use the User-based Security Model (USM) for message security and the View-based Access Control
Model (VACM) for access control.

2. SNMPv3 security model contains authentication and encrypting: a. Authentication is used to ensure that traps
are read by specific recipient. A special key is shared between the specific recipient and used to receive the mes-
sage. b. The payload of the SNMP message will be encrypted to ensure that it cannot be read by unauthorized
user.

— SNMIPY3 Trap Setting
Mome  Aut.Typs  EncryplionType TR serverlP Port
. Mame "'mpw . Auth. Password n‘“f"‘“"'g"""'l Encryption Key ”mpmumm” Port
I ] | ] | Il 182
Table 2.35 Descriptions of SNMPv3 Trap Setting:
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Factory
Default

Name Configure SNMPv3 trap authentication username NULL
Authentication | Select SNMPv3 trap authentication protocol options, the managed switch sup- | NONE
Protocol port below protocol type: None MD5 SHA SHA-256

Auth. Pass- | Configure SNMPv3 trap authentication password NULL
word

Data Encryp- | Configure SNMPv3 trap data encryption protocol, the managed switch support | NONE
tion Protocol below type: None DES AES

Encryption Key | Configure SNMPv3 trap encryption key NULL
Trap server IP | Configure SNMPv3 trap server ip address NULL
address

Port Configure SNMPv3 trap UDP port number 162

2.11.4 SNMPv3 Auth. Setting

As mentioned earlier, SNMP V3 is a more secure SNMP protocol. In this part, the users will be able to set a password
and an encryption key to enhance the data security. When choosing this option, the users can configure SNMP V3’s
authentication and encryption. MD5 (Message-Digest algorithm 5) is used for authentication password and DES
(Data Encryption Standard) is used for data encryption algorithm. Figure 2.117 shows the SNMP V3 Authentication
Setting’ options. The users can view existing SNMP V3 users’ setting on the upper table where it provides infor-
mation about username, authentication type, and data encryption. The users have an option to remove existing
SNMP V3 user by clicking on the Remove button in the last column of each entry. To add a new SNMP V3 user, the
users must select the username from the dropdown list which can be either Admin or User. Then, the authentica-
tion password with a maximum length of 31 characters must be entered in the Auth. Password field and re-entered
again in the Confirmed Password field. Note that if no password is provided, there will be no authentication for
SNMP V3. Finally, the encryption key with a maximum length of 31 characters can be entered in the Encryption
Key and re-entered again in Confirmed Key field. After filling all the required fields, please click on Add button to
update the information on the managed switch. Table 2.36 lists the descriptions of SNMP V3 settings.

— SNMP V3 Auth. Sefting

MName Authentication Data Encryption
Authentication Confirmed Data Encryption
Name Protocol Auth. Password Password Protocol Encryption Key Confirmed Key
[adminv]| [None ]| | | | | [None ~| | | ]

Table 2.36 Descriptions of SNMPv3 Settings:
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Description

Name | Choose from one of the following options: Admin: Administration level. User: Nor- | Admin
mal user level.

Authentica- Choose used authentication procotol type, the mamanged switch support below | NONE
tion Protocol | protocol types: None MD5 SHA SHA-256

Auth. (Au- | Setan authentication password for the username specified above. If the field is left | NULL
thentication) | blank, there will be no authentication. Note that the authentication password is

Password based on MD5. Max. 31 characters.

Confirmed Re-type the Authentication Password to confirm. NULL
Password

Encryption Set encryption key for more secure protection of SNMPcommunication. Note that | NULL
Key the encryption algorithm is based on DES. Max. 31 characters.

Confirmed Re-type the Encryption Key NULL
Key

2.11.5 Trap Event Setting

The managed switch provides trap event setting for user to control which event will send trap events. Now SNMP
Trap Event have “WarmStart”, “ColdStart”, “AuthenticationFailure”, “LinkUp”, “LinkDown” options for user select.

— Trap Event Sefting

Trap Event Enable

WarmStart

ColdStart

AuthenticationFailure

LinkUp

LinkDown

PowerQff

Powern

Update

2.12 Spanning Tree

IEEE 802.1D Standard spanning tree functionality is supported by Welotec’s managed switches. The Spanning Tree
Protocol (STP) provides a function to prevent switching loops and broadcast radiation at the OSl layer 2. Aswitching
loop occurs in a network when there are multiple connections or redundant paths between two network switches
or at least two ports are connected on both sides of the two network switches. The switching loop can create
a broadcast radiation, which is the accumulation of broadcast and multicast traffics in a computer network. As
broadcast and multicast messages are forwarded by bridges/switches to every port, the bridges/switches will re-
peatedly rebroadcast the broadcast messages, and this accumulation of traffic can flood the network. STP creates a
spanning tree topology and disables those links of the network that are not part of the spanning tree, which leaves
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only a single active path between two nodes. This function can avoid flooding and increase network efficiency.
Therefore, Welotec’s managed switches deploy spanning tree as a tool when the users set up connection or port
redundancy or fault-tolerance in their network.

RSTP (RapidSpanning Tree Protocol), IEEE 802.1W then superseded by IEEE 802.1D-2004, is also supported in
Welotec’s managed switches. It is an evolution of the STP, but it is still backwards compatible with standard STP.

RSTP has the advantage over the STP. When there is a topology change such as link failure in the network, the RSTP
will converge significantly faster to a new spanning tree topology. RSTP improves convergence on point-to point
links by reducing the Max-Age time to 3 times Hello interval, removing the STP listening state, and exchanging a
handshake between two switches to quickly transition the port to forwarding state.

MSTP (Multiple Spanning TreeProtocol) is also a standard defined by the IEEE 802.1s that allows multiple VLANs
to be mapped to a single spanning tree instance called MST Instance, which will provide multiple pathways across
the network. It is compatible with STP and RSTP. To support lager network, MSTP groups bridges/switches into
regions that appear as a single bridge to other devices. Within each region, there can be multiple MST instances.
MSTP shares common parameters as RSTP such as port path costs. MSTP also help prevent switching loop and has
rapid convergence when there is a topology change. It is possible to have different forwarding paths for different
MST instances. This enables load balancing of network traffic across redundant links.

This section describes how to setup the spanning tree protocol (STP), rapid spanning tree protocol (RSTP), and
Multiple Spanning Tree Protocol (MSTP). Figure 2.119 depicts the dropdown menu for Spanning Tree.

VW B s—J=mmmecascan | | | |m [ [ [ /W | |

B copperlinkUp || Fiber Link Up HESRPRP
[ Link Do [ Hotsvaiabie

+ Bagie r—Mode Seftting
+ Administration
+ Fﬂl‘l’l’ﬂrdim Mode RETP P
+ Redundancy
+ Port Update
+ Trunking
+ UnicastMulticast MAC —Main Setting
+ GARPIGVRPIGMRP HOTE: Enable spanning-trée function maybe cause the Web
+ IP Multicast disconnect more than "Forward Delay Time x 2™ seconds,
+ SNMP Enabled 0
- Spanning Tres Prioity (0-61440) (32768

Sefting

Maximurm {6~40) 20

Eridge Info Age |

Fon Satting Heillo Time (in second, fooed to 2) |2

METP Instance Forward Delay(in second, 4~30) |15
+ VLAN BFDU Guard Enabled O
+ Secunty
+ ERPSRing |_Update |

2.12.1 Spanning Tree Setting

The users can select the spanning tree mode which are based on different spanning tree protocols in this webpage.
Figure 2.120 shows the mode setting for spanning tree. There are three spanning tree modes to choose from the
dropdown menu, which are spanning tree protocol (STP), rapid spanning tree protocol (RSTP), and multiple span-
ning tree protocol (MSTP). After choosing the desired mode, please click Update button to allow the change to take
effect.
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Mode Setting

Mode |RSTP v

Under the mode setting, there is a box for Main Setting of spanning tree’s parameters as showed in Figure 2.121.
The users can enable or disable spanning tree protocol in the Main Setting by checking the box behind the Enabled
option. The users can fine tune the Priority, Maximum Age, Hello Time, and Forward Delay. Additionally, the BPDU
Guard option can also be enabled by checking the box behind the BPDU Guard Enabled. Note that the Bridge
Protocol Data Unit (BPDU) guard feature can be enabled to protect spanning tree protocol (STP) topology from
BPDU related attacks. After configuring the spanning tree’s main parameters, please click Update button to allow
the change to take effect. The description of each parameter is listed in Table 2.37.

— Main Setting

NOTE: Enable spanning-tree function maybe cause the Web
disconnect more than "Forward Delay Time x 2" seconds.

Enabled ]

Priority (0~61440) 132768 |

Maximum Age (6~40) 120 |

Hello Time (in second, fixed to 2) |2 |
|

Forward Delay(in second, 4~30) | 15
BPDU Guard Enabled ]

When the users change the spanning tree mode setting to MSTP and click the Update button in the Mode Setting
box Figure 2.120, the Main Setting box in Figure 2.121 will be changed to Figure 2.122. The user can notice that
the Priority field is disappeared while there are three more fields show up which are Max Hops, Revision Level, and
Region Name. Additionally, there will be a note add to the Per-port Setting box that currently MSTP mode does not
support trunk port now.

— Main Setting

NOTE: Enable spanning-tree function maybe cause the Web
disconnect more than "Forward Delay Time x 2" seconds.

Enabled []
Priority (0~61440) 132768
Maximum Age (5~40) 120

Hello Time (in second, fized to 2) |2

Forward Delay(in second, 4~30) | 15
BFDU Guard Enabled O

Table 2.37 Descriptions of Spanning Tree Parameters:
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Description Default
Factory
Enabled Check the box to enable spanning tree functionality. Disable
Priority Enter a number to set the device priority. The value is in between 0 and | 32768
61440. The lower number gives higher priority.
Maximum Age Maximum expected arrival time for a hello message. It should be longer | 20
than Hello Time.
Hello Time Hello time interval is given in seconds. The value is in between 1 to10. 2
Forward Delay Specify the time spent in the listening and learning states in seconds. The | 15
value is in between 4 to 30.
Max Hops (Only for | The value is between 1 to 255. 120
MSTP)
Revision Level | Thevalueis between 0 to 65535. 0
(Only for MSTP)
Region Name (Only | Text string indicate the region name Regionl
for MSTP)
BPDU Guard En- | Check the box to enable BPDU (Bridge Protocol Data Unit) guard Disable
abled

The bottom part of the Spanning Tree Setting is the Per-port setting as shown in Figure 2.123. The users can enable
spanning tree functionality individually on each port or on all port by checking on the box under the Port Enable
column. The default setting is checking on all port. After making any change on the per-port setting, please click
on the Update button to update the change on the managed switch.
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— Per-port Setting
MWOTE: It is needed to enable global enabled setting and enabled port
setting for activating RSTP function on port.
Port Port Enable
All )
1.1
1.2
21
22
23
24
25
2.6
27
28
31
32
33
34
35
36
Ay
38
41
42
43
44

2.12.2 Bridge Info

Bridge Info (information) provides the statistical value of spanning tree protocol as shown in Figure 2.124. The
information is further divided into two parts: Root Information and Topology Information. To check the latest
information, please click on the Refresh button. Table 2.38 and Table 2.39 summarize the descriptions of each
entry in the root information table and topology information table, respectively.
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— Bridge Information

Root Information
| am the Root -
Root MAC Address
Foot Priority
Root Path Cost
Foot Maximum Age
Root Hello Time
Foot Forward Delay

[ e R e S e [ |

Topology Information
Root Port -
Murm. of Topology Change 0
Last TC time ago -

Table 2.38 Bridge Root Information:

Factory
DI E

Label

Description

I am the | Indicator that this switch is elected as the root switch of the spanning tree topology | -
Root

Root MAC | MAC address of the root of the spanning tree -
Address

Root Prior- | Root’s priority value :The switch with highest priority has the lowest priority value | 0
ity and it will be elected as the root of the spanning tree.

Root Path | Root’s path cost is calculated from the switch’s port data rate. 0
Cost

Root Maxi- | Root’s maximum age is the maximum amount of time that the switch will maintain | 0
mum Age protocol information received on a link.

Root Hello | Root’s hello time which is the time interval for RSTP to send out a hello messageto | 0
Time the neighboring nodes to detect any change in the topology.

Root For- | Root’s forward delay is the duration that the switch will be in learning and listening | 0
ward Delay | states before a link begins forwarding.

Table 2.39 Bridge Topology Information:
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Description Factory
Default
Root Port A forwarding port that is the best port from non-root bridge/switch to root | -
bridge/switch. Note that for a root switch there is no root port.
Num. of Topol- | The total number of spanning topology change over time. 0
ogy Change

Last TC time | The duration of time since last spanning topology change. -
ago

2.12.3 Port Setting

Spanning Tree Port Setting shows the configured value of spanning tree protocol for each port, as shown in Figure
2.125. The configured information for each port is state, role, path cost, path priority, link type, edge, cost, and
designated information. To check the latest update on the statistics, please click on the Refresh button. Table 2.40
summarizes the descriptions of spanning three port setting. If Spanning Tree is enabled, the table below becomes
editable. Use the Update button to save the settings.

— Spanning Tree Port Sesting
Path Cost Link mated

Fot | St fole Config Actual s cmwmcm?mm Cost P Pri DP.:: B. Pri Bridge MAC
1.1 NA  MenSTP 0 o 0 Auta » Mo Mo (] 0 0 0
12 N/A Men-STF 0 a |0 Auto v | Ho Mo I:l [ LY a
21 NA  MonSTP O o0 Austo ~ Mo Ne [ [} o o
22 H/A MHon-3TF o a o Auto | No Mo O [ 0 a
23 TN Mon-STP o o o Ao L ME Mo |:| (1] 1]
24  NA  NonSTP 0 a0 Auto | Mo Ne [ 0 L] 0
25 N Mon-STP 0 o 0 Auta w Mo Mo O ] 0
26 NiA HNon-STP ] oo Auta W Mo Mo ] [i] 0 0
27 NA MoenSTP D o0 Aula ¥ Mo Me [ ] 0 0
28 NA HNon-STP o a |0 Airla W | Mo Mo [:| Li] 0 0
31 NA  MenSTP 0 o 0 ula » Mo Mo (] 0 0 0
3z N/A Men-STF O a |0 Auto v | Ho Mo |:| 1] 0 0
33 NA  NenSTP |0 o0 Auto ~ Mo Me O a o o
34 N/A Mon-3TF o a |0 Auto | Ho Mo O [ 0 a
15 NA Mon-STP ] o 0 Auta w Mo Mo O 0 0 0
36 NA NenSTP 0 oo Auto | Mo Ne [ 0 L] 0
r Mon-STP ] o o Al L Mo Mo O ] ]
38 WA MonSTP O a o Auta “ | Mo Mo ([ [} 0 0
41 NA  MenSTP 0 o 0 Auta w Mo Mo [O a 0 0
42 NIA Hon-STP o a |0 Aurla W | Mo Mo [:| Li] 0 0
43 NA  MenSTP 0 o 0 ula » Mo o (] 0 0 0
44 N/A Hen-STP o a |0 Auto v | Ho Mo I:I 1] 0 0

| Update | Refresh |

Table 2.40 Descriptions of Spanning Tree Port Setting
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Description

Port The name of the switch port -
State State of the port: ‘Disc’: Discarding - No user data is sent over the port. ‘Lrn’: Learning - | N/A
The port is not forwarding frames yet, but it is populating its MAC Address Table. ‘Fwd’:
Forwarding - The port is fully operational.
Role Non-STP or STP RSTP bridge port roles: ‘Root’ - A forwarding port that is the best port | Non-
from non-root bridge to root bridge. ‘Designated’ - A forwarding port for every LAN seg-
ment ‘Alternate’ - An alternate path to the root bridge. This path is different from using the | STP
root port. ‘Backup’ - A backup/redundant path to a segment whose another bridge port
already connects. ‘Disabled’ - Note strictly part of STP, a network administrator can man-
ually disable a port.
Path Setting the path cost for each switch port
Cost
Con- | Setting path cost (default: 0, meaning that using the system default value (dependingon | 0
fig link speed))
Ac- The actual value path cost (For STP and RSTP, please see Note 1 below andTable 2.41.) 0
tual
Pri Setting the port priority, used in the Port ID field of BPDU packet, value =16 x N, (N:0~15) | 128
See Note 2 below.
Link The connection between two or more switches (for RSTP)
Type
Con- | Setting of the Link Type P2P: A port that operates in full-duplex mode is assumed to be | Auto
fig point-to-pint link. Non-P2P: A half-duplex port (through a hub) Auto: Detect link type au-
tomatically
P2P? | Yes: This port is a Point-to-Point (P2P). No: This port is not Point-to-Point (Non-P2P). No
Edge Edge port is a port which no other STP/RSTP switch connect to (for RSTP). An edge port
can be set to forwarding state directly.
Con- | Edge functionalis set: Yes or No No
fig
Edge?| Yes: This portis an edge port. No: This port is not an edge port. No
PBDU To protect the layer 2 Spanning Tree Protocol (STP) Topology from BPDU related attacks | No
guard Yes: This port is enabled to protect against BPDU attacks. No: This port is not enabled to
protect against BPDU attacks.
Des- This shows some information of the best BPDU packet through this port.
ig-
nated
Cost | Root path cost 0
P. Port priority (high 4 bits of the Port ID), Value =16 x N, (N: 0~15) 128
Pri.
(Port
Pri-
or-
ity)
Port | Interface number (lower 12 bits of the Port ID) -
Welotec|/GmbH www.welotec.com
m:w‘if” | Bridge priority, (value = 4096 x N, "”-9“’"3"5,}‘3’5:;3;’3' P3gerEl
Pri.
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Note:

1. In general, the path cost is dependent on the link speed. Table 2.41 list the default values of path cost for STP
and RSTP.

Table 2.41 Default Path Cost for STP and RSTP:

Data Rate STP Cost (802.1D-1998) RSTP Cost (802.1W-2004)

4 Mbits/s 250 5,000,000
10 Mbits/s 100 2,000,000
16 Mbits/s | 62 1,250,000
100 Mbits/s | 19 200,000

1 Gbits/s 20,000

2 Gbits/s 10,000

10 Gbits/s 2,000

2. 2. Thesequence of events to determine the best received BPDU (which is the best path to the root).
e Lowest root bridge ID determines the root bridge.

e Lowest cost to the root bridge favors the upstream switch with the least cost to root.

e Lowest sender bridge ID serves as a tie breaker if multiple upstream switches have equal cost to root.

e Lowest sender port ID serves as a tie breaker if a switch has multiple (non-Ether channel) links to a single up-
stream switch. Bridge ID = priority (4 bits) + locally assigned system ID extension (12 bits) + ID [MAC Address] 48
bits. The default bridge priority is 32768. Port ID = priority (4 bits) + ID (Interface number) (12 bits) The default
port priority is 128.

2.12.4 MSTP Instance

MSTP enables the grouping and mapping of VLANs to different spanning tree instances. Therefore, an MST Instance
(MSTI) is a particular set of VLANs that are all using the same spanning tree. Note that MSTI is identified by MSTI
number and locally significant within MST region. Figure 2.126 illustrates the MSTP Instance webpage. In this sec-
tion, the uses can add or remove MSTP instance. The upper part of the webpage is a table of existing MSTP instance
in the managed switch. The users can add a new MSTP instance by choosing an Instance ID from the dropdown list,
enter the VLAN Identification number in the VID field, and set the desired priority in the Priority field. After filling
allinformation, please click the Add/Modify button to update the MSTP instance. The procedure for setting up an
MSTP instance is as follows:

e Enable MSTP protocol in Section 2.12.1

e Modify spanning tree main setting as described in Section 2.12.1

e Select ports that you want to enable MSTP function in Section 2.12.1.

e Add a Multiple Spanning Tree Instance (MSTI) in MSTP Instance webpage (this section).

Choose an Instance Identification

Add VLAN Identification numbers (VIDs) that will be member(s)of MSTP instance.

Set Priority value of the switch.

Click Add/Modify button.

Table 2.42 summarizes the descriptions of MSTP Information.
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— Multigle Spanning Tree Information

instance viD Priority  Root Priority Root MAC Cos . RootPort |Zholody
CIST 1-4054 3276 32768 T8 T0.52:00:00:AE L] - No
viD Priority
Instance 1D {1-4094) {0~61440)
[CIET»] | | [32188 |

Table 2.42 Description of MSTP Information:

Description

Instance | Choose from dropdown list of CIST (Common and Internal Spanning Tree) or choose | cIsT
ID value from 1to 63

VID Enter a value for VLAN ID between 1 to 4094 -
Priority Enter a value for priority value for the managed switch between 0 - 61440. The lower | 32768

value means the higher priority. If the priority value is 0, the switch will be the Root
Bridge in this MSTI.

Root Pri- | Display root priority value 32768
ority

Root MAC Display MAC address of the Root Bridge -
Internal Display internal root path cost 0
Root Path

Cost

Root Port Display root port -
Topology Display Yes or No No
Change

2.13 VLAN

AVirtual Local Area Network (VLAN) is a group of devices that can be located anywhere on a network, but all devices
in the group are logically connected. In other words, VLAN allows end stations to be grouped together even if they
are not located on the same network switch. With a traditional network, users usually spend a lot of time on devices
relocations, but a VLAN reconfiguration can be performed entirely through software. Also, VLAN provides extra
security because devices within a VLAN group can only communicate with other devices in the same group. For
the same reason, VLAN can help to control network traffic. Traditional network broadcasts data to all devices, no
matter whether they need it or not. By allowing a member to receive data only from other members in the same
VLAN group, VLAN avoids broadcasting and increases traffic efficiency (see Figure 2.127).
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YLAMN switch
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VLAN switch Floor 1

Router

Welotec’s managed switch EHG75XX series provide six approaches to create VLAN as follows:
e Tagging-based (802.1Q) VLAN

e Port-based VLAN

e MAC-based VLAN

e |P Subnet-Based VLAN

e Protocol-Based VLAN

e QinQ or Double Tagging-based VLAN

Figure 2.128 shows the drop-down menu under the VLAN section.
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2.13.1 VLAN Setting

The first menu under the VLAN section is the VLAN Setting. Here the management VLAN Identification number (ID)
is configured based on the IEEE 802.1Q standard. The default value is VID = 1. Note that the ID can be the number
from 1to 4096. If the users change the management VLAN ID to other number, please click the Update button to set
it on the managed switch. Figure 2.129 depicts the VLAN Setting webpage. Table 2.43 describes the VLAN Setting
option.

— VLAN Seting

Management VLAN D[ 1] (1~4004)

Table 2.43 Description of VLAN Setting:

Description FactoryDe-
fault
Management Configure the management VLAN ID that can be accessed this switch. | 1
VLAN ID Range from 1 to 4095.
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2.13.2 802.1Q VLAN

Tagging-based (802.1Q) VLAN is the networking standard that supports virtual LAN (VLANSs) on an Ethernet network.
The standard defines a system of VLAN tagging for Ethernet frames and the accompanying procedures for bridges
and switches in handling such frames. The standard also contains provisions for a quality-of-service prioritization
scheme commonly known as IEEE 802.1Q.

VLAN tagging frames are frames with 802.1Q (VLAN) tags that specify a valid VLAN identifier (VID). Whereas untagged
frames are frames without tags or frames that carry 802.1p (prioritization) tags and only having prioritization infor-
mation and a VID of 0. When a switch receives a tagged frame, it extracts the VID and forwards the frame to other
ports in the same VLAN.

For an 802.1Q VLAN packet, it adds a tag (32-bit field) to the original packet. The tag is between the source MAC
address and the EtherType/length fields of the original frame. For the tag, the first 16 bits is the Tag protocol iden-
tifier (TPID) field which set to a value of 0x8100 to identify the frame as an IEEE 802.1Q-tagged frame. This field
is located at the same position as the EtherType/length field in untagged frames and is thus used to distinguish
the frame from untagged frames. The next 3 bits is the Tag control information (TCI) field which refers to the IEEE
802.1p class of service and maps to the frame priority level. The next one bit is the Drop Eligible Indicator (DEI) field
which may be used separately or in conjunction with PCP to indicate frames eligible to be dropped in the presence
of congestion. The last 12 bits is the VLAN identifier (VID) field specifying the VLAN to which the frame belongs.

Under the 802.1Q VLAN menu, there are three submenus which are Setting, PVID Setting, and VLAN Table as shown
in Figure 2.130.
- VLAN
Setting
+ 20210 VLAN
+ Port-Based VLAN
+ Mac-Based VLAN
+ |P Subnet-Based VLAN
+ Protocol-Based VLAN
+ QinG
+ \oice VLAN

802.1Q VLAN Settings

Figure 2.131 shows the 802.1Q VLAN Setting webpage which allow the users to add new tagged-based VLAN to the
managed switch. Please follow the following procedure to setting up the 802.1Q VLAN on the switch.

1. Goto 802.1Q VLAN, then select Setting submenu.

2. Fillin appropriate Name, VID, Member Ports, and Tagged Ports as show in Figure 2.131. The description of each
field is summarized in Table 2.44. Then, click Add/Modify button. Note to select multiple Member Ports or mul-
tiple Tagged Ports, press, and hold the Ctrl key while selecting multiple ports.

3. Goto 802.1Q VLAN’s PVID Setting described in the next subsection.
4. Choose the same ports and enter PVID (which is the same as VID), see Figure 2.132.

To remove any of the VLAN from the 802.1Q VLAN setting, click the Remove button at the end of that VLAN record
as shown in Figure 2.131.
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—802.1Q VLAN Setting
Name VIiD Member Ports Tagged Ports
DEFAULT 1 All
Name o Member Ports Tagged Ports
(2~4094) ag
11 e 11 e
1.2 1.2
| | | 21 21
22 22
23 23
24 - 24 -
Add | Modify

Table 2.44 Setting Descriptions of 802.1Q VLAN Settings:

Label Description Factory
Default
Name | The VLAN ID name that can be assigned by the user. Factory
Default
VID Configure the VLAN ID that will be added in static VLAN table in the switch.The VLAN ID is | Depen-
in the range 2~4094. dent
Mem- Configure the port to this specific VID. All
ber Ports
Ports
Tagged | Configure the port that outgoing packet is tagged or untagged. Selected: The outgoing | Depen-
Ports packet is tagged from this port. Unselected: The outgoing packet is untagged from this | dent
port.

*NOTE: Default settings only have VLAN ID on 1. To set VLAN ID to other value beside 1, users will have to assign
ports to be in that VLAN group.

802.1Q VLAN PVID Settings

Each portisassigned a native VLAN number called the Port VLAN ID (PVID). When an untagged frame goes through a
port, the frame is assigned to the port’s PVID. That is the frame will be tagged with the configured VLAN ID defined
in this subsection. Figure 2.132 shows the PVID Setting for 802.1Q VLAN where the upper table lists the current
PVID assigned to each port. The users can configure the PVID by select either on or multiple ports (by clicking and
holding the Ctrl key) and enter the desired PVID value between 2 to 4094. Please click Update button to allow the
configuration to take effect on the switch. Table 2.45 summarizes the PVID Setting’s descriptions.
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— PVID Setting

Port
11
1.2
21
22
23
24
25
26
27
28
31
32
33
34
35
36
v
38
41
432
43
4.4

3

I e e e T e I e R e I e e ]

PVID

— (1~4094)

11 «
12 @
21

22 |numbers only

2.3
24 -

Table 2.45 Setting Descriptions of 802.1Q VLAN PVID:

La- Description Factory De-

bel fault
Port | Select specific port(s) to set the PVID value -

PVID | Configure the default 802.1Q VID tag assigned to specific Port. The VLAN ID is in the | 1
range 1~4094.

Welotec GmbH www.welotec.com
Zum Hagenbach 7 info@welotec.com

Page 99
48366 Laer +49 2554 9130 00



‘,?, weLoTec

802.1Q VLAN Table

This webpage shown in Figure 2.133 displays the 802.1Q VLAN table which lists all the VLANs that are automatically
and manually added/modified to the managed switch. Figure 2.134 illustrates examples of the static and dynamic
VLAN information of each VID. Table 2.46 summarizes the descriptions of VLAN Table.

—"LAMN Table
ViD Static Member Ports Static Tagged Ports
1 All
4080 1.1.12 34 11,1.2. 34
200 21,2223 24 21,22.23. 24
201 3.14,32,33,.34 31,32.33.34
VLAM Table
vio Static Member Poms Static Tagged Ports  Dynamic Member Ports  Dynamic Tagged Poms
1 12345678910
200 1234
2 1234
101 8 ]
102
103 8 ]

Table 2.46 Descriptions of 802.1Q VLAN Table:

Description

VID | Indicate the VLAN ID number De-
pen-
dent

Static Indicate the member ports to this VID. This entry is created by user. All

Member ports

Ports

Static Indicate the ports that outgoing packet is tagged or untagged. Displayed: The outgoing | De-

Tagged packet is tagged from this port. Non-displayed: The outgoing packet is untagged from this | pen-

Ports port. This entry is created by user. dent

Dy- Indicate the member ports to this VID. This entry is created by GVRP (discussed in Section | De-

namic 2.9.3). pen-

Member dent

Ports

Dy- Indicate the member ports whose outgoing packet is tagged. Displayed: The outgoing | De-

namic packet is tagged from this port. Non-displayed: The outgoing packet is untagged from | pen-

Tagged this port. This entry is created by GVRP (discussed in Section 2.9.3). dent

Ports
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2.13.3 Port-Based VLAN

Port-Based VLAN (or Static VLAN equivalent) assignments are created by assigning ports to a VLAN. If a device is
connected to a certain port, the device will be assigned a VLAN to that specific port. If a user changes the connected
port, a new port-VLAN assignment must be reconfigured for this new connection. To setup port based VLAN, please
follow the following steps:

1. Click on Port-Based VLAN setting page as shown in Figure 2.135.

2. Select specific ports to be included in certain group by checking the corresponding box under the Member ports
on row of port-based VLANs’ Group ID. Note that if the users check the box under the Group ID column, all the
Member Ports will belong to that VLAN’s Group ID.

3. Click on the Update button to allow the setting to take effect on the managed switch.

— Port-Based VLAN Setting
Group SR RO
1] 14 12 21 22 23 24 25 26 27 28 34 32 33 34 35 36 37 38 41 42 43 44
10
20 /00 0000000000000 06004000040
30 O 0O 0000000000000 o0oOooaoaoaoao
40 '01'0 0 000000000 oo ogoooaoro
s0 O 0O 0O 0O 0O 0D O0ODO0OO0DO0OO0ODO0ODODO0OOOOODODOOGOOQO
¢sO0 0 000000000000 oo0oo0oooonO0ao
/U 0 0O 0O 0O 0O 0O 0O0O00Oo0O0O0o0o0o00o0o0oo0oa0o
el O/00 00000000000 o0cooooooago
sO0 O 1N I I [ [ I I A T I O B O
ol O0/00 00000000000 000o000anno
Update

2.13.4 MAC-Based VLAN

The managed switch also supports the ability to assign a VLAN ID (VID) to an untagged packet based on the source
MAC address. This can be set in this sub-menu as shown in Figure 2.135. There is maximum 512 entries in the MAC-
based VLAN table (Source MAC address +VLAN ID) in the lower part of this webpage. If the users enter a duplicated
MAC address into the MAC-based VLAN table, the old VLAN ID will be overwritten by the new VLAN ID. The VLAN ID
range is between 1 to 4096. If the source MAC address of a packet is matched with any entry inside the MAC-based
VLAN table here, the mapped VLAN ID will be added to the packet.

— MAC Based Setting
ViD
MAC Address (1~4094)
| | || Add / Modify |
MAC Address ViD
Empty
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2.13.5 IP Subnet-Based VLAN

This sub-menu allows the user to assign a VLAN ID to an untagged packet based on the source IP address and the
prefix length which is called IP subnet based VLAN. Figure 2.137 shows the webpage where the users can enter the
IP address, prefix length and VLAN ID (VID) for creating a VLAN based on its IP subnet. The list of existing IPs subnet
based VLAN is shown in the lower part of the webpage. This feature support maximum of 64 sets (IP address + Prefix
length + VLAN ID). The VLAN ID (VID) range is between 1 to 4096. This VLAN setup feature supports both IPv4 and
IPv6. If a duplicated pair of IP address and prefix length is entered into the table, there will be an error message.
The prefix length of IPv4 is 0 to 32 while the prefix length of IPv6 is 0 to 64.

— P Subnet-Based Setting

VID
(1~4094)

| | Add

IP Address Prefix Length

IP Address Prefix Length viD

Empty

2.13.6 Protocol-Based VLAN

For the protocol based VLAN, the switch supports 3 Ethernet packet frame types: Ethernet 11, 802.3 LLC, and 802.3
SNAP. It uses the EtherType field (Protocol ID) in these frames to assign a VLAN ID for each untagged packet. There
are two submenus for Protocol-Based VLAN: Protocol to Group Setting and Group to VLAN Setting.

Protocol to Group Settings

The users can add or modify the Group ID in this menu option, as shown in Figure 2.138. Here, the maximum of
16 rules are supported. “Protocol Group Setting” is used to define the protocol rule and assign a unique ID (Group
ID). The value of Group ID is between 1 to 2147483646. The Frame Type can be Ethernet, SNAP, or LLC. The “Value”
field in the webpage is the EtherType (Protocol ID).

— Protocol Group Setting
Group 1D
(1~2147483646) Frame Type Value
| [Ethemetv| | || Add |
Group 1D Frame Type Value
Empty
Group to VLAN Settings

The users can add or modify Group ID and for each port or multiple ports in this menu option, as shown in Figure
2.139. “Group to VLAN Setting” is used to map the Group ID to a VLAN ID (VID). This will map the FrameType and
EtherType to a VLAN ID.
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—Proocsl Porls Sefting

viD

Port Group ID s

Add |

Port Group ID viD
Empty

2.13.7 QinQ

Originally the 802.1Q standard VLAN only allowed one VLAN tag appended in a packet. But the QinQ feature in this
subsection allows two VLAN tags to be appended in a packet. The main purpose of the QinQ is for service providers
to place additional VLAN tag as an external network identification and to keep the original customer’s VLAN tag if
existed.

To understand the operation of QinQ VLAN setting, we will use an example of a network where there are two build-
ings called Building 1 and Building 2 that has two departments called Department A and Department B of the same
company on both buildings. Department A want to use the VLAN2 (TPID = 0x8100) for inside communication and
Department B also want to use the VLAN2 (TPID = 0x8100) for inside communication, but they do not want to com-
municate with each other.

The network administrators can enable the QinQ VLAN feature or double tagging VLAN function in the company
managed switches. If Building 1 has the following switches: Al (for Department A), B1 (for Department B), H1 (for
Backbone network) and Building 2 has the following switches: A2 (for Department A), B2 (for Department B), and
H2 (for Backbone network) then all of the switches can be configured as shown in Figure 2.140.

Port1 Port1

Al _ »PVID3 PVID:3 > AD
QinG:0x 9100 QinQ:0x3100

Tag:0x8100 Tag:0x8100

VLAN:2 VLAN:2

H1 H2

Port3—» pPort3

Tag0x8100 VID:3,4 VID:3.4 Tag:0x8100
VLAN:2 ainaoxatoo PO3 Hinaoxeton VLAN 2
Port2
B1 ?ﬂgd ~_ PVID4 B2
—® QinQ 0% 9100 QinQ:0x9100

The operation of the network in Figure 2.140 based on QinQ VLAN setting rule can be described as follows.
1. Switch Al and Switch B1 send some packets with VLAN tag (TPID=0x8100, VLAN ID=2) to H1.

2. The Switch H1 treats these received packets with VLAN tag (TPID=0x8100) as untagged packets because the
receiving ports’ QinQ TPID = 0x9100. These packets will be inserted the second VLAN tags (TPID=0x9100, VLAN
ID = PVID).
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3. The Switch H1 will switch these packets to Port3 (VLAN ID=3 or 4 depending on the incoming port number from
AlorBl).

4. The Switch H2 receives these packets and switches them by the VLAN rule. The packets with VLAN ID 3 will be
sent to Port 1 and the packets with VLAN ID 4 will be sent to Port 2.

5. Before Switch H2 sends these packets out from Port 1 or Port 2, the VLAN tags (TPID=0x9100, VLAN ID=3 or 4)
will be removed from these packets.

Figure 2.141 shows the QinQ Setting webpage where the QinQ function can be enabled for each port on the man-
aged switch. When checking the corresponding enabled box behind each port, the TPID field will become active.
The default TPID is set to 0x8100 which means that the QinQ feature is disable. To enable the QinQ for a port, the
users need to set the TPID value. In general, it should be set to 0x9100 which must be different from the original
tag’s 0x8100 as described in Section 2.13.2. The TPID value should be between 0x0000 to OxFFFF. When setting a
trunk port with QinQ, it does not allow each physical port with different QinQ setting. This means that the QinQ
enabled fields and TPID fields of all physical ports in a trunk port must be the same.

The QinQ setting rule is summarized as follows:

e Foringress ports and egress ports, they use the TPID field to decide whether a packet is being with a VLAN tag
or not.

- Apacketis untagged (without VLAN tag) if its TPID field is not the same as the TPID that we set for the port
in the QinQ configuration.

- A packet is tagged (with VLAN tag) if its TPID field is the same as the TPID that we set for the port in the
QinQ configuration.

e Eithertagged packet or untagged packet are processed by the general VLAN rule to tag a packet, untag a packet,
or keep the same packet, and do the switching.

e When a packet is tagged with a VLAN tag. The tag’s TPID is from the input port’s QinQ setting and the tag’s VLAN
ID is from the input port’s PVID setting.

— Cind Salling
Port 00 Enabied TPID
11 E100
12 E100
21 E100
22 E100
23 £100
24 E100
25 2100
26 2100
27 £100
28 £100
it £100
iz £100
33 B100
id B100
35 B100
36 B100
37
38 B100
41 &100
42 B100
43 B100
44 B100
Update
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After finish setting the QinQ feature for any of the port, please click the Update button to allow the setting take
effect on the managed switch.

2.13.8 Voice VLAN

Avoice VLAN is a VLAN (virtual local area network) that is specifically allocated for user’s voice data streams. It can
control the transmission priority of the passing voice traffic and other traffic when transmitted with other traffic.
When other services (data, video, etc.) are transmitted simultaneously, the voice service can be set as high pri-
ority transmission or low priority transmission to ensure that the voice service can be transmitted with a higher
forwarding priority or other services can be transmitted with a higher priority.

Voice VLAN Settings

The users need to refer “2.13.8.2 802.1Q VLAN Settings” to create one vlan, then add ports to vlan and untagged for
voice vlan. Then the users can configure the Voice VLAN setting in this menu option, as shown in Figure 2.138.

—Woice VLAN Setling
Voice VLAN _| Enabled
Vian ID 1 [{1~40894)
Priority Low w
Update |

Voice VLAN State: Select to enable or disable Voice VLAN. The default is Disabled. Before you enabled Voice VLAN,
you must configure the Voice VLAN Global Settings.

VLAN ID: The ID of VLAN that you want to assign voice traffic to. You must first create a VLAN from the 802.1Q VLAN
page before you can assign a dedicated Voice VLAN. The member port you configured in 802.1Q VLAN setting page
will be the static member port of voice VLAN. To dynamically add ports into the voice VLAN, please enable the Auto
Detection function.

Priority: The 802.1p priority levels of the traffic in the Voice VLAN. Default Priority is set to LOW.

Aging Time: Enter a period (in hours) to remove a port from the voice VLAN if the port is an automatic VLAN member.
When the last voice device stops sending traffic and the MAC address of this voice device is aged out, the voice VLAN
aging timer will start. The port will be removed from the voice VLAN after the expiration of the voice VLAN aging
timer. Selectable range is from 1 to 120 hours.

From Port / To Port: A consecutive group of ports may be configured starting with the selected port.

Auto Detection: Switch will add ports to the voice VLAN automatically if it detects the device OUI matches the
Telephony OUI configured in the Voice VLAN OUI Setting page. Use the drop-down menu to enable or disable the
OUl auto detection function. The default is Disabled.

Status: Shows status of port if IP Phone connected to ports status set to “Connected” otherwise “None”.

Voice VLAN OUI Settings

This window allows the user to configure the user-defined voice traffic’s OUI. An Organizationally Unique Identifier
(OUI) is the first three bytes of the MAC address. This identifier uniquely identifies a vendor, manufacturer, or other
organization.
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—Voice VLAN OUI Satting
Default OUI 0
Description Slemens  « (OUI Name)
User defined OUI
Description {OUI Name)
Telephony OUI | Jpocxotoct0:00:00)
Update |
Description Telephony OUI OUI Mask Delete
Siemens 0001EZ00:00:00 FF:FF.FF:00:00:00 | Delete |
Cisco 00.03:68:00:00.00 FF-FF.FF.00.00.00 Delete

o

weLoTec

Default OUI: Pre-defined OUI values, including brand names of 3COM, Cisco, H3C, Pingtel, Siemens, NEC/Philips,

Huawei3COM, and Avaya.

User defined OUI: You can manually create a Telephony OUI with a description.

Ve VLAN I Selting

Default U 5
Dascripten (O Name]

User defined OUI
Descrintin POUN Hame]
Talapheery U Decoroo D0 00 00)

| Locate |
(Do i R Telephady DUl DN Magk Dbt
Empty

r— Wit WLAN 0L Seming

Dafamit U o
Description (DU Mama)

User defined OUI
Dscriplion {01 Hama
Telaphony U 00, 1132 00,0000 oo 00 00:00)

[ Update |
Duscription Talaph oay 0N AN sk Deleta
Empty

2.14 Securi

Seven security features are provided in RSAGS series including the followings:

e Port Security (Static)
e 802.1X

e |P Source Guard

ARP Spoof Prevention

e DHCP Snooping

e Access Control List (ACL)
e Dynamic ARP Inspection
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Figure 2.146 shows the dropdown menu for security section on the managed switch.

RENRENNCCN | | N T [ [ M [ |
weLotec [0 | N [ | -——

§ coperiekug | Faeunup MERFRP
B Lk Cown [ o i aie
+ Basic — Pofl Securty Sang
» Administration
+ Formarding Port E rusbi Diisabbe
+ Redundancy 11 .
+ Pont 12
+ Trusiing i; Enabla ~
+ Uinicast/Multicast MAC
+ GARPGVRPIGMRR i3
» IP Multicast A
= SHMP Lipdata
+ Spanning Tres
- VLAN Part Status
- Security 1.1 Crs sl
« Pod Securly 12 Cesabied
= NMAC Learming Limis 21 [esabied
= BOZ1X 22 Det-abied
= IP Source Guans 13 Cesabid
ARF Spoul Prineinos 24 Des aberd
OHCP Snoopng 4 Cezabied
ACL 18 e gt
= Oymamic ARP inspaction 27 D5 absigd
= MAC Suih 28 [esabdad
+ ERPLRing L] Dusatuad
+ Liop a2 D atsd
= upLD 33 Cesabead
= Clhent P Setting 34 Desabead
v SymeE 14 Dedabsiad
+ Sysiem
38 [esapsag
37 Cesabéad
is Detatsad
a1 Cegabigd
42 [esatead
43 Cesabied
A Detabied

2.14.1 Port Security

Port Security or static port security subsection allows the users to control security on each port of the managed
switch and create a table of MAC addresses allowed to access the switch. The Port Security menu is subdivided
into two sub-menus which are Setting and White-List MAC.

Port Security Settings

Figure 2.147 displays the Port Security Setting webpage where the users can enable or disable static security on
one or multiple ports. To enable or disable multiple ports at the same time please hold the Ctrl key and select
multiple ports under the Port list and choose Enable or Disable and then click Update button. The lower part of the
Port Security Setting webpage shows the status of security setting for each port on the managed switch.
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—For Security Satbing

Port EnabbeDisabe

1.1 -

12

; ; Enabla +

23

24 =

Updata

Port Status
1.1 Crsabled
12 Disabled
21 s abled
22 s abled
23 DCisaed
24 Disabied
25 Digabled
28 Disabled
27 Disabled
28 Disabled
31 Disabied
32 Disabled
33 Disaied
34 Disaibied
15 Disabled
18 Disabled
7 Casabled
8 Disabled
41 Cnsabled
42 Disabled
43 Drsabled
a4 Disaibied

Port Security White-List MAC

The White-List MAC webpage is depicted in Figure 2.148. Users can create a list of MAC address that will be allowed
to access the managed switch. Users will need to specify the VLAN ID (VID) and port number for each MAC address
added to this list. After entering all required fields, please click on the Add button to add the new MAC address
into the whitelist. Please remember that the same MAC address cannot be assigned to two different ports. This will
cause an error message. Note that if there are existing MAC addresses on the list and the users would like to remove
them, please click on the Remove button at the end of each record. Image below summarizes the descriptions of
the fields in White-List MAC webpage.

—'White-List MAC

MAC Address viD Port
Emipty
viD
MAC Address (1-4004) Port
| 11w
Add

Table 2.47 Description of Fields in White-List MAC Webpage
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Label Description

MAC Address | Type the suitable MAC address

Ports Choose the desired ports

Remove Option to remove the corresponding MAC address

Add Click to add a MAC address

VLAN Specify the corresponding VLAN address to MAC address.

2.14.2 MAC Learning Limits

MAC limiting protects against flooding of the Ethernet switching table (also known as the MAC forwarding table or
Layer 2 forwarding table). You enable this feature on interfaces (ports). MAC limiting sets a limit on the number
of MAC addresses that can be learned dynamically on a single Layer 2 access interface or on all the Layer 2 access
interfaces on the services gateway.

The managed switch support 3 source MAC addresses (first 3 MAC addresses) are learned on the specific port(s)
and support user can clear the learned MAC addresses for re-learning the new MAC addresses on a specific port(s).

—MAC Learing Limits
Port Enabile Clear
1.1 0O 0
12 O O
21 O ]
22 | |
23 O (]
24 O O
2% O O
25 Cl m|
27 O O
28 U N
31 0 0
iz U N
13 O O
34 Ll ]
is O O
1] O O
T O O
38 O O
41 0 0
42 O O
43 O ]
44 O O
Update

Table 2.48 Descriptions of MAC learning limitation:

Label Description

Enable | Enable/disable the MAC address learning limitation functionality on specific port(s)

Clear To clear the learned MAC addresses for re-learning new MAC addresses on specific port(s)

Update | Update the settings
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2.14.3 802.1X

802.1X is an IEEE standard for port-based Network-Access Control. It provides an authentication mechanism to
devices that want to attach to a LAN or WLAN. This protocol restricts unauthorized clients from connecting to a
LAN through ports that are opened to the Internet. The authentication basically involves three parties (see Figure
2.150): a supplicant, an authenticator, and an authentication server.

e Supplicant: A client device that requests access to the LAN.

e Authentication Server: This server performs the actual authentication. We utilize RADIUS (Remote Authentica-
tion Dial-In User Service) as the authentication server.

e Authenticator: The Authenticator is a network device (e.g.: the RSAGS Industrial Managed Switch) that acts as a
proxy between the supplicant and the authentication server. It passes around information, verifies information
with the server, and relays responses to the supplicant.

The authenticator acts like a security guard to a protected network. The supplicantis not allowed accessing to the
protected side of the network through the authenticator until the supplicant’s identity has been validated and au-
thorized. With 802.1X authentication, a supplicant, and an authenticator exchange EAP (Extensible Authentication
Protocol, an authentication framework widely used by IEEE). Then the authenticator forwards this information to
the authentication server for verification. If the authentication server confirms the request, the supplicant (client
device) will be allowed to access resources located on the protected side of the network. RADIUS: The RADIUS is a
networking protocol that provides authentication, authorization, and accounting (AAA) management for devices
to connect and use a network service. Figure 2.150 shows a diagram of RADIUS authentication sequence.

— ARP Spoof Prevention Enable

ARPF Spoof Prevention |_| Enabled
Update
—ARP Spoal Pravention Tabla
Total Entries: 0
1Pv4 Address MAC Address Port(s) Remove?
Remove all |
IPv4 Address MAC Address Port(s)
1.1 -
1.2
| 1.3
14
21
2.2 -
[ Add

The 802.1X option under the Security section is subdivided into three sub-menus which are: Setting, Parameters
Setting, and Port Setting.
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802.1X Settings

The 802.1X security mechanism can be enabled in this webpage as shown in Figure 2.151. When the users check the
Enabled box, the rest of the option fields will become active. The users then have to enter all the required fields to
configure the 802.1X Setting which are the IP address of RADIUS server, the RADIUS server’s port number, RADIUS
server’s accounting port number, NAS identifier, shared key and confirmed shared key. Additionally, the Forward
802.1x option can also be enabled in the last field. Summary of 802.1X Setting options are given in Table 2.49. After
changing all the required fields, please click on the Update button.

— B02, 1 Satting
802 1x || Enabied
Radius Server IP 0.0.0.0
Sarver Port (0-65535) 1812
Ancounting Port (0-65515) 1813
MAS Identifiar Managed Switch
SharedKey 0 seeesss -
Confirmed Shared Ky e .
Forward 802 1x [ Enabiad
| Update

Table 2.49 Descriptions of 802.1X Setting:

Label Description Factory
Default

802.1x Choose whether to enable 802.1X for all ports or not Disabled

Radius Set RADIUS server IP address 0.0.0.0

Server IP

Server Port | Set RADIUS server port number. The range is 0 ~ 65535. 1812

Accounting | Setthe accounting port number of the RADIUS server. The range is 0 ~ 65535. 1813

Port

NAS Identi- | Specify theidentifier string for 802.1X Network Access Server (NAS). Max. of 30 char- | Managed

fier acters. Switch

Shared Key | Ashared key between the managed switch and the RADIUS Server. Both ends must | NULL
be configured to use the same key. Max. of 30 characters.

Con- Re-type the shared key string. Depen-
firmShared dent
Key

Forward Choose whether to enable forwarding of 802.1x Disable
802.1x

802.1X Parameters Settings

There are several 802.1X parameters that the users might want to fine tune. This can be done on this webpage
as shown in Figure 2.152. These parameters are related to the authentication periods or timeout durations and
maximum number of authentication requests. Table 2.50 summarizes the descriptions of these parameters and
their default setting. Please clicking on the Update button after the users changed any of the parameters.
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— 802.1X Parameter Setting
Quuiet Period
(10~65535) | 60fseconds
(10-65835) seconds
?IL::]EI?;EI?}M Timeout ceconds
ﬁ%ﬁﬁ{;mem seconds
(0-655%8)  5600]seconcs

Table 2.50 Descriptions of 802.1X Parameters:

Description Fac-

tory
Default

Quiet Pe- | Waiting time between requests when the authorization has failed. Range from 10 to | 60
riod 65535 seconds.

Tx Period | Waiting time for the supplicant’s EAP response packet before retransmitting another | 15
EAP request packet. Range from 10 to 65535 seconds.

Sup- Waiting time for the supplicant to response to the authentication server’s EAP packet. | 30
plicant Range from 10 to 300 seconds.

Timeout

Server Waiting time for the authentication server to response to the supplicant’s EAP packet. | 30
Timeout | Range from 10 to 300 seconds.

Maxi- Maximum number of the retransmissionsthat the authentication serversends EAP re- | 2
mum quest to the supplicant before the authentication session times out. Range from 2 to 10

Requests | seconds.

Reauth Time between periodic re-authentication of the supplicant. Range from 30 to 65535 sec- | 3600
Period onds.
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I
802.1x Port Setting

The user can individually configure 802.1x security mechanism on each port of the RSAGS managed switch as
shown in Figure 2.153. Each port can be set for any of the four authorization modes which are Force Authoriza-
tion, Force Unauthorization, IEEE 802.1X Standard Authorization, and no authorization (N/A) as described in Table
2.51. The lower part of the webpage is a table display the status of authorization mode and state of each port on the
managed switch. To enable the 802.1X security on any of the port(s), click one of the port or press Ctrl key and click
multiple ports on the list and choose the Authorization Mode from the pulldown list and click the Update button.
To check the latest status of the 802.1X port setting, please click on the Refresh button.

— 802.1X Port Setting
Port Mode
| Standard Authorization v |
| Update | | Refrash

Port Mode State

1.1 MiA Instialize
1.2 MIA Initialize
21 MIA Initialize
2.2 NIA Initialize
23 NIA Initialize
24 MIA Initialize
25 MIA Initialize
26 NIA Initialize
27 MIA Initialize
28 MIA Initialize
31 MIA Initialize
32 MNIA Initialize
33 MIA Initialize
34 MIA Initialize
15 MIA Initialize
3B MIA Initialize
T MIA Initialize
3.8 NIA Initialize
4.1 MIA Instizlize
4.2 MIA Initialize
43 MIA Initialize
4.4 MNIA Initialize

Table 2.51 Descriptions of 802.1X Port Setting:
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Description

Port Set specific ports to be configured. ' Op-
tion
Mode Choices: Force Unauthorized: Specify forced unauthorized. Force Authorized: Specify | N/A

forced authorized Standard Authorization: Specify authorization based on IEEE 802.1X
N/A: Specify disable authorization

2.14.4 |IP Source Guard

IP Source Guard is another security feature in RSAGS managed switch that provides source IP address filtering on
aLayer 2 port. Thisis to prevent a malicious host from impersonating a legitimate host by assuming the legitimate
host’s IP address. This security feature uses dynamic DHCP snooping and static IP source binding to match IP
addresses to hosts on untrusted Layer 2 access ports. Users can view two submenus: IP Verify Source and IP Source
Binding where inside each of which has two submenus Setting and Status as show in Figure 2.154.

- |IP Source Guard
- |p Verify Source
Setting
Status
- |p Source Binding
Setting
Status

IP Verify Source Setting

The IP Verify Source is a dynamic IP Source Guard that creates a Layer-2 packet filtering on each port of the RSAGS.
Thefilter types can be IP or IP-MAC. For IP filter type, RSAGS will check only the Source IP address of the packets. For
IP-MAC filter type, RSAGS will consider both Source IP address and Source MAC address of the packets. Figure 2.155
shows the IP Verify Source Setting webpage. To enable IP verify Source filtering on a port, check the corresponding
Enable box and choose a Filter-type from the dropdown list. After finish configuring, click on the Update button to
active the filtering. After a filter was activated, all incoming packets to a configured port will be dropped. Only the
packets that conform to specific Source and MAC addresses will be allowed to pass.

Welotec GmbH www.welotec.com
Zum Hagenbach 7 info@welotec.com

Page 114
48366 Laer +49 2554 9130 00



O weLoTec

— I Virdy Sounoe
Pon  Esable  Filer-typs
1.1 IP-MAL ~
12 IP-MAL
13 1P-MAL +
14 1P-MAC »
21 P-MAL v
33 IP-MAC v
23 IP-MAL ~
24 IP-MAL v
25 1PMAE ~
286 IP-MAC
27 1P-MAL w
T IP-MAC v
3 IP-MAL v
32 IP-MAL »
13 1P MAL ~
34 (IF-MAE »
1% 1P MAE »
s IP-MALC »
17 P-MAL w
T IP-MAL »
it IP-MAL v
i2 1P MAL »
43 1PN w
4 IP-MAL

Updata

IP Verify Source Status

The user can check the status of IP Verify Source guard setting on each port in this webpage as shown in Figure
2.156. For each entry in the status table, there will be port number, Filter-type, Filter-mode, IP Address, and MAC
Address. Note that if the DHCP snooping function was not enable or no traffic on the port, you will see the notifi-
cation “inactive-no-snooping” message in each entry. To enable the DHCP snooping feature on the RSAGS, go to
Section 2.14.6.
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— |p Verify Source - Status

Port Filter-type
11
12
1.3
1.4
21
22
23
24
25
26
27
28
31
32
3.3
34
3.5
36
37
38
4.1
4.2
4.3
4.4

Filter-mode

inactive-no-snooping
inactive-no-snooping
inactive-no-snooping
inactive-no-snooping
inactive-no-snooping
inactive-no-snooping
inactive-no-snooping
inactive-no-snooping
inactive-no-snooping
inactive-no-snooping
inactive-no-snooping
inactive-no-snooping
inactive-no-snooping
inactive-no-snooping
inactive-no-snooping
inactive-no-snooping
inactive-no-snooping
inactive-no-snooping
inactive-no-snooping
inactive-no-snooping
inactive-no-snooping
inactive-no-snooping
inactive-no-snooping
inactive-no-snooping

IP Address

MAC Address

IP Source Binding Setting

The IP Source Binding is a static IP Source Guard that creates a Layer-2 packet filtering on each port of the RSAGS.
This packet filter will require specific Source IP Address and Source MAC Address to be entered for each port. To
enable IP Source Binding filtering on a port or multiple port, the user must enter the Source MAC Address and the
Source IP Address in the corresponding textboxes as shown in Figure 2.157. Then, check the boxes for all required
ports. Then, click Add button to add the filtering entry for IP Source Binding. An entry of IP Source Binding filtering
will be listed in the table in the lower part of the webpage.
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— |p Source Binding - Setting

Source MAC Address Addm55:| |

Source IP Address Address:| |

(11 2 Cha Cha
(P41 (22 (23 (a4
B (k5 (ke (27 (s
(134 (32 O33 Caa
(35 (3s (37 Cl3s
(g1 Cla2 Clas Clea

Add

Source MAC Source IP
s Address Address Sl

IP Source Binding Status

The user can check the status of IP Source Binding guard setting based on MAC Address and IP address pairs in this
webpage as shown in Figure 2.158. For each entry in the status table, there will be MAC Address, IP Address, Lease
(seconds), Type of Filtering, and list of Ports.

Ip Source Binding - Status

MAC Address IP Address Lease(sec) Type Port(s)

2.14.5 ARP Spoof Prevention

ARP (Address Resolution Protocol) Spoof Prevention is a security mechanism supported by Welotec’s RSAGS series
to prevent ARP spoof attacks. The ARP spoof attack is a kind of network security attacks that a malicious host or
node sends a falsify ARP messages over a local area network. This type of attack is also called ARP spoofing, ARP
cache poisoning, or ARP poison routing. Typically, the attacker would like other hosts/nodes in the network to link
or map the malicious Ethernet MAC address to a legitimate IP address of a victim host/node.

When ARP Spoof Prevention is enabled on RSAGS series, the ARP spoof prevention table must also be set with
prevention entries. Each entry consists of IPv4 Address, MAC Address, and Port number(s). The IP Address and the
MAC address in each entry belong to a legitimate or valid host/node that the administrator assigned or approved
and the administrator of RSAGS want to protect that host/node from being spoofed. The port number can be one
or group or all of the ports on RSAGS that will be accepting incoming ARP packets from the network. If there are
incoming ARP packets to RSAGS and both IP address and MAC address of the ARP packets match one of the entries
in the table, the ARP packets will be accepted by the RSAGS system. If the sender’s IP address of an ARP packet
matches the IP address in one of the entries in the table but the sender’s MAC address of the ARP packet does not
match, the RSAGS will drop the ARP packet on its port. Note that RSAGS will bypass or accept other ARP packets
whose sender IP is not in the ARP Spoof Prevention Table.
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— ARP Spoof Prevention Enable

ARF Spoof Prevention |_| Enabled
Update
— ARP Spoof Prevention Table
Total Entries: 0
1Pv4 Address MAC Address Port(s) Remove?
Remove all |
IPv4 Address MAC Address Port(s)
1.1 -
1.2
| 13
14
21
2.2 -
Add

2.14.6 DHCP Snooping

Arogue DHCP (Dynamic Host Control Protocol) server may be set up by an attacker in the network to provide falsify
network configuration to a DHCP client such as wrong IP address, in-correct subnet mask, malicious gateway, and
malicious DNS server. The purpose of DHCP spoofing attack may be to redirect the traffic of the DHCP client to a
malicious domain and try to eavesdrop the traffic or simply try to prevent a successful network connection estab-
lishment. To protect against a network security attack of rogue DHCP server or DHCP spoofing attack, Welotec’s
RSAGS provides DHCP Snooping feature. When this feature is enabled on specific port(s) of RSAGS managed switch,
the RSAGS will allow the DHCP messages from trusted ports to pass through while it will discard or filter the DHCP
messages from untrusted ports.

To enable the DHCP Snooping feature, check the Enabled box behind the DHCP Snooping option under the DHCP
Snooping webpage as shown in Figure 2.160. By default, all interfaces of RSAGS are untrusted for DHCP Snooping.
To configure specific port(s) as trusted port(s), simply check the box under the Trust column for that Port(s). Finally,
click the Update button at the bottom of the webpage to activate the DHCP Snooping on the selected port(s). Note
that the table inside the DHCP Data box will show information of the IP-to-MAC mapping, the Request Port and
Lease Time of DHCP. To obtain the latest information on the bindings table, click on the Refresh button.
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—DHCP Snoopng
DHCP Snoopen) Enabigd
Pont Trusg
11
12
1.3
14
21
22
23
4
25
26
7
25
3
32
33
a4
5
38
ar
¥ ]
419
42
43
ad
Update
~ DHCF Data
Rafrgsh
Index ] MAC Request Port Lease Time

2.14.7 ACL

Access Control List (ACL) is the mechanism for network access control. The users configure the switch’s filtering
rules for accepting or rejecting some packets. Two types of filters are deployed in the RSAGS series: 1) by MAC
layer, and 2) by IP layer.

The numbers of matching rules can be at most 128. However, the main important rules that are mostly exercise
are follows. Rules for filtering by MAC layer includes MAC address, VLAN ID or Ether type. Whereas rules for filtering
by IP layer includes IP protocol, IP address, TCP/UDP port or Type of Service (TOS). When filtering is enabled, the
matchingrules are used to check whether the receiving packet is matched. Ifitis match, the packet will be rejected;
otherwise, it will be accepted. Note here that the matching rules later will be referred to as the entries of ACL.

The ACL webpage is depicted in Figure 2.161. To differentiate between each ACL entry, Index number from 1 to 128
is used. The ACL entry that has higher priority will be checked first before the lower priority. The Name field is for
setting name of this rule. Type of filtering whether MAC layer (“Mac Base”) and IP layer (“IP Base”) can be set in
the Filter field. Note that when change from Mac Base to IP Base the required parameters for ACL setting will be
changed accordingly.

Welotec GmbH www.welotec.com
Zum Hagenbach 7 info@welotec.com

Page 119
48366 Laer +49 2554 9130 00



ﬁ,’ weLoTec

= AL indarmatan
Indes -1 2R et auta)
Hame
Filfar Mac Base
Source MAC Addness Adress| | ntasic| |
Dustirnaion WAC Address. Address| | i ]
WLAN 10 [ [1-8084)
WLAN Fricsiy Tog 0T}
Efar Tipe [D600-FFFF)
Pest O Oz D2 O2z O2s Daa Ozs Das Cay C2s D Daz Cay Oaa Das Oas Oy O Day Oaz Clas Clas
Action |Deny
[ Add || Modity | [ Remave |
<< Provicus Page NetPaga>> | | Cleardd |

Iedes Mame Action Fitter e Mac Dat Mac VLANID VL

[ ecPrevieus Page || NexiPage»> | Claaer A0

The main ACL entries for filtering by MAC layer (also called L2 filtering) as shown in Figure 2.161. Figure 2.161
include MAC address, VLAN ID, VLAN Priority Tag and Ether Type. Table 2.52 describes definition of each in details.
Here note that if any field is empty, that ACL entry will be ignored.

Table 2.52 Description of Main ACL Entries for L2 Filtering in ACL Webpage:

Definition

Source | MAC address are the fields of the Ethernet frame | Forevery non-zero bitinthe Mask, its relative bit
or header. The Mask item is a bit mask for comparing | intheIP address will be compared. If the Mask is
Desti- | range. 0.0.0.0, then this condition is always accepted. If
nation the Mask is empty, it is considered equal to the
MAC Mask of 255.255.255.255 and all of bits in the IP
Ad- Address are compared.

dresses

VLAN | The VLAN ID field of 802.1Q VLAN tag in the Eth- | The item value is between 1~4094.

ID ernet frame header. If the trunk ports are created,
they will also be shown on the port list. If you want
to select a trunk port, please make sure that there
are no ACL entry using the physical ports which
are belonging this trunk port.

VLAN The Priority field of 802.1Q VLAN tag in the Ether- | The item value is between 0~7.
Prior- net frame header.

ity Tag

Ether The Ethernet type field in the Ethernet frame | Theitem value is between 0~OxFFFF.
Type header. The followings are examples. The value

0x8000 is an IPv4 packet. The value 0x86DD is an
IPv6 packet. The value 0x8100is an 802.1Q packet.

The main ACL entries for filtering by IP layer (also called L3 filtering) as shown in Figure 2.162 include IP Protocol,
Source IP Address, Destination IP address, TCP/UDP Source Port, TCP/UDP Destination Port and TOS. Table 2.53
describes definition of each in details. Once again, note that if any field is empty, that ACL entry will be ignored.
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Table 2.53 Description of Main ACL Entries for L3 Filtering in ACL Webpage:

Definition

IP The Protocol field of the IPv4 packet header. The followings are | The item value is between

Pro- examples. The value 1is foran ICMP packet. The value 6 is for the | 0~65535.

tocol | TCP packet. The value 17 is for the UDP packet.

Source| TheVLANID field of 802.1Q VLAN tagin the Ethernet frame header. | For every non-zero bits in the

or The Mask item is a bit mask for comparing range. Mask, its relative bit in the IP

Des- address will be compared. If

tina- the Mask is 0.0.0.0.0.0, then this

tion condition is always accepted. If

IP Ad- the Mask is empty, it is con-

dresses sidered equal to the Mask of
FF:FF:FF:FF:FF:FFand all of bitsin
the IP Address are compared.

TCP/UDPThe fields of TCP/UDP frame header. Itis used to filter the applica- | The item value is between

Source| tion services. For example, the TCP Destination Port 21 is for the | 0~65535.

Port / | FTP service, the TCP Destination Port 23 is for the Telnet service

TCP/UDPand the TCP Destination Port 80 is for the HTTP service. To se-

Des- lect which ports will follow the filter rule and what action to take,

tina- check the checkbox corresponding to that port and select choice

tion of “Deny” or “Permit” in the action field. If this ACL entry is match,

Port rejecting packet if ‘Deny’ is selected, and accepting packet if ‘Per-

mit’ is selected.

TOS A Differentiated Service Code Point (DSCP) field in an IPv4 header. | The item value is between 0~63.

(Type | Itis used for providing Quality of Service (QoS).

of

Ser-

vice)

Table 2.54 Summary of Label, Description, and Factory Default for Both ACL Filtering Method:
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LABEL DESCRIPTION FACTORY
DEFAULT

Index Priority (1-128) NONE

Name Max length 32 NONE

Filter Mac Base/IP Base Mac Base

Source MAC Address | A:B:C:D:E:F.isthe MAC address. Mask is for bit mask checking. 0.0.0.0.0.0 | NONE

and Mask is for accepting all. Empty is as FF:FF:FF:FF:FF:FF.

Destination MAC Ad- | A:B:C:D:E:F.isthe MAC address. Mask is for bit mask checking. 0.0.0.0.0.0 | NONE

dress and Mask is for accepting all. Empty is as FF:FF:FF:FF:FF:FF.

VLAN ID 1-4094 NONE

VLAN Priority Tag 0~7 NONE

Ether Type 0-FFFF NONE

IP Protocol 0-65535 NONE

Source IP Address A.B.C.D is the IP address. Mask is for bit mask checking. 0.0.0.0 is for ac- | NONE
cepting all. Empty is as 255.255.255.255.

Destination IP Ad- | A.B.C.Disthe IP address. Mask is for bit mask checking. 0.0.0.0 is for ac- | NONE

dress cepting all. Empty is as 255.255.255.255.

TCP/UDP Source | 0-65535 NONE
Port

TCP/UDP  Destina- | 0-65535 NONE
tion Port

TOS 0-63 NONE
Port 1,2,3,4,5,6,7,8, trk1, trk2 NONE
Action Deny/Permit NONE

The users can Add, Modify, or Remove each ACL entry based on the Index number as shown in Figure 2.161 and
Figure 2.162. The lower part of the ACL Information webpage is the list of all ACL entries. The user can browse
through the list by using the Previous Page and Next Page buttons. To remove all the ACL entries from the list, click
on the Clear All button.

2.14.8 Dynamic ARP Inspection

Dynamic ARP Inspection (DAI) is another security feature provided by RSAGS managed switch to prevent a class
of man-in-the-middle attacks. This type of attacks occurs when a malicious node intercepts packets intended for
other nodes by poisoning the ARP caches of its unsuspecting neighbors. To create the attack, the malicious node
sends ARP requests or responses mapping another node’s IP address to its own MAC address.

To prevent this kind of attack, RSAGS managed switch ensures that only valid ARP requests and responses are
forwarded. Invalid and malicious ARP packets will be dropped by the switch. DAI relies mainly on DHCP snooping
mechanism that listens to DHCP message exchanges. Then, DAl creates a bindings database of valid tuples of MAC
address and IP address. DAl is related to the function of ARP Spoof Prevention described in Section 2.14.5. DAI will
drop all ARP packets if the IP-to-MAC binding is not present in the DHCP snooping bindings database. However, if
some static IP address is needed to pass through the switch, the user should add this static IP-to-MAC binding in
the ARP Spoof Prevention webpage in Section 2.14.5. This static mapping is useful when nodes configure static IP
address, DHCP snooping cannot be run, or other switches in the network do not run dynamic ARP inspection.

To enable DAI, check the Enabled box for DAl option inside the DAl with DHCP box as shown in Figure 2.163. Then,
check the box under the Trust column for corresponding Port number to configure that port number as trusted port.
Then click Update button. The table inside the DHCP Data box will show information of the IP-to-MAC mapping, the
Request Port and Lease Time of DHCP. To obtain the latest information on the bindings table, click on the Refresh
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button. Note that if the DHCP Snooping was not enabled before enabling the dynamic ARP inspection with DHCP,
the user will encounter the message shown in Figure 2.164.

— DHCP Snaoping

DHCP Snscging Enatiad
Pan Trust
11

12

13

14

21

232

23

24

2%

25

27

28

a

2

33

4

35

a8

3T

18

41

42

43

44

Update
Message

You cannet config the Dynamic ARP inspection{DAl) without DHCP Snooping.
Please enable DHCP snooping and get DHCP data first

2.15 ERPS/Ring

Ethernet Ring Protection Switching (ERPS) is a protocol for Ethernet layer network rings. The protocol specifies the
protection mechanism for sub-50ms delay time. The ring topology provides multipoint connectivity economically
by reducing the number of links. ERPS provides highly reliable and stable protection in the ring topology, and it
never forms loops, which can affect network operation and service availability.

In the Ethernet ring, loops can be avoided by guaranteeing that traffic may flow on all but one of the ring links at
any time. This link is called Ring Protection Link (RPL). A control message called Ring Automatic Protection Switch
(R-APS) coordinates the activities of switching on/off the RPL. Under normal conditions, this link is blocked by the
Owner Node. Thus, loops can be avoided by this mechanism. In case an Ethernetring failure occurs, one designated
Ethernet Ring Node called the RPL Owner Node will be responsible for unblocking its end of the RPL to allow RPL to
be used as a backup link. The RPL is the backup link when one link failure occurs. Welotec’s RSAGS series industrial
managed switches provide several Ethernet ring protocols. The ERPS/Ring section is subdivided into six menus as
shown in Figure 2.165, which are: ERPS Setting, iA-Ring Setting, C-Ring Setting, U-Ring Setting, Compatible-Chain
Setting and MRP (Media Redundancy Protocol).
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2.15.1 ERPS Setting

ERPS Setting webpage is shown in Figure 2.166. To set up ERPS on the current managed switch, please follow the
following steps:

1. Enable the ERPS by checking on the ERPS’s Enabled checkbox.

2. Ifthe users would like to keep the log, please also check the Log’s Enabled checkbox.

3. Optionally, if the users want the switch to periodically check the status of the neighboring switches on the ring
topology using heartbeat packets, then the user can check the UERPS’s Enabled checkbox. Note that when this
feature is enabled, the recovery time of the ring topology may be longer.

4. Optionally, the users can fine tune the heartbeat interval by changing the default value 50 milli-seconds to the
desired value.

5. Click on the Update button.

6. Skip down to Add a new RAPS VLAN section at the bottom of the webpage. Enter the desired RAPS VLAN ID in
thefield and click the Add button. The VLAN ID can be the value from 1 to 4094. Table 2.55 summarizes the fields
in ERPS Setting webpage.
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—ERFPS Setting

ERPS Enabled

Log Enabled

UERPS (] Enabled

Heartbeat Interval | 50
(50~10000) ms

RAPS Configure
VLAN West Port East Port  Node State State
Empty
Add a new RAPS VLAN

RAPS VLAN | |
Add

Table 2.55 Descriptions of ERPS Setting

La- Description
bel

ERPS | Choose whether to enable ERPS or not Dis-
abled

Log | Choosetoenable log En-
abled

UERPS$ Choose whether to enable UERPS. When UERPS is enabled, ring ports periodically sent a “heart- | Dis-
beat” packet to peer ring ports to determine whether the link path (etc. wireless bridge) is failure | abled
oralive. If peerring port cannot receive “heartbeat” packets over 3 packets, the ring port will en-
ter protection state. Note: This function affects the recovery time to more than 20 ms.

Heart{ Setthe Heartbeat Interval. Range from 50 to 10000 milliseconds. 50
beat ms
In-
ter-
val

RAPS | Create the ring by specifying the R-APS VLAN ID of the ring. VLAN ID ranges from 1 to 4094. NULL
VLAN

7. Click the Configure button on the right side of the webpage that corresponding to the RAPS VLAN that was en-
tered in previous step. A new webpage will be displayed for the users to config additional parameters for ERPS
RAPS VLAN Setting as shown in Figure 2.167.

8. Configure the RAPS VLAN’s Status, West Port, East Port, RPL Owner, RPL Port, WTR Timer, Holdoff Timer, Guard
Timer, MEL, and Propagate TC. Detail description of these parameters are summarized in Table 2.56. Then, click
Update button to finish the setting up of new RAPS VLAN.
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— ERPS RAPS V0LAN Setting

RAPS VLAN 4090
Status Enabled v
West Port '_3,_4 Q'|
East Port 35 v
RPL Owner gigﬂg.d \.J'|
RPL Port MNone A
WTR Timer (0~12) o Jmn
Holdoff Timer (0~10000) 0 |ms
Guard Timer (10~2000) 500 |ms
L 6 C—
Propagate TC Enabled

Update |

Table 2.56 Description of ERPS RAPS VLAN Setting:

Description Factory
Default
ERPS Indicate current RAPS VLAN ID to be configured None
VLAN
Status Choose to enable ERPS with this VLAN Disabled
West Choose the West Port of the RPL None
Port
East Choose the East Port of the RPL None
Port
RPL Choose to enable Owner Function Disabled
Owner
RPL Select the Owner Port which is either West Port or East Port or None. None
Port
WTR Set the wait-to-restore (WTR) time of the ring in minutes. Lower value has lower pro- | 5
Timer tection time. Range of the WTR Timer is from 0 to 12 minutes.
Holdoff | Setthe holdoff time of the ring. Range is from 0 to 10000 ms 0
Timer
Guard Set the guard time of the ring. Range is from 0 to 2000 ms 500
Timer
MEL Set the maintenance entity group level (MEL)of the ring. Range is from 0 to 7 1
Propa- Indicate the topology change propagation of the ring ability. Enabled
gate TC
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UERPS Setting (Optional)

The following procedure outlines the UERPS Setting under the ERPS Setting. You can follow them as an exercise.

1. Prepare two managed switches (Switch A and Switch B). We will use Port 7 and Port 8 on both switches for
redundancy.

2. Connect Switch A and Switch B to the network or PC so that you can access them. For simplicity, the users can
use Port 1 for Web configuration on both switches.

3. Open Device Management Utility and change the IP address of Switch B or both switches such that the IP ad-
dresses will not be conflicting.

4. Open Switch A and B’s Web Ul and setup ERPS settings like the following. Enable ERPS, Log, and UERPS accord-
ingly as shown in Figure 2.168. Then, press Update button for the changes to take effect.

ERPS Enabled
Log Enabled
UERPS Enabled

Heartbeat Interval (500 | (50~10000ms)  [Update

RAPS Node Configure >
VLAN West Port East Port State State Configure ? Remove ?
4090 g) g) None Enabled [Configure] [Remove)
RAPS VLAN Add ?
| Add

5. On Switch A, Click Configure button on RAPS VLAN and input settings as shown in Figure 2.169.

— ERPS RAPS WVLAN Setting
RAPS WVLAM 4030
Status Enabled
Waest Port 34 o
East Port 35 v
RPL Owner Enabled
RPL Port ‘EastPort v
WTR Timer {0~12) 0 min
Hoidoff Timer (0~10000) 0 me
Guard Timer (10~2000) 500 ms
MEL (0~7) 1
Propagate TC Enabled

Update

6. Open Switch B’s Web Ul and input settings for ERPS.
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—ERPS RAPS VLAN Setting
RAPS VLAN 4080
Status Enabled v
Wast Port 34 W
East Port 3.5 b
RPL Qwner Disabled
RPL Port None v
WTR Timer (0~12) 5 min
Haoldatt Timar (0~10000) 0 ms
Guard Timer (10~2000) 500 ms
MEL (0=T) 1
Propagate TC Enabled

Update

7. Connect Switch A’s Port 3.4 to Switch B’s Port 3.5 and connect Switch A’s Port 3.5 to Switch B’s Port 3.4 (like
cross-over) for the redundancy port.

8. If everything is setup properly, you will find Switch A having the following ERPS state as shown in Figure 2.171.
Also, it will automatically block Port 3.5 to prevent a network loop.

RAPS Node Configure > 2
VLAN West Port East Port State State Configure ? Remove ?

4090 ing) @ Idle Enabled [Configure] [Remove)

9. From here on, the users can add another bridge between the two managed switches.

2.15.2 iA-Ring Settings

The Welotec’s managed switch is designed to be compatible with iA-Ring protocol for providing better network
reliability and faster recovery time for redundant ring topologies. It is in the same category as R Rings, but with its
own protocol. It has been a successful development that reduces recovery time to less than 20 ms.

Figure 2.172 shows iA-Ring Setting webpage. The iA-Ring redundancy protocol can be enabled on this page. Note
that the users should disable and disable ERPS as described in Section 2.15.1 first to enable/configure iA-Ring pa-
rameters on the web browser. Please follow the simple steps below based on Figure 2.172 to setup the iA-Ring.

1. Enable the iA-Ring by selecting Enabled from the dropdown list.

2. Choose whether the current managed switch is going to be the Ring Master by enabling the Ring Master option.
3. Select the 1st Ring Port from the dropdown list.

4. Select the 2nd Ring Port from the dropdown list.

5. Click on the Update button to save the change and allow the configuration to take effect.

6. Check the latest status of the iA-Ring configuration by clicking on the Refresh button.

Note that the lower part of the iA-Ring Setting webpage shows the Status of the iA-Ring which provides its State,
1st Ring Port Status and 2nd Ring Port Status. The description of the iA-Ring setting is summarized in Table 2.58.
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iA-Ring Disahled
Ring Master Dizabled
1st Ring Port
2nd Ring Port 1.2 ~
Update | | Refresh |
Status

State Disabled

15t Ring Port Status -

2nd Ring Port Status -

Table 2.58 Descriptions of iA-Ring Setting:

O weLoTec

Label Description Factory Default
iA-Ring Enable iA-Ring or disable iA-Ring. Disabled

Ring Master Enabled: Master Mode. Disabled: Slave Mode. | Disabled

1st Ring Port | Select the primary port for the iA-Ring. 1.1

2nd Ring Port | Select the backup port for the iA-Ring. 1.2

2.15.3 C-Ring (Compatible-Ring) Settings

Compatible-Ring (C-Ring) is like iA-Ring. The only difference is that it can be used for MOXA rings as well. For more
information about this redundant ring protocol, please contact Welotec.

Figure 2.173 shows how to set the Compatible-Ring (C-Ring) redundancy protocol. Note that the users should dis-
able ERPS as described in Section 2.15.1 first to enable/configure Compatible-Ring parameters on the web browser.

Please follow the simple steps below based on Figure 2.176 to setup the C-Ring.

1. Enable the C-Ring by selecting Enabled from the dropdown list.

2. Select the 1st Ring Port from the dropdown list.

3. Select the 2nd Ring Port from the dropdown list.

4. Click on the Update button to save the change and allow the configuration to take effect.

Note that the lower part of the C-Ring Setting webpage shows the Status of the C-Ring which provides its State, 1st
Ring Port Status and 2nd Ring Port Status. The description of the C-Ring setting is summarized in Table 2.59.
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— Compatible-Ring Setting

Compatible-Ring Disabled
Update
Status
State Dizabled

1st Ring Fort Status
2nd Rinmg Port Status

Table 2.59 Descriptions of Compatible-Ring Setting

Label Description ’ Factory Default

C-Ring (Compatible-Ring) | Enables Compatible-Ring or disable Compatible-Ring. | Disabled
1st Ring Port Selects the primary port for the Ring. 1.1
2nd Ring Port Selects the backup port for the Ring. 1.1

2.15.4 U-Ring

This section enables the setup of U-Ring (Unicast Ring) on the managed switch. The U-Ring could provide redun-
dancy connection between two RSAGS industrial managed switches which are not directly connected by physical
wires but by two additional network devices on each switch. There are two examples of U-Ring application pre-
sented here to provide as guidelines when to choose this U-Ring feature.

On each switch itis connected to two wireless Access Points (AP) via two different Ethernet LAN ports. Both wireless
Access Points are connected to another two wireless Access Points as two separate wireless bridge connection.

On each switch it is connected to two wired Access Points (AP) via two different Ethernet LAN ports. Both wired
Access Points are connected to another two wired Access Points as two separate wired bridge connection. There are
two physical lines between both pair of APs. The U-ring protocol could be used in this environment. The different
of this example from the previous example is that the APx could be:

e Unmanaged switch
e Transceiver
e XDSL bridge

Note that care should be taken that if a dumb switch is used as an AP (Access Point). The one on the other side
must be a dumb switch as well. Again, care should also be taken when connecting the cables to the ports. To setup
the U-Ring, the users need to configure several parameters on U-Ring Setting webpage as shown in Figure 2.174.
Please follow the simple steps below to setup the U-Ring.

1. Enable the U-Ring by selecting Enabled from the dropdown list.

2. Choose whether the current managed switch is going to be the Ring Master by enabling the Ring Master option.
3. Select the 1st Ring Port from the dropdown list.

4. Select the 2nd Ring Port from the dropdown list.
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5. Optionally, set the Heartbeat Expire period which could be between 100 to 10000 milliseconds. Note that the
default period is 100 ms.
6. Click on the Update button to save the change and allow the configuration to take effect.
7. Check the latest status of the U-Ring configuration by clicking on the Refresh button.

Note that the lower part of the U-Ring Setting webpage shows the Status of the U-Ring which provides its State, 1st
Ring Port Status and 2nd Ring Port Status. The description of the U-Ring setting is summarized in Table 2.60.

— U-Ring Setting
U-Ring Disahbled
Ring Master Disahled
2nd Ring Port 1.2 -
Heartbeat Expire
(100~10000) ms
| Update | | Refresh |
Status
State Disabled
15t Ring Port Status -
2nd Ring Port Status -

Table 2.60 Descriptions of U-Ring Setting:

Description

Factory
DISET

U-Ring Enabled or disabled the Unicast ring. Disabled
Ring Master | Enabled or disabled this switch as the Ring Master of the Unicast Ring. For Ring | Disabled
Slave configuration, leave this option as disabled.

1st Ring Port | Select which port on the managed switch will be the 1st Ring Port. 1.1
2ndRing Select which port on the managed switch will be the 2nd Ring Port. 1.2
Port
Heartbeat Time interval between checking-packets. 1000
Expire
Update Click this button to allow the configuration to take effect. -
Refresh Obtain the latest status of the U-Ring Setting by clicking on this button. -
State Shows whether the device’s state is normal or protected. Disable
1st Ring Port | Displays the status of the 1st Ring Port. -
Status
2nd Ring | Displays the status of the 2nd Ring Port. -
Port Status
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2.15.5 Compatible-Chain Settings

The Compatible-Chain Setting is provided on Welotec’s managed switches for compatible networking with Moxa
switch’s Turbo Chain. The MOXA’s Turbo Chain is a technique that uses the chain network topology and links the
two ends (two network devices such as industrial managed switches) of the chain to a common LAN. This can also
be viewed as a form of Ring Topology. This Turbo Chain can provide redundancy on any type of network topology
or on complex network topology such as multi-ring architecture. The Turbo Chain can create flexible and scalable
topologies with a fast media-recovery time.

The fist switch on the Compatible-Chain will have a Role State as Head switch. The other switches along the
Compatible-Chain will have a Role State as Member switches. The last switch on the Compatible-Chain will have a
Role State as Tail switch. For Head switch, the first port which is connected to the common LAN is called Head Port,
while the second port which is connected to the next switch in the Compatible-Chain is called Member Port.

For Member switches, both ports of the Member switches are called 1st Member Port and 2nd Member Port. For Tail
switch, the first port which is connected to another Member switch is call Member Port, while the second port which
is connected to the common LAN is called Tail Port. In Turbo Chain configuration, the Head Port is the main path
while the Tail Port is the backup path of the redundant topology. During no link-failure operation on the chain’s
path, all traffic will be forwarded to the Head Port to the common LAN. When there is a failure on the path of the
chain, the Tail Port will be used for forwarding the traffic to the common LAN.

To configure Compatible-Chain, select the Compatible-Chain menu under the ERPS/Ring Section. Figure 2.175
shows the Compatible-Chain Setting webpage.

— Compatible-Chain Setting

Fole Member
1st Ring Port Status  Forwarding
2nd Ring Port Status  Forwarding

Compatible-Chain | Disabled
Fole State Member w
1st Member Port | 1.1

2nd Member Port | 1.2 b

Update

Please follow the simple steps below to setup the Compatible-Chain.
1. Enable the Compatible-Chain by selecting Enabled from the dropdown list.

2. Choose the Role State whether the current managed switch is going to be the Head, Member or Tail of the chain
from the dropdown list of Role State.

3. Ifthe current switch is the Head switch, then select the Head Port from the dropdown list and select the Member
Port from another dropdown list.

4, If the current switch is the Member switch, then select the 1st Member Port from the dropdown list and select
the 2ndMember Port from another dropdown list.

5. If the current switch is the Tail switch, then select the Tail Port from the dropdown list and select the Member
Port from another dropdown list.

6. Click on the Update button to save the change and allow the configuration to take effect.

Note that the upper part of the Compatible-Chain Setting webpage shows the Status of the current switch in the
chain which provides its Role, 1st Ring Port Status and 2nd Ring Port Status. The description of the Compatible
Chain setting is summarized in Table 2.61.
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Table 2.61 Descriptions of Compatible-Chain Setting:

Description

5 weLoTec

Factory De-
fault

Role ' Display the role of the current switch in the Compatible-Chain: Head, Tail, ' Member
or Member.

1st Ring Port | Display the status of the 1st Ring Port. Forwarding

Status

2nd Ring Port | Display the status of the 2nd Ring Port. Forwarding

Status

Compatible- Enabled or Disabled the Compatible-Chain Ring Disable

Chain

Role State Choose the role of the current switch in the compatible chain: Head, Tail,or | Member
Member.

Head Port Select a particular port from the dropdown list to be the Head Port of the | 1.1
compatible chain.

Tail Port Select a particular port from the dropdown list to be the Tail Port of the com- | 1.1
patible chain.

Member Port Select a particular port from the dropdown list to be the Member Port of the | 1.2
compatible chain.

1st Member Port | Selecta particular port from the dropdown list to be the Member Port of the | 1.1
compatible chain.

2nd Member | Select a particular port from the dropdown list to be the Member Port of the | 1.2

Port compatible chain.

2.15.6 MRP

The Media Redundancy Protocol (MRP) is a data network protocol for Ethernet switch standardized by the Inter-
national Electro technical Commission as IEC 62439-2. MRP is mostly used in and suitable for Industrial Ethernet
applications. It allows rings of Ethernet switches to overcome any single failure with recovery time much faster than
those achievable by Spanning Tree Protocol. It supports very fast failure recovery time. For example, a worst-case
recovery time for 14 switches is about 10ms and for 50 switches is about 30ms.

The MRP includes following properties:

e |t operates at the MAC layer of the Ethernet switches.

e ltisaringtopology.

e Any single failure can be recovered.

e Forswitches in the network, there can be two roles:
- Ring manager (MRM) o Ring client (MRC)

e Forring ports, there are three possible statuses: disabled, blocked, and forwarding. o Disabled ring ports drop
all the received frames.

- Blocked ring ports drop all the received frames except the MRP control frames.
- Forwarding ring ports forward all the received frames.

e In normal case, one of the MRM ring ports is blocked to avoid looping and both ring ports of all MRCs are for-
warding.

e When a path of the ring fail, the other port on the MRM will become active and forwarding.

Welotec GmbH
Zum Hagenbach 7
48366 Laer

www.welotec.com
info@welotec.com
+49 2554 9130 00

Page 133



o

weLoTec

The Media Redundancy Protocol (MRP) menu under the ERPS Ring section enables an implementation of a redun-
dant PROFINET communication through ring topology without the need for switches. Figure 2.181 shows the MRP
Setting webpage. Please follow the outlined steps here to setup the MRP:

1. Enter a desired VLAN ID in the field at the bottom of the MRP Setting webpage and click Add button as shown in
Figure 2.176.

— MEP Setting

Configure

VLAN 1st Ring Port Znd Ring Port  Role State State

Empty

Add a New MRP Ring VLAN

VLAN | |
Add

2. After the MRP Ring is created with the desired VLAN, there will be an entry of the MRP VLAN on the table at the
top of the page as shown in Figure 2.177. There will also be two new buttons at the end of the entry: Configure
and Remove. The users can click on the Configure button the continue setting up the MRP Ring on the managed
switch.

VLAN

Add a New MRP Ring VLAN

Add

— MEF Setting
VLAN 1st Ring Port 2nd Ring Port Role State E“;gﬁ:’e
300 11 12 Client Disabled £l
S

Table 2.62 Description of MRP Setting Webpage:

’ Factory Default

Label Description

VLAN ' MRP Ring VLAN ID Depend
Role State Role status setting (Manager or Client) Client
1st Ring Port Port number and port status (Link Down, Blocked, Forwarding). | 1.1
2ndRing Port Port number and port status (Link Down, Blocked, Forwarding). | 1.2
Configure State | Enabled or Disabled state of MRP Ring function Disabled

3. After clicking the Configure button on the desired entry, a new webpage called MRP Ring Setting will show up
as shown in Figure 2.178.
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— U-Ring Setting
U-Ring Disabled
Ring Master Disabled
1st Ring Port
2nd Ring Port 1.2 w
Heartbeat Expire
(100~10000) 1000 jms
| Update || Refresh |
Status
State Disahled
15t Ring Port Status -
2nd Ring Port Status -

4. Then, the users can set MRP Ring parameters for the current switch, which are the Status, 1st Ring Port, 2nd Ring
Port, and Rote State as described earlier. Table 2.63 summarizes the description of MRP Ring Setting parameters.

5. Click on the Update button to allow the configuration to take effect. Note that if there is other ERPS Ring Topol-
ogy already setting up on the managed switch there may be an error message popping up as shown in Figure
2.179. Therefore, the users should disable the ERPS/Ring (Section2.15.1) first before setting up this MRP Ring.

Message
|7Errnr: The ERPS is enabled.

Table 2.63 Descriptions of MRP Ring Setting:

Label Description ’ Factory Default

Ring VLAN Display the current MRP Ring VLAN ID to be configured. Depend
Status Disabled or Enabledthe ring function. Disabled
1st Ring Port | Select the 1st Ring Port from the dropdown list. 1.1
2ndRing Port | Select the2nd Ring port from the dropdown list. 1.2

Role Status Select the role status to be either Ring Client or Ring Manager. | Client

2.16 LLDP

Link Layer Discovery Protocol (LLDP) is an IEEE802.1ab standard OSI layer-2 protocol. LLDP allows Ethernet net-
work devices to advertise details about themselves, such as device configuration, capabilities, and identification.
The advertise packets are periodically sent to directly connected devices on the network that are also using LLDP
or so called its neighbors. LLDP is a “one hop” unidirectional protocol in an advertising mode.

LLDP information can only be sent to and received by devices, no solicit information or state changes between
nodes. The device has a choice to turn on and off sending and receiving function independently. Advertised infor-
mation is not forward on to other devices on the network. LLDP is designed to be managed with SNMP. Applications
that use this protocol include topology discovery, inventory management, emergency services, VLAN assignment,
and inline power supply.
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0T
Link Layer Discovery Protocol (LLDP) section consists of LLDP Setting and LLDP Neighbors as shown in Figure 2.180.

[11]1.2] [z |
weLotTec i D EEEEE

B coppertinkup [ Fiber Link Up HSR/PRP
l Link Down I Hot Availabile
+ Basic — LLOP Setting
+ Administration
+ Forwarding LLDP B Enatied
+ :::“"“‘"“ Tx Interval (5 ~ 65535) 30 | zeconds
.
+ Trunking T —120 e
+ UnicastMulticast MAC Update |
+ GARPIGVRPIGMRP

+ IP Multicast

+ SHNMP

+ Spanning Tree

+ VLAN

+ Securnty

+ ERPS/Ring

- LLDP
Setling
Meighbors

+ UDLD

+ Cliant IP Setting

+ SyncE

+ System

2.16.1 LLDP Settings

In Figure 2.181, the LLDP Setting webpage allows users to have options for enabling or disabling the LLDP, as well
as setting LLDP transmission parameters. This LLDP function should be enabled if users want to use Welotec’s
Device Management Utility (formerly called Device View) to monitor the switches ‘topology of all LLDP devices in
the network. For more information about using Device Management Utility. Table 2.64 describes the LLDP Setting
parameters which are transmit interval and transmit time-to-life of the LLDP advertisement packets.

— LLOF Setiing

LLDP Enabled

Tx Interval (5 ~ 65535) seconds
TxTTL seconds

Table 2.64 Descriptions of LLDP Setting:
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Description

LLDP | Choose to either enable or disable LLDP. En-
abled

Tx Set the transmit interval of LLDP messages. Range from 5 to 65535 seconds. 30

In-

ter-

val

TXTTL| Tx Time-To-Live. Amount of time to keep neighbors’ information. The recommend TTL value | 120
is 4 times of Tx Interval. The information is only removed when the timer is expired. Range
from 5 to 65535 seconds.

2.16.2 LLDP Neighbors

This menu allows the user to view the LLDP’s neighbor information of the managed switch as shown in Figure 2.182.
The Neighbor Information table contains Chassis ID, Port ID, Port Description, Device Name, Device Description
and Management Address on each Port of the managed switch. The users can click on the Refresh button to get the
latest Neighbor Information table or click on the Clear button to clear all the information on the display Neighbor
Information table.

An example of neighbor information table is depicted in Figure 2.188. Note that this example is based on a display
format of an early version of RSAGS managed switch in which System Name is changed to Device Name and System
Description is changed to Device Description in the latest version of RSAGS’s firmware.

Table 2.65 summarizes the descriptions of each column of the LLDP’s Neighbor Information.

~LLOF §
| Refresh || Cloar |
Port Meighbor indormation
‘Chassis iy PartiD Poat Description Drvice Hama Davica Descriphon ‘Managemend Address
iz
DESKETOR-KVEEMH T8 T 5201 0k TA Dol &
Junigar Mgtwarky, lng 3300
1 spepaarearco 728 i P—— dfip, verson 12 3R12-512 Busd  pfigell
date: 2018-12-28 132445 UTC
23
28
7
28
i |
13
35
iT
38
-
43
id
Table 2.65 Descriptions of LLDP Neighbors Webpage:
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Label Description

Port Indicates particular port number of the switch.

Chassis ID Indicates the identity of the neighbor of this particular port.
Port ID Indicates the port number of this neighbor.

Port Description Shows a textual description of the neighbor port.

Device Name Indicates the device name/ hostname of the neighbor.
Device Description Shows a more detailed description of the neighbor’s device.
Management Address | Indicates neighbor’s management IP address.

2.17 UDLD

The UniDirectional Link Detection (UDLD) protocol is a protocol that can be used to prevent Layer-2 switching loops
in the network. The network loop problem usually occurs in Spanning Tree network topology (miswiring or mal-
function of the network interface). UDLD is a data link layer (Layer-2) protocol that keeps track of physical layer
configuration (fiber or copper). It helps detect switching loops and one-way connections. UDLD protocol requires
that two neighboring switches UDLD packets to detect the unidirectional link. UDLD packets are transmitted peri-
odically (hello interval) to its neighbor switches on LAN ports that has UDLD protocol enabled. If the UDLD packets
are not echoed back within a specific time, the port will be shut down and flagged as unidirectional link. Welotec’s
EHG75XX supports this protocol: the user can configure it under the UDLD menu as shown in Figure 2.183. Under
the UDLD menu, there are three submenus: Setting, Port-info, and reset.
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1.4
« System
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22
23
24
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2.7
28
3
32
33
34
35
36 -
Update

2.17.1 UDLD Setting

Enable UDLD protocol on EHG7XXX, the user needs to configure a UDLD VLAN. This can be done by selecting the
setting submenu under the UDLD menu. The UDLD webpage is shown in Figure 2.184.

First the user must select a VLAN ID from a dropdown list and then select one or multiple ports from the list of
the UDLD Port Setting part on the webpage. Then, click Update button at the end of the webpage to configure a
UDLD VLAN. An entry of VLAN ID and UDLD Port will show up in the Current UDLD Setting part in the middle of the
webpage. Next, the user can configure UDLD protocol’s parameters which are Hello interval and Recovery interval.
The Hello interval can be a number between 5 to 100 seconds. This interval is the time that the switch will send the
next echo packet. The default value is 7 seconds. The Recovery interval can be a number between 30 and 86400
seconds. Thisintervalis a time for the switch to try to bringan UDLD port that was disabled back from a reset state.
The default value is 120 seconds.

Note that typically, UDLD can be operated in two modes: Normal and Aggressive. In Aggressive mode, UDLD pro-
tocol can detect unidirectional links that were caused by one-way traffic on fiber-optic and twisted-pair links and
that caused by misconnected interfaces on fiber-optic links. In normal mode, UDLD can detect unidirectional links
that was caused by misconnected interfaces on fiber-optic connection. Currently RSAGS supports only Aggressive
mode which means that the user cannot choose the operation mode. Finally, click on the Enable box and click
on the Update button to enable the UDLD protocol on the managed switch. Note that the user needs to configure
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another managed switch on the other side of the port to successfully detect the unidirectional problem.

UOLD Seaeg
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r—UDLD Porl Sefting
VLAN Paort
11
12
13
14
21
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23
24
rE
Salac 35
rk}
28
i
a2
23
14
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16 -
Update

Note that if you did not follow the above procedure and only check the Enable box and click Update button. An
error message will be displayed as shown in Figure 2.185.

Message
|7Errnr: Mo UDLD vlans configured

2.17.2 UDLD Port-info

This submenu provides information about ports that are monitor for unidirectional problem called UDLD ports as
shown in Figure 2.192. The user can check the information about VLAN ID, Port, Link, State, and Neighbor Informa-
tion in each entry. The Neighbor Information also consists of Device ID, Device Name, Port ID, and Hello interval.
An example of UDLD entry is depicted in Figure 2.186.

— UDLD Port Info
Refresh

Neighbor Information
VLAN Port Link State

Device id Device Name Port Id Hello Interval
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r~UDLD Pon info—
Refresh
VLAN Pont Link State -
Device id Device Name  Portid  Helio Interval
‘ 3 Portd up BiDwection 00GOE9Z2ABBT etht port-002 T

2.17.3 UDLD Reset

This submenu allows the user to reset all UDLD ports that were shut down by UDLD protocol as shown in Figure
2.188. The use can click on the Reset button to reset the UDLD port.

UDLD Feset

2.18 Client IP Setting

The EHG7XXX industrial managed switch has two different approaches for setting up the IP addresses for the de-
vices connected to its ports. The following are the submenus under the Client IP Setting section:

1. DHCP Relay Agent,
2. DHCP Mapping IP.

Figure 2.189 shows the dropdown menus under the Client IP Setting section.
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+ Basic — DHCP Relay Agent
+ Administration
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. Port Server IP 2 10.0.0.0 _
+ Trunking Server IP 3 |0.CI.'E=.CI |
+ Unicast/Multicast MAC Server IP 4 [0.0.0.0 '
+ GARP/GVRPIGMRP
+ IP Multicast DHCP Relay ) Enabled
+ SNMP Option 82 Enabled
+ Spanning Tree Option &2 Type P W
+ VLAN Option &2 Value
+ Security
+ ERPS/Ring _ Update |
+ LLDP
+ UDLD
- Client IP Setting

DHCF Relay Agent

DHCP Mapping IP
+ SyncE
+ System

2.18.1 DHCP Relay Agent

ADHCP relay agent is a small program that relays DHCP/BOOTP messages between clients and servers on different
subnets. DHCP/BOOTP relay agents are parts of the DHCP and BOOTP standards and function according to the
Request for Comments (RFCs).

A relay agent relays DHCP/BOOTP messages that are broadcast on one of its connected physical interfaces, such
as a network adapter, to other remote subnets to which it is connected by other physical interfaces. Figure 2.196
shows the DHCP Relay Agent setting webpage. The users can enter up to four DHCP/BOOTP server IP addresses
in the fields: Server IP 1, Server IP 2, Server IP 3, and Server IP 4. Then the users can enable the DHCP Relay by
checking the Enabled box behind the DHCP Relay option.

The users can also have a choice to enable DHCP’s Option 82 which is the DHCP Relay Agent Information Option.
When this Option 82isenabled, the switch willinsertinformation about the client’s network location into the packet
header of DHCP request coming from the client on an untrusted interface. Then, the switch will send the modified
request to the DHCP server. The DHCP server will inspect the option 82 information in the packet header and use
it to generate the IP address or other parameters for the client. When the DHCP server returns the response to the
switch, the switch will remove the option 82 information from the response packet and forward it to the client.
The Option 82 Type field in Figure 2.190 can be chosen from IP, MAC, Client-ID, or Other in the dropdown list. When
Other type s selected, the Option 82 Value field will become active for entering the desired value by the users. After
finishing the DHCP Relay Agent setup, please click on the Update button to allow the change to take effect.
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— DHCF Relay Agent

Server IP 1 |U.EI.{I'.{I' |
Server P 2 |U.EI.{I'.{I' |
Server IP 3 |U.EI.{I'.{I' |
Server IP 4 |U.EI.{I'.{I' |
DHCP Relay (| Enabled

Option 82 Enabled

Option 82 Type P g
Cption &2 Value

Update

2.18.2 DHCP Mapping IP

The user can reserve or map IP addresses to the device connected on the selected ports in this submenu. Figure
2.191 shows the DHCP Mapping IP webpage where the desired IP address can be entered into the field for each
Port. After finishing the DHCP IP mapping to the port(s), please click on the Update button to allow the change to
take effect.

— Sl IP by DHCPRCOTPRARP

Port Dasired IF address

id

12

21

2

23

24

15

28

7

28

31

32

i3

34

15

36

37

18

o

ad

43

a4

Update
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2.19 System

This last section on the Web Ul interface of the RSAGS managed switch provides miscellaneous tools for network
administrator to check the internal status of the switch via system log, warning, and alarm notification. It also
allows the administration to perform device maintenance operations such as backing up and restoring device’s
configuration, updating the firmware, reversing the device to factory default setting, or reboot the system/device.
Figure 2.192 shows all the dropdown menus under the System section.

EEREENmCN [ [ i | | [ | | |
YW - Besn-l-mmmeanzyy | | [ i | | [ | | |

B copperLinkup || Fiber Link Up HSR/FPRP
B uink oown B ot avaiabie

+ Basic
+ Administration

+ Forwarding Log to Flash [l
+ Redundancy Log Level |3 (LOG_ERR) v

P =
+ Port Log to Server ]
+ Trunking

Server IP

+ Unicast/Multicast MAC
+ GARP/GVRP/GMRP Server Service Port 514
+ |P Multicast W‘
+ SNMP
+ Spanning Tree
+ VLAN
+ Security
ERPS/Ring
LLDP
+ UDLD
+ Client IP Setting
+ SyncE
- System
+ System Log
+ Warning / Alarm
Denial of Service
+ Backup / Restore Config.
Firmware Update
Factory Default Setting
Reboot
Logout

— Systern Log Setting

Itis important for network administrators to know what’s happening in their networks and know where the events
are happening. However, it is difficult to promptly locate network devices that are at the endpoints of systems.
Thus, Ethernet switches connected to these devices play an important role of providing first-moment alarm mes-
sages to network administrators, so that network administrators can be informed instantaneously when accidents
happen. Email alerts and relays outputs under the System section is used to provide fast and reliable warning alerts
for administrators.

Welotec GmbH www.welotec.com
Zum Hagenbach 7 info@welotec.com

Page 144
48366 Laer +49 2554 9130 00



ﬁ,’ weLoTec

2.19.1 System Log

The submenus under the System Log are: Setting and Log.

System Log Settings

Figure 2.193 shows System Log related settings configuration. The actual recorded log event will be shown in Event
Log on the next subsection. Here the users can enable how the log will be saved and/or delivered to other system.
The log can be saved to flash memory inside the managed switch and/or it can be sent to a remote log server. The
users need to select the log level and provide the IP address of a remote log server and the service log service port.
Please click on the Update button after finishing the setup. Table 2.67 describes the details of parameters setting
for the system log.

— System Log Setting

Log to Flash ]

Log Level |3: (LOG_ERR) v
Log to Server []

Senver IP

Server Service Port 514

Table 2.67 Descriptions of System Log Settings:

Description

EnableLog | Checked: Saving log eventinto flash memory. The flash memory can keep the log event | Unchec
Event to | fileseven ifthe switchisrebooted. Unchecked: Saving log eventinto RAM memory. The
Flash RAM memory cannot keep the log event files after each reboot.
Log Level Set the log level to determine what events to be displayed on the next webpage (Log). | 3:
The level selection is inclusive. For example, if 3 :(Log_ERR) is selected, all 0,1,2 and 3 | (LOG_E
log levels will be implied. Range from Log 0 to Log 7. RR)
Enable Checked: Enable Syslog Server. Uncheck: Disable Syslog Server. If enabled, allrecorded | Unchec
System log events will be sent to the remote System Log server.
Log Server
SystemLog | Setthe IP address of Syslog server 0.0.0.0
Server IP
System Set the service port number of System Log server. Range from Port 1 to Port 65535. 514
Log Server
Service
Port
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Figure 2.194 shows an example of all the event’s logs. Note that they are sorted by date and time. Table 2.68
provides explanation of each column and the button’s functions on the System Log webpage.

— System Log

Index
1720
220
320
4120
5120
620
7720
&r20
9720

10720
11720

12120

13720

14720

15720

Date
2017-01-01 16:07.07.792
2017-01-01 15;39:30.397
2017-01-01 15:39:01.388
2017-01-01 14:05:10.422
2017-01-01 14:04:45.031
2017-01-01 13:11:56.698
2017-01-01 13:11:01.630
2017-01-01 12:51:57.306
2017-01-01 12:50:22.243
2017-01-01 12:37:13.317
2017-01-01 12:33:28.165
2017-01-01 12:33:12.064
2017-01-01 12:33:10.031
2017-01-01 12:32-51 938
2017-01-01 12:32:23.779

Level
ALERT
ALERT
ALERT
ALERT
ALERT
ALERT
ALERT
ALERT

ERR
ALERT
ALERT
ALERT
ALERT
ALERT
ALERT

Event
syslog: Configuration changed, save the configuration to startup-config
syslog: admin(192.162.2,10): Authentication Success from web
syslog: Configuration changed, save the configuration to startup-config
syslog: admin{192.168.2.10):Authentication Success from web
syslog: Configuration changed, save the configuration to startup-config
syslog: Configuration changed, save the configuration to startup-config
syslog: admin{192.168.2.10): Authentication Success from web
syslog: admin{192,168.2.10): Authentication Success from web
syslog: (192.168.2.10).Authentication Failure from web
syslog: Link Status: Porl2.2 link is down.
syslog: Link Status: Port2.1 link is up, duplex=Full Duplex, speed=1000.
syslog: Link Status: Port2.2 link is up, duplex=Full Duplex, speed=1000.
syslog: Link Status: Port2.1 link is down.
syslog: Link Status: Port2.1 link is up, duplex=Full Duplex, speed=1000.
syslog: Link Status. Pori2.1 link is down.

<< Previous Page || Next Page >> |

l

Show Al ||

ClearAll || Download |

Table 2.68 Descriptions of Event Log:

Label Description

Index Indicate the index of a particular log event

Date Indicate the system date of theoccurred event

Time Indicate the time stamp that this event occurred

Up Time Indicate how long the system (managed switch) has been up since this event occurred.
Level Indicate the level of this event.

Event Detailed description of this event.

Previous Page

Display events on the previous page.

Next Page Display events on the next page

Show All Click to display all events.

Clear All Click to clear all events

Download Download or save the event log to the local computer
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The warning/alarm section consists of three subsections: Setting, SMTP Setting, and Log.

Warning/Alarm Settings

There are three different types of Warning or Alarm: Link Status Alarms, Power Status Alarms, and System Log
Alarms as shown in Figure 2.195. The Link Status Alarms are related to the activities of port(s). Power Status Alarms
keep track of power status of the switch based on the available input connectors. System Log Alarms are related
to the overall functionalities of the switch. This webpage allows the users to configure how each type of the alarm
events will be sent or notify the users. For link status and power status alarms, there are three possible notification
methods via Relay, E-mail, and Alarm LED. For System Log alarms, there are only two possible notification methods
via Relay and E-mail. After finish configuring the alarms, please click the Update button. Note that there is an Assert
Relay button which can be used to test an external Relay connected to the managed switch.

— Waming / Alamm Satting

Rslay Tt
Updats [AssertRelay |
[Link Siatus] Alarms

Port Relay1 E-mail Mlarm Led

D Al Disabled w Disabled L D ablad L
11 | Disabled w Disabled o isabled o
12 Disabled v | Disabled v | Disabled v
21 | Disabled w Disabled ~ Disabled v
22 Disabled v | Disabled v Disabled v
23 | Disabled v Disabled w Disabled v
24 Disabled w | Disabled - Disabled w |
25 | Disabled w Disabled w Disabled v
28 Disabled - | Disabled ~ | Disabled w|
27 | Disabled W Disabled w Dizabled W
2% Disabled w | Disabled w | Disabled w|
ER | | Disabled v Disabled » Disabled W
32 Disabled - | Disabled - | Disabled w |
13 [Disabled w Disabled v Disabled v
34 Disabled w | Disabled w | Disabled w|
15 [Disabled w (Disabled . Disabled )
k1] Disabled w | Disabled w | Disabled w|
T Disabled ¥ Disabled hd Disabled ¥
s Disabled v | Disabled ~ | Disabled w |
41 | Disabled w Disabled ~ Disabled i
42 | Disabled v | | Disabled v | | Msabled w |
43 | Disabled v Disabled il Disablid il
44 | Disabled v | | Disabled v | | Disabled v |

[Power Status] Alarms
Power Relay1 E-mail Alarm Led
Powwer2 Dizablad | Disablad | Disablad
[System Log] Alarms
Event E-mail
SysLog Level | Disabled v
_ Update

In Link Status Alarms, users have three conditions whether to send notifications via Relay, E-mail, or Alarm LED in
case if Link is UP, Link is Down, or Link is UP/DOWN. Table 2.69 summarizes the link status alarm event selection.
Note the users can enable the alarm events for all ports simultaneously by checking the box in front of the All

entries.
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Table 2.69 Descriptions of Link Status Alarm Event Selection:

Description

Port | Indicates eachport number. -

Port | Disabled: Disables alarm function, i.e. no alarm message will be sent. Link Up: Alarm message | Dis-
state | will be sent when this port/link is up, and connection begins. Link Down: Alarm message will be | abled
event| sent when this port/link is down and disconnected. Link Up /Down: Alarm message will be sent
whenever there’s a change, i.e. connection begins or connection disrupted.

In power status alarms, the users have two conditions to send notification (via Relay, E-mail, and Alarm LED) which
are Power On, or Power Off. Table 2.70 summarizes the Power Status Alarm event selection.

Table 2.70 Descriptions of Power Status Alarm Event Selection:

Description Factory

Default

Power Indicate specific power supply Disabled

Power sta- | Disable: Disables alarm function. Power On: Sends an alarm when power is turned | Disabled
tus event on. Power Off: Sends an alarm when power is turned off.

In System Log Alarms, the users have can only send notification via Relay and E-mail. Table 2.71 describes the
System Log Level which can be selected for the System Log Alarm event notification.

Table 2.71 Descriptions of System Log Alarm Event Selection:

Description

Sys- | Disable: Disable power status detection. 0: (LOG_EMERG): Enable log level 0~7 detection. 1: | Dis-
tem | (LOG_ALERT): Enable log level 1~7 detection. 2: (LOG_CRIT): Enable log level 2~7 detection. 3: | able
(LOG_ERR): Enable log level 3~7 detection. 4: (LOG_WARNING): Enable log level 4~7 detection. 5:
event (LOG_NOTICE): Enable log level 5~7 detection. 6: (LOG_INFO): Enable log level 6~7 detection. 7:

(LOG_DEBUG): Enable log level 7 detection. See note below for specific log level description.

*NOTE: - Log levels are inclusive. In other words, when log level is set to 0, an alarm is triggered whenever 0, 1, 2...
6, and/or 7 happens. When log level is set to 5, an alarm is triggered whenever 5, 6, and/or 7 happens.

0: Emergency: system is unstable 1: Alert: action must be taken immediately 2: Critical: critical conditions 3: Er-
ror: error conditions 4: Warning: warning condition 5: Notice: normal but significant condition 6: Informational:
informational messages 7: Debug: debug-level messages
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Simple Mail Transfer Protocol (SMTP) is an internet standard for email transmission across IP networks. In case any
warning events occur as configured in Section 2.20.2.1, the system can send an alarm message to users by e-mail.
Here, the users will be allowed to modify E-mail-related settings for sending the system alarms (Link Status, Power

Status, and System Log), as shown in Figure 2.196.

— SMTP Setting

SMTF Server |
Authentication ]
TLSISSL

User Name

Password

E-mail address of Sender
Subject of Mail

E-mail Address of 15t Recipient
E-mail Address of 2nd Reciplent
E-mail Address of 3rd Recipient
E-mail Address of 4th Recipient

| SendTestE-mail |

— e — — ——

An example of SMTP Setting is shown in Figure 2.197. After entering all the necessary fields, please click on the
Update button to allow the setting to take effect. Note that the users can try to send a Test E-mail according to the
SMTP setting on this webpage by clicking on the Send Test E-mail button. The description of each SMTP Setting

parameter is summarized in Table 2.72.

— SMTP Sefting
SMTP Server | www.welotec.com
Authentication
TLS/SSL
User Name |welnlen: |
Password — |
E-mail address of Sender |5uppoﬁ@welol&c.com
Subject of Mail | Switch #1 Alarm is occurred!
E-mail Address of 151 Recipient | 1beispiei@welotec.com

E-mail Address of 2nd Recipient | 2beispiel@welotec.com

E-mail Address of 3rd Recipient |3h-ai5piel@welatec.mm

[E-mail Address of 4th Recipient | dbeispiel@welotec.com

| Send Test E-mail |

Table 2.72 Descriptions of SMPT Setting:
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Description Factory
Default
SMTP Configure the IP address of an out-going e-mail server NULL
Server
Authentica- | Enable or disable authentication login by checking on the box. If enabled, SMTP | Disable
tion server will require authentication to login. Thus, the users will also need to setup | (Unchecked)
Username and Passwordto connect to the SMTP server
TLS/SSL Enable or disable Transport Layer Security (TLS) or Secure Sockets Layer (SSL) which | Disable
is an encryption mechanism for communication with the SMTP Server (Unchecked)
Username Set the username (or account name) to login.Max. 31 char. NULL
Password Set the account password for login.Max. 15 characters. NULL
E-mail Ad- | Configure the sender e-mail address NULL
dress of
Sender
Mail Subject | Type the subject of this warning message.Max. 31 characters. NULL
E-mail Ad- | Setthe first receiver’s E-mail address. NULL
dress of 1st
Recipient
E-mail Ad- | Setthe second receiver’s E-mail address. NULL
dress of 2nd
Recipient
E-mail Ad- | Setthe third receiver’s E-mail address. NULL
dress of 3rd
Recipient
E-mail Ad- | Setthe fourth receiver’s E-mail address. NULL
dress of 4th
Recipient
Update Update these modificationson the managed switch -
Send Test E- | Send a test email to recipient(s) above to check accuracy. -
mail
Log

Managed switches warn its users in case any event occurs. Atable called Warning/Alarm Log in this section displays
thewarningeventsasshownin Figure 2.198 Warning/Alarm Log Webpage. At the top of the table, the users can click
on the Reset Relay button to turn off the Relay or click on the Clear Log to remove all entries in the Warning/Alarm
Log table. To obtain the latest event on the able, the users must click on the Refresh button.

—Warning / Alarm Log

| ResetRelay || Clearlog | Refresh |

Index Date Events
There is no warning.

An example of Warning/Alarm Log table is shown in Figure 2.199. Note that the display format and buttonsis slightly
different from the current RSAGS format above. A short list of alarm messages is shown on the top portion of the
web browser interface.
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—Warning / Alarm Log

| ResetRelay || Clearlog | Refresh |

Index Date Events
There is no warning.

Table 2.73 Descriptions fo Warning/Alarm Log

Label Description Factory
Default

Reset Re- | SetsHardware Relay Alarm to off. Relay is off

lay

Clear Log Clears all warning events that are displayed. -

Refresh Obtain the latest Warning/Alarm events -

Index Display the index of the Warning/Alarm events as an entry number over a total | -

number of events

Date The date that the alarm/event occurred. -

Time The time that the alarm/event occurred. -

Startup The duration of time since the start up time of the switch until the alarm/event | -

Time occurred.

Events Description of the alarm events -

2.19.3 Denial of Service

Denial of Service (DoS) is a malicious attempt to make a machine or network resource unavailable to its intended
users, such as to temporarily or indefinitely interrupt or suspend services of a host connected to the Internet.
EHGT7XXX industrial managed switch is designed so that uses can filter out various types of attack as shown in De-
nial of Services setting webpage (Figure 2.200). The followings are some vulnerable attacks that can be prevented
by the EHG7XXX switch function.

— Denial of Service Sefting
Land packets (SIP=DIP) [_] Enabled
TCF Fragment [ Enabled
TCP Flag [ Enabled
L4 Port (] Enabled
ICMP _| Enabled

Max ICMP Size [ 512](0t0 1023)
Update

Firstis the Local Area Network (LAND) DoS attack. LAND is a layer 4 DoS attack in which the attacker sets the source
and destination information of a TCP segment to be the same. Specifically, TCP SYN packet is created such that the
source IP and port are set to be the same as the destination address and port, which in turn is set to point to an
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open port on a Victim’s machine. A vulnerable machine would receive such a message and reply to the destination
address effectively sending the packet for reprocessing in an infinite loop. A vulnerable machine will crash and
freeze due to the packet being repeatedly processed by the TCP stack. To enable/disable the protection against the
Local Area Network (LAND) DoS attack, click Enabled box on LAND packet (SID=DID) function.

Second vulnerability attack is TCP fragmentation attacks also known as tear drop attack, which is targeting TCP/IP
reassembly mechanism, preventing them from putting together fragmented data packets. As a result, the data
packets overlap and quickly overwhelm the victim’s servers, causing them to fail. To enable/disable the protection
against the TCP fragment DoS attack, click Enabled box on TCP Fragment function. However, to set the mitigation
method, some certain inputs are needed to set rules of filtering. For example, whether the first fragment is allowed
or not and the minimum TCP header size that is allowed. In some datalink protocols such as Ethernet, only the
first fragment contains the full upper layer header, meaning that other fragments look like beheaded datagrams.
No additional overhead imposed over network because all fragments contain their own IP header. Only the first
fragment contains the ICMP header, and all remaining fragments are generated without the ICMP header.

The third vulnerability is called TCP flag DoS attack. The attack sends out TCP packets with flag indicating that they
are ACK packets. This attack is like SYN flood except SYN flood also open a connection with the server. Although
the devices are mostly tuned for more common attack as SYN flood. TCP flag DOS attack will force the server to
keep dropping the packets, causing resource exhaustion. To enable/disable the protection against the TCP Flag
DoS attack or called ACK flood, click Enabled box on TCP Flag function.

The fourth vulnerability is called L4 port DoS attack. There are various types of L4 port DoS attack. In UDP attack,
many UDP packets are sent to victim until it is overloaded. UDP-Lag attacks in bursts as to not hit the target offline
completely. SUDP attack is the same as UDP but spoofs the request to make it harder to mitigate. SYN/SSYN/ESSYM
attacks are abuse the handshake of the TCP protocol until the victim is overloaded. DNS/NTP/CHARGEN/SNMP
attacks are an amplified UDP attack that abuses vulnerable server by sending a spoofed request with the targets
IP as the sender. The servers then send the target the information overloading the system. To enable/disable the
protection against all these L4 Port DoS attacks, click Enabled box on L4 Port function.

Last vulnerability is so called ICMP fragmentation attack. The attack involves the transmission of fraudulent ICMP
packets that are larger than the network’s MTU. In this switch, administrators can filter these packets out by en-
abling ICMP function and set Maximum ICMP size range from 512 to 1023 bytes. As these ICMP packets are fake,
and are unable to be reassembled, the target server’s resources are quickly consumed, resulting in server unavail-
ability. To enable/disable the protection against the ICMP DoS attack, click Enabled box on ICMP function. Table
2.74 provides descriptions of the Denial of Services Setting.

Table 2.74 Descriptions of Denial of Services Setting:

Label Description Factory
Default

LAND Enabled: Enabled prevention over the attack using TCP SYN packet that has the same | Disabled

packets | source and destination’s IP and port.

TCP Enabled: Enabled prevention over the TCP fragmentation attack which is targeting | Disabled

Frag- TCP/IP reassembly mechanism

ment

TCP Flag | Enabled: Enabled prevention over the TCP flag DOS attack which force the server to | Disabled
keep dropping the packets, causing resource exhaustion.

L4 Port Enabled: Enabled prevention over various types of L4 port DoS attacks that are in- | Disabled
tended to overload the server.

ICMP Enabled: Allow filtering ICMP that has packet size higher than the maximum ICMP size | Disabled
defined in the next field
Max 512 to 1023 bytes 512
ICMP
Size
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2.19.4 Backup/Restore Config.

In Backup/Restore Config function, the current configuration of the EHG7XXX industrial managed switch can be
downloaded to alocal computer and saved it as a backup. Additionally, the users can restore a previously backup
configuration from a local computer to the EHG7XXX industrial managed switch. It will replace the current config-
uration. These backups and restore functions can be done through two different protocols: HTTP or TFTP. Figure
2.201 depicts the Backup/Restore Configuration dropdown menu.

— Backup the Configuration

IP-192.168.2.1.hin.sum Download

— Restore the Configuration

| Datei auswahlen |Keine ausgewahlt Upload

J Keep the current username & password setting.
J Keep the current network setting.

Backup/Restore Config. via HTTP

Figure 2.202 shows the webpage for Backup/Restore the configuration via HTTP. Itis divided into two parts: Backup
the Configuration and Restore the Configuration. When clicking on the Download button on the upper part of the
page (Backup the Configuration), the users will be prompted to Opening the file name I1P-192.168.2.1/24 bin by an
application or to Save File to a destination. Choosing to Save File will back up the switch’s current configuration to
your local drive on the local computer.

To restore a configuration file to the switch, please move down to the Restore the Configuration part, then click the
Browse... button to choose a configuration file from the local drive. Before clicking the Upload button, the users
can check any of the options below the upload file which are to Keep the current username & password setting and
to Key the current network setting. This will help prevent the users from the necessity to login using a previously
stored username, password or network configuration after settings are restored.

— Backup the Configuration

IP-192.168.2.1.bin.sum Download

— Restore the Configuration

| Diatei auswahlen |Keine ausgewahlt Upload

O Keep the current username & password setting.
O Keep the current network setting.
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Backup/Restore Config. via TFTP

Trivial File Transfer Protocol (TFTP) is designed to be small and easy to implement. The users are allowed to upload
configuration settings to a TFTP server as a backup copy, and download these settings from a TFTP server, when
necessary, to restore or replace the configuration of the RSAGS industrial managed switch. Figure 2.203 shows the
TFTP webpage which is divided into three parts: Download the Configuration from TFTP, Upload the Configuration
to TFTP, and DHCP Option 66/67 Setting. Table 2.75 summarizes the descriptions of TFTP Setting.

e To download a configuration file from a TFTP server, the user needs to specify the IP address of the TFTP server
and the Remote File Name. Then, click the Download button.

e To upload a configuration file from a TFTP server, the users need to specify the IP address of the TFTP server
and the Desired File Name. Then, click the Upload button.

e The last part of the TFTP page is the DHCP Option 66/67 Setting. This feature enables the managed switch to
learn of the TFTP Server Name, which is a datain DHCP IPv4 packet Option 66 (RFC2132), and Filename, which is
adatain DHCP IPv4 packet Option 67 (RFC2132). Checking the Enabled box and then click on the Update button
to set this feature.

— Download the Configuration from TFTP

TFTP Server IP Address|0.0.0.0
Ramate File Namea

| Download |

— Upload the Configuration to TFTP

TFTP Server IP Address 0.0.0.0
Desired File Name

Upload '

— DHCP Option 66/67 Selting

Option 66/67 [_| Enabled

Update

Table 2.75 Descriptions of TFTP Settings:
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Description Factory
Default
TFTP Server IP | Sets the IP address of the remote TFTP server domain name. NULL
Address
Remote File | Typein name of the file to be downloaded. NULL
Name
Download Click to start download remote configuration into the Switch. -
Desired  File | Type in name of the file to be uploaded. NULL
Name
Upload Click to start upload Switch configuration to the remote TFTP server. -
Option 66/67 Enable this option to allow the managed switch to learn of TFTP Server Name | Disable
and the filename to be used from a DHCP packet
Update Update the setting of DHCP Option 66/67 setting -

Backup/Restore Config. via SCP

The users are allowed to upload configuration settings to a Secure copy (SCP) server as a backup copy, and down-
load these settings from a SCP server, when necessary, to restore or replace the configuration of the RSAGS indus-
trial managed switch. Figure 2.204 shows the SCP webpage which is divided into three parts: SCP Server, User-
name, Password and Remote File Path. Table 2.76 summarizes the descriptions of SCP Setting.

e To download a configuration file from a SCP server, the user needs to specify the IP address of the SCP server,
SCP Server Username, Password, and the Remote File Name. Then, click the Download button.

e To upload a configuration file from a SCP server, the user needs to specify the IP address of the SCP server, SCP
Server Username, Password, and the Remote File Name. Then, click the Upload button.

— Download the Configuration from SCF

SCP Server |

Username | |
|
|

Fassword
Remate Fila Path

( Download |

— Upload the Configuration 1o SCP

SCP Server |

Username | |
|
|

Password
Remote File Path

Table 2.76 Descriptions of SCP Backup/Restore Config.:
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Label Description

SCP Server

Secure copy (SCP) server IP address

Username

Username for the file server

Password

Password for the file server

Remote File Path

The path of firmware file stored on the file server

Backup/Restore Config. via SFTP

The users are allowed to upload configuration settings to a SSH File Transfer Protocol (SFTP) server as a backup
copy, and download these settings from a SFTP server, when necessary, to restore or replace the configuration of
the RSAGS industrial managed switch. Figure 2.205 shows the SFTP webpage which is divided into three parts:
SFTP Server, Username, Password and Remote File Path. Table 2.77 summarizes the descriptions of SFTP Setting.

e To download a configuration file from a SFTP server, the user needs to specify the IP address of the SFTP server,

SFTP Server Username, Password, and the Remote File Name. Then, click the Download button.

e To upload a configuration file from a SFTP server, the user needs to specify the IP address of the SFTP server,

SFTP Server Username, Password, and the Remote File Name. Then, click the Upload button.

— Downlaad the Configuration from SFTP

SFTP Server |
Usgrmname [
Password |
Remote File Path |

| Download |

— Upload the Configuration to SFTP

SFTP Server |
Username |
Password |

|

Remote File Path

Table 2.77 Description of SFTP Backup/Restore Config.:

Label Description

SFTP Server

SSH File Transfer Protocol (SFTP) server IP address

Username

Username for the file server

Password

Password for the file server

Remote File Path

The path of firmware file stored on the file server
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2.19.5 Firmware Update

The users can update the device firmware via web interface as shown in Figure 2.206 To update the firmware, the
users can download a new firmware from Welotec’s website and save it in a local computer. Then, the users can
click Browse... button and choose the firmware file that is already downloaded. The switch’s firmware typically
has a “.dld” extension. After that, the users can click Update button and wait for the update process to be done.

Firmweare Update

And the managed switch also supports that user can through SCP and SFTP secure file transfer protocols to remote
get firmware for upgrade as shown in Figure 2.207.

r—Remoba Frmware Update

Frofocoltype [ SCP -
Remote Sarver |

Update

Table 2.78 Descriptions of Remote Firmware Update:

Label
Protocol Type

’ Description
Choose server type to copy file, support options: SFTP/ SCP

Remote Server Remote Server IP address
Username Username for the file server
Password Password for the file server

Remote File Path

The path of firmware file stored on the file server

Note: please make sure that the switch is plug-in all the time during the firmware update.

2.19.6 Factory Default Setting

When the managed switch is not working properly, the users can reset it back to the original factory default settings
by clicking on the Reset button as shown in Figure 2.208.

Factory Default

Reset the switch to the factory default selting.
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2.19.7 Reboot

An easy reboot function is provided in this webpage requiring only one single click on the Reboot button as shown
in Figure 2.209.

Reboot

Please click [Reboot] button to restart the switch device.

| Reboot |

2.19.8 Logout

A logout function is provided in this webpage requiring only one single click on the Logout button as shown in
Figure 2.210.

Log out

Flease click [Logout] button to Logout.

legout
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3 Configuring with a Serial Console

A managed switch can also be configured by using a serial console. Note that a special serial console cable is
required to connect to the console port on top of the RSAGS’s chassis. Please contact Welotec to obtain the cable, is
needed. This method is like the web browser one. The options are the same, so users can take the same procedures
as those examples in Chapter 2.

3.1 Serial Console Setup

After users install Tera Term, perform the following steps to access the serial console utility.

1. Start Tera Term. In New Connection window, select serial and appropriate port.

e - .

e e 2 e T s v e
| Fie Edit Setup Control  Window  Help

|

Tera Term: Mew connection

| ~ TCRIP Hose:  [myhostmydomain -1

F Telnet TCP pon®: |23

# Serial Port: m
FTI Cam:nl|

Help |

2. Click Setup -> Choose Serial Port.

3. The Serial Port Setup window pops up. Select an appropriate port for Port, 115200 for Baud Rate, 8 bits for Data,
none for Parity, and 1 bit for Stop, as shown in Figure 3.3.
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e
Bort [coms =] [ ox |
Baud rate: m :
Data: & bin - ﬂ '
Parity: [none <]
FElow control: Im

Tranzmit delay

] msecfchar L maecfline

4. After finishing settings and clicking OK, a Command Line Interface (CLI) will be brought up.

3.2 Command Line Interface Introduction

The Command Line Interface supports two types of privileges, which are operator and manager privileges. Users
with operator privileges may only view the information, while those with manager privileges are allowed to view
information and configure settings. Operator and manager privileges are initially entered without the need for
passwords, but a user may be assigned witha password for both the operator and manager privileges. If passwords
are assigned, then when the user attempts to enter CLI on the next time, they will need to enter the correct user-
name and password. If a user enters the password for the operator, then the prompt changes to indicate operator
privilege. User is now in the “user” mode:

Switch>

If a user enters the password for the manager, then the prompt changes to indicate manager privilege. User is now
in the “privileged” mode:

Switch#

If a user is in the user mode and wants to switch to the privileged mode, he/she may simply type in the command
“enable” and then enter the correct username and password after the prompt: Switch>enable.

Username: (enter username here) Password: (enter password here) Switch#

To enter the “configuration” mode, you need to be in the privileged mode, and then type in the command “config-
ure”:

Switch# configure Switch(config)#

An illustration of the modes, related privileges and screen prompt is shown in Figure 3.4.

User Mode bl Privileged Mode bl Configuration Mode

Operator Privilege ena i Manager Privilege .ﬂ Manager Privilege

Switch> exit | Switchi exit | Switch(configl#
: 4—

Users may enter “?” at any command mode and the CLI will return possible commands at that point, along with
some description of the keywords:

Switch(config)# ip ? Address Set IP address and subnet mask default-gateway Set default gateway IP address dns
Set DNS IP address

Users may use the <Tab> key to do keyword auto completion:

Switch(config)# syst <Tab> Switch(config)# system
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3.3 General Commands

The table below shows some useful commands that may be used anytime when using serial console.

Table 3.1 Command Descriptions:

Commands Descriptions

Enable Turn on privileged mode

Disable Turn off privileged mode

Configure Enter configuration mode

? List all available option.

Exit Go back to the previous menu.

Help Show any available helpful information
Logout Log out of CLI

history <0~256>

Set the number of commands to remember as history. Ex: history 5: memorize 5 previous
commands.

No history

Disable command history

Show history

List last history commands

Hosthame

Set switch name

no hostname

Reset the switch name to factory default setting.

[no] password
<manager | opera-
tor | all>

Set or remove username and password for manager or operator. The manager’s user-
name and password are also used by the web user interface (web browser method of
configuration).

3.4 Command Example

Theserial consoleis another method to add/delete/change configuration, same as the web browser method. These
two methods have similar functionalities. The picture below shows all the options on CLI. Two examples of making
configurations: Administration and Spanning Tree using serial console method, which are shown in the following
sub-sections, are the same as what are explained in Chapter 2. The only difference is that the web browser method

is used in Chapter 2.
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lerd Alert informaflion

bool the swilch

COS-BAPP ing Cof mapping information

clear Clear values in destinat lon protocol
COpY Copy conf [gural fon

dizable Turn of f privileged mode consard
decp-mpping [ECF mapping informalion

dhep DHCP infarial ion

dollx B02.1x informalion

dipswilch DIF Switch information

exil Exit current sode and down Lo previous sode
erage Erase conf i purat ion

Brpz ERFE informal ion

Filler Filter source WAC address information
EArp GARF informal ion

Earp GRF informalion

VTR GYRF informalion

help Descriplion of Lhe inlarschive halp sysies
history Zet the rmber of history comsands
ot name el systen’s nelwork nase

in IF inforsst ion

ignp [P inforeal ion

in=ring iA=Ring conf | puralion

| ogout Log out of the systes

I dp LLDP inforssk ion

lacp LACP informalion

mac-ape- i ime Eraable WAL address ape-oub
mirror-port Part moniboring informat jon
mac-addrase-table WAC sddress Leble inforsalion

né Hegate & command or et ibs defaulls
password Paszrord informl ion

porl Porl infarmation

ping Send [CMP ECHO_REQLEST to nelwork hosts
905 Dol informstion

radius-server Radiue sarver inforsation

shor Ghor ruming systea inforsalion
I:lo:{lgiltar Sorm f1ltar on all kinds of Uraffic (Broadeast Multicsst,l

Inikca

syslen Zystem informalion

snip Erable TP

systenline Systenm Lime configuration

syslog Syslor informalion

salp TP conf igursl ion

snap NP inforeal ion

spanning-1 res Sparning Tres Protocol

§ i meout Gel the currenl CLI timeoul seliing
Erunk Trurking informat ion

wlan YLAN informalion

[Eitehdconi g} il
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3.4.1 Administration Setup using Serial Console

This section shows how users can find the administrative information and make changes using commands. De-
tailed explanations of each technical term can be found in Chapter 2 of this manual.

Table 3.2 Descritpitons of Administrative Commands for Setting Up:
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Command Description

sntp<before-utc

\ afterutc><0 ~ 24 hours>

[no] dhcp Enable or disable DHCP
show dhcp Shows DHCP status
ip address Set IP address and subnet mask

Ip default-gateway

Set the gateway IP address

show ip

Show IP address, subnet mask, and the default gateway

Boot

Use this command to reboot the switch

Show running-config

Display the running configurations of the switch.

copy running-config startup-
config

Backup the switch configurations.

erase startup-config

Reset to default factory settings at the next boot time.

Show arp

Show the IP ARP translation table

Ping ip-addr<1~999>

Send ICMP Echo-Request to the network host. <1 ~ 999> specifies the number
of repetitions.

Exec

Switch to shell mode. Shell mode may do shell command.

3.4.2 Spanning Tree Setup using Serial Console

This section shows how users can see spanning tree information and make changes using commands. Detailed
explanations of each technical term can be found in Chapter 2 of this manual.

Table 3.3 Descriptions of Commands for Setting up Spanning Tree:
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Command Description

[no] spanning-tree

Enable/disable spanning-tree

Spanning-tree forward-

dalay<11~30>

Set the amount of forward delay in seconds. Ex: spanning-tree forward-
delay 20: Set forward delay time to 20 seconds.

Spanning-tree hello-time<1~10>

Set hello time in seconds

Spanning-tree maximum-

age<6~40>

Set the maximum age of the spanning tree in seconds

Spanning-tree priority<0~61440>

Set priority of the spanning tree bridge

Spanning-tree port path-cost <0 ~
2E8><port #>

Set path cost for a specific port

Spanning-tree port priority <0 ~
240><port #>

Set priority to a specific port

Show spanning-tree

Show spanning-tree information

Show spanning-tree port <port
#>

Show port information

[no] spanning-tree debug

Enable or disable debugging of the spanning tree

Spanning-tree protocol-version
<stp/retp>

Choose protocol version. A detailed description of stp/rstp can be found in
section Spanning Tree of chapter 2

[no] spanning-tree
mcheck<port#>

port

Force the port to transmit RST BPDU.

[no] spanning-tree port edge-
port <port #>

Set the port to be edge connection.

[no] spanning-tree port non-
stp<port#>

Enable or disable spanning tree protocol on this port.

[no] spanning-tree port point-
to-point-mac <auto | true |
false><port #>

Set the port to be point to point connection. Auto: Specify point to point
link auto detection. True: Set the point-to-point link to true. False: Set the
link to false.
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4 Configuring with a Telnet Console

An alternative configuration method is the Telnet method, and it is described in this chapter.

4.1 Telnet

Telnet is a remote terminal software to login to any remote telnet servers. It is typically installed in most of the
operating systems. To use it, users open a command line terminal (e.g., cmd.exe for Windows Operating System).
Note that only users with administrator (admin) access right as configured in Section 2.3 can use telnet to login to
the device.

4.2 Telnet Log-in

After the command line terminalis opened, type in “telnet 192.168.2.1/24” as shown in Figure 4.1. Note that telnet
command needs to follow by IP address or domain name. In this example, the default IP addressis 192.168.2.1/24 If
users change the switch IP address, the IP address to log-in should be changed to match the new switch IP address.

icrosoft Windows [Uersion 6.1.76011]

opyright (c> 2009 Microsoft Corporation. All rights reserved.

:\Users\avera>telnet 10.0.50.1_

4.3 Command Line Interface for Telnet

After input the telnet command line, the switch’s interface is displayed as shown in Figure 4.2.

Welcome to the LTIB Embedded Linux Environment

Users will see the welcome screen to the switch interface. From Chapter 3, configuring through telnet is like con-
figuring through the serial console. Users are automatically logged into the privileged mode. The configuration
commands are also like the serial console methods. (Please refer to Chapter 2 for more information on configura-
tion).
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4.4 Commands in the Privileged Mode

When users do not know the commands to use for the command line configuration, users type in “?” and the
commands are displayed on screen as shown in Figure 4.3.

EH?520#
conf igure
disable

Conf iguration

exit
help
history
logout

Turn off privileged mode command

Exit current mode and down to previous mode
Description of the interactive help system
Set the number of history commands

Log out of the system

Negate a command or set its defaults

Show running system information

EH?7520#

4.5 Commands in the Configuration Mode

When users type in “?” in configuration mode, a long list of commands isdisplayed on screen as shown in Figure

4.4. Table 4.1 shows all commands that can be used to configure the switch in the configuration mode.

:Innl:f:u:

dipziiteh
daylight=gsaving=t
mxit

Brase

filter
garp
belp

history
i

mac=age=t ine
Airrar—pore
mac—addreaa-tahle

nm
pagEuard
port

Mdlut—u ruRr
show

stornf iltor

ascurity

Eysten

st

systent ime

sys log

antp

ENRD
nning—troe

timeout

trunk

urimg

wlan
ENS20Ceant i)
ENPS 28 CoanF g2l

Alert inforsation
Eehboot the switch
Cof mapping information

Clear l.u:l.un- in dr:tinntinn protocol
Copy conf igura
thibh—RiniutunHadHtmn

Turn of cormand

EECF na Trg inforﬂ-ut-iun

BHEP Anformat

HE2 1= ini‘urnu.t:i.nn

DIP Buiteh information

hzlight Saving Time

Exit current mode and down Eo previou: mode
Eraze conf iguration

ERFS information

F‘iltn- saurce WG addrezs infornation

ims

GARFP informat ion
GURF information
Deacription of the interactive help system
fet the nunber of history commands
IF information
IGHF informsat ion
if-Ring conf iguration
!ai out of the syatem
LL F informat ion

F_inforsat ion

Enal:lln HAC address age-out
Port monitoring informat ion
HC addressz table information
Hegate a command or set its defaults
Fagsuword information
Port information
Sond [CHF ECHO_REQUEET to network haszts
FIF information

informat ion

duz server information
Show running system information

Storn Filter on all kinds of traffi: (Broadcast .Multicast.Initcasts
iom

ftatic rt aecurity conf Fat
Syltﬂr r!‘nmthn e g
Enable
Syltnn t:I.lul conf iguration

slog inforsation
sl‘!"rp conf iguration
EHHF informsation
fSpanning Tree Protocol
fet the current CLI timsout settinmg
Trunking information

=" :I.ni conf lqurat ion

n

format ion

Table 4.1 Commands in the Configuration Mode:

Commands Descriptions ‘
alert Alert information
boot Reboot the switch

continues on next page
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Table 1 — continued from previous page

Commands Descriptions

cos-mapping CoS mapping information

clear Clear values in the destination protocol

copy Copy configuration

cring Compatible-Ring configuration

disable Turn off the privileged mode command
dscp-mapping DSCP mapping information

dhcp DHCP information

dotlx 802.1x information

daylight-saving-time | Daylight Saving Time

exit Exit the current mode and moveto the previous mode
erase Erase the configuration

erps ERPS information

filter Filter the information of the source MAC address
garp GARP information

gvrp GVRP information

help Description of the interactive help system
history Set the number of history commands

ip IP information

igmp IGMP information

ia-ring iA-Ring configuration

logout Log out of the system

lldp LLDP information

lacp LACP information

mac-age-time Enable age-out time for the MAC address
mirror-port The monitoring information of a Port
mac-address-table Information of the MAC address table

no Negate a command or set to its defaults
password Password information

port Port information

ping Send ICMP ECHO_REQUEST to network hosts
ptp PTP information

qos QoS information

radius-server Radius server information

show Show information of the current running system
stormfilter Storm filter on all kinds of traffic (Broadcast,Multicast,Unitcast)
security Security configuration of a static port

system System information

sntp Enable SNTP

systemtime Configuration of the system time

syslog Syslog information

continues on next page
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Commands Descriptions

smtp

SMTP configuration

snmp

SNMP information

spanning-tree

Spanning Tree Protocol

timeout Set the current CLI timeout
trunk Trunking information
uring U-Ring configuration

vlan VLAN information

Note: Please see Chapter 3 for the details of switch configuration.
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5 Glossary
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Term Description

802.1 A working group of IEEE standards dealing with Local Area Network.

802.1pProvide mechanism for implementing Quality of Service (QoS) at the Media Access Control Level (MAC).

802.1xIEEE standard for port-based Network-Access Control. It provides an authentication mechanism to de-
vices wishing to attach to a LAN or WLAN

Broad-Broadcast packets to all stations of a local network.

cast

Client Device that uses services provided by other participants in the network.

DES | Data Encryption Standard is a block cipher that uses shared secret encryption. It’s based on a symmetric-
key algorithm that uses a 56-bit key.

DHCP Dynamic Host Configuration Protocol allows a computer to be configured automatically, eliminating the
need for intervention by a network administrator. It also prevents two computers from being configured
with the same IP address automatically. There are two versions of DHCP: one for IPv4 and one for IPv6.

DNS | Domain Name System is a hierarchical naming system built for any computers or resources connected
to the Internet. It maps domain names into the numerical identifiers. For example, the domain name
www.google.com is translated into the address 74.125.153.104.

EAP | Extensible Authentication Protocol is an authentication framework widely used by IEEE.

Eth- | In star-formed physical transport medium, all stations can send data simultaneously. Collisions are de-

er- | tected and corrected through network protocols.

net

Gate: Provide access to other network components on the OSI layer model. Packets which are not going to a

way | local partner are sent to the gateway. The gateway takes care of communication with the remote net-
work.

IEEE | Institute of Electrical and Electronics Engineers

IGMP Internet Group Management Protocol is used on IPv4 networks for establishing multicast group mem-
berships.

IP Internet Protocol

IPv4 | Internet Protocol version 4 is the fourth revision of the Internet Protocol. Together with IPv6, it is the core
of internet network. It uses 32-bit addresses, which means there are only 232 possible unique addresses.
Because of this limitation, an IPv4 addresses became scarce resource. This has stimulated the develop-
ment of IPv6, which is still in its early stage of development.

LAN | Local Area Network is the network that connects devices in a limited geographical area such as company
or computer lab.

MAC | MediaAccess Controlis a sub-layer of the Data Link Layer specified in the OSI model. It provides address-
ing and channel access control mechanisms to allow network nodes to communicate within a LAN.

MAC | A unique identifier assigned to network interfaces for communications on a network segment. It is

Ad- | formed according to the rules of numbering name space managed by IEEE.

dress

MD5 | Message-Digestalgorithm 5isawidely used cryptographic which has a function with a 128-bit hash value.

Mul-| This type of transmission sends messages from one host to multiple hosts. Only those hosts that be-

ti- long to a specific multicast group will receive the multicast. Also, networks that support multicast send

cast | only one copy of the information across the network until the delivery path that reaches group members
diverges. At these diverges points, multicast packets will be copied and forwarded. This method can
manage high volume of traffic with different destinations while using network bandwidth efficiently.

OSI | Open System Interconnection mode is a way of sub-dividing a communication system into smaller parts

Model called layers. A layer is a collection of conceptually similar functions that provide services to the layer
above it and receives services from the layer below it.

QoS | Quality of Service

RA- | Remote Authentication Dial In User Service is an authentication and monitoring protocol on the applica-

wRIUS|; tign level for authentication, integrity pratectionand agcounting for network access.
7'Sepggrmegices that provide services over the neftisekielotec.com Page 171
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6 Modbus Memory Map

1. Read Registers (Support Function Code 3,4)
2. Write Registers (Support Function Code 6)
3. 1Word =2 Bytes

Address Data Type Read/Write Description
System Information
0x0000 (0) 32 words R System Description = “Managed Switch EHG7512” Word 0 Hi by
0x0020 (32) 1 word R Firmware Version = Ex: Version = 1.02 Word 0 Hi byte = 0x01 Wo
0x0021 (33) 3 words R Ethernet MAC Address Ex: MAC = 00-01-02-03-04-05 Word 0 Hi b
0x0024 (36) 1 word R Kernel Version Ex: Version = 1.03 Word 0 Hi byte = 0x01 Word 0 |
Console Information
0x0030 (48) 1 word R Baud Rate 0x0000: 4800 0x0001: 9600 0x0002: 14400 0x0003: 1¢
0x0031 (49) 1 word R Data Bits 0x0007: 7 0x0008: 8
0x0032 (50) 1 word R Parity 0x0000: None 0x0001: Odd 0x0002: Even
0x0033 (51) 1 word R Stop Bit 0x0001: 1 0x0002: 2
0x0034 (52) 1 word R Flow Control 0x0000: None
Power Information
0x0040 (64) 1 word R Power Status Power 1 OK, Hi byte = 0x01 Power 1 Fail, Hi byte =
IP-Information
0x0050 (80) 1 word R DHCP Status 0x0000: Disabled 0x0001: Enabled
0x0051 (81) 2 words R IP Address of switch Ex: IP =192.168.1.1 Word 0 Hi byte = 0xC0 \
0x0053 (83) 2 words R Subnet Mask of switch Ex: IP =255.255.255.0 Word 0 Hi byte =0
0x0055 (85) 2 words R Gateway Address of switch Ex: IP=192.168.1.254 Word 0 Hi byt
0x0057 (87) 2 words R DNS1 of switch Ex: IP =168.95.1.1 Word 0 Hi byte = 0xA8 Word O
0x0059 (89) 2 words R DNS2 of switch Ex: IP =168.95.1.1 Word 0 Hi byte = 0xA8 Word 0
System Status Clear
0x0100 (256) 1 word w Clear Port Statistics 0x0001: Do clear action
0x0101 (257) 1 word W Clear Relay Alarm 0x0001: Do clear action
0x0102 (258) 1 word W Clear All Warning Events 0x0001: Do clear action
Warning Events Information
0x0200 (512) 64 words R 1st Warning Event Information
0x0300 (768) 64 words R 2nd Warning Event Information
0x0400 (1024) 64 words R 3rd Warning Event Information
0x0500 (1280) 64 words R 4th Warning Event Information
0x0600 (1536) 64 words R 5th Warning Event Information
Port Status
0x1000 (4096) 5 words R Port Status 0x0000: Disabled 0x0001: Enabled Word 0 Hi byte =
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Address Data Type Read/Write Description
0x1020 (4128) ' 5 words ' R ' Port Negotiation Status, force = 0x00 Status, auto = 0x01 Word (
0x1040 (4160) 5 words R Port Speed Status, 10M= 0x01 Status, 100M= 0x02 Status, 1000\
0x1060 (4192) 5 words R Port Duplex Status, half-duplex = 0x00 Status, full-duplex = 0x0:
0x1080 (4224) 5 words R Port Flow Control Status, disabled = 0x00 Status, enabled = 0x0
0x10AO0 (4256) 5 words R Port Link Status Status, down = 0x00 Status, up = 0x01 Word 0 F
0x1200 (4608) 20 words R Port TX rate Ex. Port 1 runs at TX Rate(1024 Kbps = 0x400). Worc
0x1280 (4736) 20 words R Port RX rate Ex. Port 1 runs at RX Rate(1024 Kbps = 0x400). Wort
0x1300 (4864) 40words | R Count of Good Packets of TX Ex. Port 1 gets 0Ox2EEEE1FFFF gooc
0x1400 (5120) 40 words R Count of Bad Packets of TX Ex. Port 1 gets 0Ox2EEEE1FFFF bad p
0x1500 (5376) 40words | R Count of Good Packets of RX Ex. Port 1 gets 0X2EEEE1FFFF goo«
0x1600 (5632) 40 words R Count of Bad Packets of RX Ex. Port 1 gets Ox2EEEE1FFFF bad p
Redundancy Information
0x2000 (8192) 1 word R Redundancy Protocol 0x0000: None 0x0001: STP 0x0002: RSTP
0x2100 (8448) 1 word R STP Root 0x0000: Not Root 0x0001: Root OxFFFF: RSTP not enal
0x2101 (8449) 5 words R STP Port Status 0x00: Disabled 0x01: Listening 0x02: Learning C
0x2200 (8704) 5 words R ERPS R-APS VLAN ID of the ring Ex: 3st VLAN ID = 1, Word 2 = Ox(
0x2230 (8752) 5 words R ERPS West Port Ex: 3st West Port = Port 2, Word 2 = 0x0002 0x0C
0x2240 (8768) 5 words R ERPS East Port Ex: 3st West Port = Port 3, Word 2 = 0x0003 0x00!
0x2250 (8784) 5 words R ERPS West Port Status Ex: 3st West Port Status = Forwarding, W
0x2260 (8800) 5 words R ERPS East Port Status Ex: 3st East Port Status = Blocking, Word
0x2270 (8816) 5 words R ERPS Node State Ex: 3st Node State = Protection, Word 2 = 0x00
0x2280 (8832) 5word R ERPS RPL Owner 0x0000: Disabled 0x0001: Enabled
0x2300 (8960) 1 word R iA-Ring Master Status 0x0000: Disabled 0x0001: Enabled OxFFF}
0x2301 (8961) 1 word R 1st Ring Port Ex: 1st Ring Port = Port 2, Word 0 = 0x0002 0x0001:
0x2302 (8962) 1 word R 2st Ring Port Ex: 2st Ring Port = Port 3, Word 0 = 0x0003 0x0001
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